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Abstract

When wireless sensor nodes are applied to the transmission line testing or other areas, they are
often easily attacked due to the limited computation capability and the open data transmission
environment. Attack nodes can obtain the useful information of nodes (including node location,
secret key, and node identity) by capturing the normal nodes in the network, and then copy the
information to become clone nodes that can take various internal attacks so that they can obtain
more secure information. To solve the problem, we propose an intrusion detection algorithm
(IDA) based on detecting the existence of clone nodes. In this algorithm, firstly, we propose the
weighted variation coefficient based fuzzy mean clustering algorithm and cluster the networks by
the proposed clustering algorithm. Secondly, we choose some nodes with less energy consumption
as witness nodes. The witness nodes will monitor the whole network to determine whether the
data transmission nodes and the cluster head nodes are replicated. Then, when the witness nodes
monitor the data transmission nodes, IDA algorithm will determine whether the data transmis-
sion nodes are cloned within the cluster by analyzing the miss detection probability and the effec-
tive throughput. In the monitoring of cluster head nodes, IDA algorithm will determine whether
the cluster head nodes are replicated by setting the alarm threshold. The simulation results show
that our IDA algorithm will decrease the miss detection probability greatly to 50% and reduce the
average energy consumption to 20% by choosing appropriate coding function.

Keywords

Wireless Sensor Networks, Fuzzy Clustering, Clone Attack, Intrusion Detection, Missing Detection
Probability

Ttk te BB P ET RO RPN RENE

&

RBEF, AER, KRF, T, AR

CEEH .

«
b
T

XESFH: BB, MEM, BREE, Eimhl, FRavE. TOLR S N 2 b TR 2 SR AR A IRV ). VAL
Bl 5 R, 2017, 7(6): 590-602. https://doi.org/10.12677/csa.2017.76070



http://www.hanspub.org/journal/csa
https://doi.org/10.12677/csa.2017.76070
https://doi.org/10.12677/csa.2017.76070
http://www.hanspub.org

UE MW E R AR RS AR, HIR
PR R TS Rk, ER

Email: “songtao_guo@163.com

ks HiA: 20174F6e H6H; FHHEM: 20174F6 H25H; KA HM: 20174F6H28H

R

LT LRAL RS M N B B AR A SR, TR EFITERAER. AHFRNTRES
W&, BEAGEZILE . BT SETHRLEERBNFHIEE T ARRET ST ERGERE
B EME. FH. RS IR IR — AN RER AL P A B e s, A TTIREUN 4% P51
FANERNER. ATBRRXERD, RAVRE T ETHRNTES SEENNERNEZ:(DA). fEiXF
ks, B, RIBHETIMAE R RO E S REE I MM ERITHE. R, RIS
BIFEBU/MO T BRI S (Witness node), X MW SZEAE N AT o H S B A5 S A
LW RRBH R, ERNBERERT R, B RN R A A B R &N R4
WY RRTH R, FERNELT AN, BdRESENRERNERBEELT ERBPRE. HES
BRI PR H N RN B AE R RAE NGRS R, A RENMRSR/N50%LL B, M- FReEE
FE1%20%.

Xiin
TLfeBas s, BMOmR, TEERIYE, MR, HRFETHR

Copyright © 2017 by authors and Hans Publishers Inc.
This work is licensed under the Creative Commons Attribution International License (CC BY).
http://creativecommons.org/licenses/by/4.0/

1. #ER

POEN AR REFRERAR L — T LA RS MR [1], NRATE L B AR 248 E {5 B Rt
T G B ERR T MR X R AR S 5 B T — A TR AR N 4%, AR IX LA K
WABUN G THEREIAE BACTLRE I LB IR, HAT S ARXHIRAR (2] e AT s I TE 4k i 77 204 2 [R)
ZH. HRAGREREE, AR NHARMMS RS BT L2 EREMEBEHEMEER, LA
a5, REEAW, JUTIIRSERAER], AL, WL, Lo, ARSI I & AR
R ZAERER[4]. UEoh, BRAMERE T SR AR S, B AT . WA S, EYIAA B
B, G P AAE KRR, R R A VS IR R S E R, SR B AR UK R
RN RS RERR RS, TS BRS04 1) F . A1 SORE S804 A% B s I 28 vh A AR 1Y T i e
EG LNV ESIRTIPIE

FETC A% S R An TR A7 R S B 19 R, R TN 03 2 BRI LA J LA J T AR i AL, 0o e 4 e
Rl 2% (A5 B AR [5]. BUAE, Bk iR @ T/ ML, SRR MR R AR,
I AGEAE E BRI B AERIR, W2 RS B KR I NAF . SBETT RO T o2k A% AR N 2%
WEE LLBOR, DR BATR S R 19 sl ORI 0 32 ZEER AR AE PSR 23, 20 Jall A 4 v 3 e g ey Tk AN A


http://creativecommons.org/licenses/by/4.0/

R A

X v ERr i 77k RPN T RT, &EE. BAESHNTE 2RSS K E 2 SmD), fr
BEEABSRME B — Rk g By, ubid A I W& 5 BAAHE R 1D, SR sfEAHF A2 B 1D )
AN, BT DA X AN T R BT . SCER[6] 4 T — FliE T B R A (RS, IR RS
SRS IR b BT RR I () v, IR “SET” o AN P ES R AEAE e BT R, TSR s (]
WAL XFh “SET” HIfdi il Bl R fE I Ga IHE R 25 N 2% 20 1%, (ERRSk T i Wi TSR A 125,
A5 B 2 1 45 RS g Ful o X BT RIE LT RN o JOs e, KRR AR R 1R T — e
FAESK T o AT 2R B BE AU 7 VK 3 2 DR T R A v X 8 B R ) e, L I AR AE
TR VAT s B AN, A3 A0 7V B AR RN 2 T R R K D 1) SCHR[ 718 T R A A U
o B B A I 7 %6, H 2 il & LSM (Line-Selected Multicast) T RM (Randomized Multicast) & il 5732, #&
HRRFH T AHE M S Sk R IR AHE] 1D S0 A5 BT A, (R EFEA R AL B R EAT v A I . P&
IXAAET, LSM 2R BEAL L £ — AN 4B JE 5 mU3EAT W B AL H DAL SR T i — 2k 2 v ml i #2102k %
1M RM 8325 2 30 1 72 33k 1 77 20k v o [ 59 47 0 2o

SCHR[B1FE H T 26T i 48 18 R (1) S P 4 s A U7 v e 127 2 I R s BN R ) R A A SR PR
DA 201 o AR 0 2 12 7 VR 8 ) FH P % P o B T RO AR 1R o, AN R DA S I 1R A5 T 1T FLASEAS
W& NS5 . FE[9], AR BENLIE D FN 28 K1) o AHES A 3R T — oA 207 R 5 ) e e ) 202
(RAND). ZEE N B DB SIC BRI B, RIS R4 7 ) LA XK 38 —ANpr
Fe S IR A, AR R B BT AR, B SR — Rl B - Al - W SR IR AR A X
AR FH B TS A B SR e 38 WUESE 19 o 7E[10], fEE #2723 T Quorum )2 #&(QBM) IR JE 2 ik %
Z 46 (SLSM)RARMN 5 sl B Mo 535 AE[11], v 1 PRag it A B v 5 i, AR R T — Mtk i) LEACH
PR/, SR J5 8 B e 2 99 R T — b AR A I SRV SRR 52 st By AT KR k2> 1
5 R R ) R A

B P ERaAr, WTRURIINE (77 e A A — S n) @, ks IR BE AN SR RE SRR AR
MZEAH G, TE2 BT X BRI g2, 2R I B R A5 21 7 AR PR o AR S 32 B i 30 v [
TR RE, N TC B AR AR X 8 1 2 A I R IT I AT, BT R AR SR T T AU, SRR R, RN R
HALGE IR AR, $EHh 7T S RECATR 20 507 %8, AR MBI B U BH 1 AR SCHR Y PRI o B T
ROTVE, RIS RVE A Rt o A 0 MR 8 A i) . B A UHE S . SEfi B 2 AN
TH SR A S o B 1 RUBLAUL (W I A0, FEAE REIR IR N 4R B 63 1) 7 12 25 RO 1K iy o 8 T 3K R 7
gh4, AEPRIN e BT AU SRR AU B, EBRRERE KRG R R ARSI R AR R A, LT
GAMAFE] T — BRI ORRR o AR SCER T 28 b B SE R T f el @, $R T ONARAST I B SR A W D) 4 o ) e
TRl EREET, FEIES B, Ko hlZ: Mo, EEEEN RN SEES, X3
ALY ) W WU TR A Sk 5T R A B o T TR YA T R A R R

2. My

FEBA B ik, K A 3 15k [12] [13]1J& —F A AR L T V2 K755 . K S SRR 3 A 8 A
R HSGREALHBIE R K AN RAE YRR 70 G, BT RES Th R R 5T AR ) K AN AR Y
FRIErht mi 2 BT AOER RS CR A RRABE B N LB RN ZE L), ARG R4 B e Bl R K. 2
FEEIRE AR LA AR T —ADRE. BRI REP B UG, ERD IS ARTE X 5
FEFF R L. RN SR E AR, DIHORIERISE SR . Hp &b 2 FR] LU A
AR R L :

1) REMP AR R/



R A

2) AT (B R/ NCH ) R R A AR

3) B (B fe/ N E )X G A T B B AT A R R &

{ER XA SRR T7 ARAFAE — DR AL, SR A TR0 5 22 [ P 5 (R B0 308 5 A T 2 Jag P )
TER RS L L R BB R [RISE I, BT DAAT REE R — S5 AR W EL B e e B 2R, XA DU BAT T U A 4
R A [14] BT UL, ASCHR M T — P RO I R (]R3 RIVSRFH 4 2 AR A2 S 2 i) o3 7% 77 2K
FoAZ o RE AR RS 25 Bt b BRI EFE IO — AR OB, B B (0 4 R L BT o5 (O BCE th bk, Xtk
AR [FIE L R AR o R BN FE AR, S RE A BB MREAT 2 AR

21 ETERAYEMIE

EOG, XS ITA BT N R, DR B T OR ) A b A B A ORI 7 R A
s 2% FPAELE N A MR B, S AT A A=y, 8y, 8,0, 5 ay ARFIE R & 9551 AME
FAEE— N iffift1<i<n. C AEE ARIRIIMEL

KIL4AR: K ATABHE AR AR B0 R a S K DX R(AEE HENIES . LR a i) KGN
KNN(a) .

AR A B T B A A A PO R S ok, T A SR DR A RUBE T AR R R
B AR ) AN RIS, 0 SRR R bR 22 R LB P AL AR W B 6038 T, BT DAE LU I 0% ¥ 2
TH o Bl BRI B FUSE R RO o AR SCHR HE A2 5 A OB T AR DRI A ) . R RN A2 57 R A0 B
AN[15], "B ARHAE AR HEZE AP SR BOE o JRE T AT 1 28 A0 HE AT R 2 W . s, 207 M
MUbRHER, W22, JrZe—HE, H#RI2 S AR ) B IORE FE o 28 53 AR MO /NN B2 B A2 BB 35 (R O 52
1 FLIE 52 2128 B B B OR A i . LA R A0

CV = (1)

g
y7i
Horp,

1 N

H =ﬁ§anm’

= @
On :\/_Z(anm ~ Hom )2'

N n=1

BT ) 5E ST DS 2], R 2R m 4t JE 1t AR e R HUE T DOE SO
1 2
o, \/Ng(anm _/unm)

cv, =Im - . @3)

N

1
:le ﬁ z anm

n=1

EIXH, mBRBlRm S m 4ewiE, M RREEEIYEE, n Lo ABETE 0 MR, N R
S AN a, Zon n DXRIE m4EE it u, FoRE m 4ERFIME, o, RN m 4R
PRHEZ . CV, RoRH m 4ER AR 7 R AL

TRABRE: & LW =W, W,,--- W, | HES A BKM 4E2 0 BUE, b m GERAERRN:

W, =V (4)

m= M
2V,
m=1




M ZERBREBREEES: £ m 4RI A B, O el e B SK Y v, IR B T DAROR
Dis (a,v; ) = i(aim—vjm)2 (5)

T LA AR S 2R E m 4ERR R B8 A LAR R N
CVDis(ai,vj)z\/in(aim —vjm)z. (6)
m=1

AT O HE T2 S AR B 0 R S A R NN H R R, e SRR SR MR A
AN RO BT LA B R IR B0 T R, S AT o B R BT R B0 R A
/e HH A RIA XA N

N

i don = 30, oW, |

i
©Vv) 1= i1

df = {Dis(ai,vj )} =l —v |

()

Horb, U B MR R SR S MR R A C N B, FEFE R rh BT RO )
FITAE % 51T A58 FAZAT AR SR s B I o v RS O RIS, BV = (v, v, v ) o
EENSEEOEA TSGR

C
U, =1i=123,N.

1=1
TR ART, ¢ FFBILE(g>1), | Fo5 m4ERKGRA FIROBE RS . FoA 160 H A 2 -5 (e
ER/MERTHIU, ALY, .
TN VA3 bR B M B O 20 K A

C
YU, =1i=123,,N.

1=l

I WY SRR AT, T R A AR 2 T TR 4 T R AR B

F(U,2) =|CleN1](U,i)"’ * W, *d? +iz(1—lczlu,ij
TR MR — I i S8 0, B OF /o4 = 01 0F /oU, =0 , i BLJ JF ] L7351
OF/o2=1-3U, =0 ®)
oF/aU, =0 :
= ¢(W, )U¢ o v [ -2=0 ©)

1
=>U; = (ﬂ’/¢*wm ”ai -V "2 ){I)_l
H(8) AT E)(9) A AT LA 2.

Z(’Wﬁ*wm Jas il )ﬁ =1
; 1 (10)

N =[J/ fj(wm la, —v ||2)}¢’1

1=1



R A

HAX(2.10)RNE(2.9)2, 1T LTS 2IFE B A5 ek ZUUR /AME R U, -

1
(Wm & — [ )‘H

U, = c 1 (11)
IZ:;,(Wm Jas —viIf )'ZF1
fs FIZRABL KT 53 7T AAS BILE H b & SO IMERS IV, » I THE oF Jov, =0, WTLAF 5
OF /oy, =0
= —Zi (U, ) =W, (a,—v,)=0 (12)

2.2. YEEERR

FeF AR 5 AR 7 AR B A% O AR . WRE AR G S PR T SR 4R B2 PR A2 57 AR U A
FIBUE, RG] K SR A RBARAE W B e B C ANIEE B B0 9 i, HOd R AR i st S A X R I K
AR, FERTOE MR 2 T I 8 P L PR B A, £ R o R R N 2% 71 o R 2 T MR K
PR 2 R RAETRMG R B0 A, AR IBUGE R AN 5 P Q20 € 1050 Y mUEE B RIE i) S AE N
FAM AT Ko BUZAERRRAE R4 A AR — D0 L, BRI A E C N0 A A SR L
FEo FERESE C MGG R LS, FVA SRR ERE M A R 3 REBUE, X C AT mlid
ATIEAIE S, AR ANALRR R B AN R R A 28 BN RSB, DUHOR BB RN 0 0 1 R
B S A2 FATPI R E K

3. EFABHEANTRES

T L AR RAR M B 2 2RI, T AR T R KR A, s e f—

BE, PTRLIRATE LM RERVHAERREIW (s, ) SRR Al s, FORERE AL, I
et
\N(q)zl—glﬁ% (13)

FEIX H ¢ (0) 21 AR IARE R, e (t) TR s, 7E LI 2 (K 17 mi R R

FEBLA I TAE8] [9] [1017, 9 T A RO B B AR AT, S T — A ATl i 557%
KAORP RGEMEE, TR0 BARRR A — DR A — DRI SRR IR B A BT A . (HA
SRUBEAE BT S R o SRR TSI, AR AR P SR 2 MU AT DA S PRI SRR A
FRLSARERG o U I R PR R B A — A8 PR S P 5 00 P T oAt 0 72 PR A [ SR 2 49 st (B
AT RURIBESR Y R0) o AR SCIRLIR AR A% O REARUE 2 P 22 A I A U B0 A 1 R RSk i, R
I3 456 P 0049 A W 5 A R M K R o K T B S R Y A 00 5 B T A R A R
A, B

min{Cost(H )= iw (s; )} (14)



R A

4. SRR R A

— BT AR A (SR T, B AN ML At wT DA U A A R A BT L O TR S B
A7 R8T BB A TR SR U B AE AR N S50 T ) A LR 1 s O L R T 1 s R D SR M

FEF 1 AT BAE B, A DYZETT R, e nl &I 5 T, #8571 8 D, Bali i Al R FIEI S M, M, .
P v ) S 2 3 7S B AR A T 1) 7K BRSO il R rhddk, R R O M RO A R 4
CT

fBise B I 8] A Bl AR i 08 1 9F LN T 21 D 9 8atL it B2 rTSE 0, A Iy i a2 il 1%
B TIREZR AN p o YT A T SRR RE B 7] 43 4% (MDS), 7EIX LAy y ISR G 8 B AE K A x 1Y)
LA (y < x ) HEERAMEH AT (X y) FEREL6], — (X, y) FIARIEE B 0] 4085 3L e/ DU BE B8
d AU S BE[17]R LLRE d < x—y+1. FrRAn RIS e e B R x—y , IBALES
R/ R S AR B R I o BB 39 AT E R R R R R R B, RVt 5 AR BL ) B e AN
X—y+1o AT DMRA S T SEHCE 1 S ARSI 21 (B0 -

Puss (%, ¥, p)=(1-p) " (15)

Priss (X, Y, ) 4 SR PRV 22 B B o515 sV B rh — AN I AR BB . JRATT T LA — A

(X, y) I R 4,

y:x+1——f();' P) (16)

JLAR(S), BATATLUEE] P (XY, P) H: B (3, p) 670 =700

AL, B 5 s TR 4 g A S O 21 2 0
PmiSS (Xr y, p, g) = e*g*f(x'p)

T R SRR R B S /N AN L bR y X IR B, A SCHIE TR T (x, p)=Blnx, Hr g NIER
K. MRS 2]

I:)miss (Xv Y, P, g) < efg*ﬂlnx = X—gﬂ -0 (17)

Figure 1. Data transmission traffic in WSNs
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Figure 6. The relationship between capturing probability of cluster head
and the number of monitoring nodes
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Figure 7. The relationship between average energy consumption of cluster
head and the time
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