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Abstract

In the traditional Ciphertext-Policy attributed-based encryption scheme, although the access pol-
icy can better implement attribute encryption, it will also bring the problem of data privacy lea-
kage, and the large computation in the Ciphertext decryption stage. This paper proposes an out-
sourced encryption scheme to hide access policy, which generalizes the values of attributes. In the
encryption process, the valid Ciphertext and the invalid Ciphertext are indistinguishable by hiding
some subset values. In addition, outsourcing part of the Ciphertext decryption reduces the compu-
ting burden of the data receiver and greatly improves the efficiency of decryption. The analysis
shows that the new scheme enhances the flexibility of the system while hiding the access policy, and
it is proved to be safe under the assumption of DDH, which has certain theoretical and applied value.

Keywords

Attribute-Based Encryption, Access Policy, Hidden, Outsourced

BRI IR SRRV R TIN5 R

R T RS, dba
Email: 154335680@qqg.com

L3

Wk H . 201843100 FAHEM: 20184F3H22H: &4 HI: 20184F3H28H

R

ARG T3 ORI R M 75 R, U 1) SR B AR R BT B SEBUR M in e, H o i SRE IR B AL i 8
AR, F BB CEEN BRI R, SCER W — B RS M E TSR, SR R BUERE

SCEEG| TR, AR BRES I SRS (R I T SRS THEBURRE SR, 2018, 8(3): 296-304.
DOI: 10.12677/csa.2018.83034


http://www.hanspub.org/journal/csa
https://doi.org/10.12677/csa.2018.83034
https://doi.org/10.12677/csa.2018.83034
http://www.hanspub.org

Ik

KN, A

TRACKCE, FEMES RS @RS T REESA R E SN E XA T X 2. Wk, K& 0H#
R ESM, B T HEEBROTTHE S, RRMRER T BERER. SR, HTRER
VT SR R ISR T RGN R G, FR 7EDDHR R FIEH R L AN, BA—EMERAHEMN
f&.

XK ia
BN, Vi, R, S

Copyright © 2018 by authors and Hans Publishers Inc.
This work is licensed under the Creative Commons Attribution International License (CC BY).
http://creativecommons.org/licenses/by/4.0/

1. 5|

TEAR R A HINE A R, @ERMA “—0f— B8, (FFREE AN B, 22808 FH AR R
AR, HlnET 501 InE(BE) [1]177 5. Sbs b, W2 e KGR II#E “—Xt 2 7 s (s 5,
9 an 3 R P SR 2 AN P U R, AT B AT B A S . BN (RiFR ABE)X
F—RF @ HERRAR 7 S, v RLSI NG 1042 ) SR P RAEH AN % SCTR)J@ AR GG, AR “—xt 2
R AFREE , RS RS R AT U il 1), T DL SI IR 85 SCAITRLFEE 1) 1) 5 i) o X N A8 B - R Sahai A1 Waters
VRN IBE J7 Z 21N I, Hh 3% SO S R R GO0, 2 HACS % SO A JE SR A A8
{1 JeB A 2/ s B [ 5 ) AL P R AR

A SR 5 6 I N 7 A AU[3] [A1M AN WTER NAAY,, S 53  B H SENE 1) & 14 A % (7 R KP-ABE)
[S]F0%25 SC S s 1Y) J& Mm% (T8 Bk CP-ABE) [6] [7] [8]. -, Bethencourt &5 A $& i 55—~ CP-ABE /7 £[7],
207 RER V) R H ISR SO AT, T HOT 5 B T LURIAR ST o 25 18 38 3 L8 [RORA 1, A7 LS I fik
U7 ) P 1 SRS T R L S B AAE B, I 2 5 BN s S AT R, (R G SR ) SR B, AR
Toid e A R 1 A5 A . 2 J5, Nishide Z5 A [O]H& H T — i el Uy 1] 4 il SR B (1 5 T J@ e 75, #
TRATRZ MWLM E EAREIEE, WHEEBERBZMEK . Kapadia 88 A[10]#)77 £E R —/ME
LI ERS %S, HOBENERANH P EMEE, KiET R BARAE IR, SY8BliiR
FOCWS, YRS MRS A BN BZ L, X T R =T RAEOR R, ANRER L E . Shiet SF A[11]
PR T — AN T O HE Bl A0 PR 1) Oy 22, B Rk TE R RE V) 0] SR 1) 40 [ S IR CP-ABE,
KA 2SS, BERBEANECD, %07 BRI R Fda%5!. Boneh F1 Waters [12]4 HiJk
T Bk e B A RN A T, 8 T SR A AR SO SIS e, (B 7 AL B AN R KB IR
ERVEXT, 1E R G0 ER LI i E U 0] S ) 1 DA SRR JE MR T RE I . I AEFRATI T b, B A S
SR ARG G, W] DRSSO i@ . Lai 28 A\ [13)F) F T BEH & s e S 5 bR 7 —
ANHT AT ARSI UG 0l SE AN B 7 5, HEI R AR AW HRA TIASI— @ M2 g0, S8
B BUS HLOK . Katz 58 A [14]58 tH—Fh SO RF N AR RO A] s 5 22, 1205 S8 5B U [v) SRS (14 et e e
PR, BT LAFE % £ KP-ABE Fil CP-ABE 7%, H&, &R HERH MR BA =N REEI
LR2H, Uy 4Rl g R B T AR R TR 2 et

AR SCAE SCRR[6] BT R 1) v R M N 2 7 3k ik b, SR AN R M RO AT BB, AE s ik FE
RROBHR 77 J AL 4R M8, BER BT A BT AN i 232 75 SR T ] iy ) SR N 25 5505 « LB O 1

DOI: 10.12677/csa.2018.83034 297 MR 5 N


https://doi.org/10.12677/csa.2018.83034
http://creativecommons.org/licenses/by/4.0/

» ZEIEH

JrR, ARSI R R SR R A (ERRER R I T AR,
AR

2. HEHIR
2.1, WEkErREt

T UL A B S BRIE S A BT 0 2 () — AN B EEURA, H AR SR B S AN L A ST R,
— LR AL b RS B ARG R

wop MR G,G,ZMMHA p MIETEHEE, g9 NG, MEMTT, e &MWL AL
e:G,xG, > G, . LIS e 2 a1~ 3 MR-

1) WM. X FLEMabeZ, heG,, WHLe(gh")=e(g,n)".

2) FEiBMTE. e(9,9)=1.

3) WAL, X TAEREN 9,h e G FAAEA BAVETE 2 T 8] A THE H e (g, h) IIME

VR e e(xx) 3B B A XE AR 4R fE, D e(g%h)=e(g,h)" =e(g"0?) ¢+ 5 4 A
e(g1'gzlh):e(gl’h)'e(gzvh)’ Hg,,9,heG, .

5E X 1 (i3 Diffie-Hellman (CDH) i i)k blik ¥ abeZ, . #isE =it (g,0%0°), HH g®

%X 2 (FI5E Diffie-Hellman (DDH) /) BEHLi%L % a,b,c € Z ) HARRI, g AIEHEE G, BI— M ERTT,
e —A e (9,9%0°,0%) » HE ¢° = g® RATOL,

2.2. hElERIGH

fE CP-ABE J5Z&Hh, M ik 75 il i vy o) SRME , 7 eSO 1 o 1 2 BH W A R 126 T 11 5 [ 75 I SR
U Y AR AR B S0 i, Vil 4R T =(A AND B)OR(C AND D), 277 & /M@ e SE & { A B} 5%
{C.D}, JWRT LA Uy I #2256 T 185 /5 (048 -

AT i AR R E S SR AN Z B 51T, BN A BEUE R G
RSB N, MRIIRGIN{AL A, A} BABRIEA ZABUE, BRSO B 513 € O
L=[L, Ly Ly ] W= W, Wy, W | 3875 U T 42 ] S, e SE IRC 44 3 7 U 1) SR o I 0% J P O UL
W RN W, 2 A, FTE ITBEBUE R 78, 1<i<n, L =W, BRW, == i, JEMEFIFR L i 2 U )5 i e
W, A LS ANH A U I 1 45 W

HApgkP, flan A, Ao Ao e, HESS, z{viyl,vi,z,---,vi,ni} T, AT R AR
L={L, L, L, L} LeS M mvmm FmwW =W, W,, - W, W, |W, €S, , Xtk
H: A (/\1 =v VA =vly4)/\(A2 :Vz,s)/\"'/\(/\i =Vi, VA =Vis VA, :Vn,)/\"‘/\(An :vi,lvvi’s)jjn%?%j‘\j
A HEE R, B A TRETW, =S, BHACSL<i<n L eW, ¥, 2@ L oy 4 m e
fRa . VilE T W, BRI BN A, BRSO BUE, B 1R P4 5 T Sl T R A (3 4 U

23 REEE

A7 B0 AR T DU T ot R P 2 I et R R, 45 R et 44t IE W R
MBh# MR, K2, PR, Wit Fe R

Init: BCeki 2 1815k 2 4R 1% i s b e W, AW,

Setup: BhELFHIZIT UL Setup, 4444 PK B THH

Phase 1: Jiteti & R4 R HEAI % L 1T DAREAT & VAR SC A0, TR L I o A o R 2 U )
W, AW, o PR B 7 801 RGEVE KeyGen, 4 SK BRI it %

DOI: 10.12677/csa.2018.83034 298 MR 5 R


https://doi.org/10.12677/csa.2018.83034

Ik

KN, A

Challenge: Yt # [ Hk k& $2 2 A8 M FI M, o G SR 38 1 B P 5113 L 7E Phasel 3 &2 Uy 7 5%
W, FIW, , AR 2125 SK, HF 3K My =M, . BLEEFENIMHAEE be {01}, HEHLERHE M, AW,
AT N, 4% 0E Bk B A it

Phase2: H X Phasel.

Guess: B tixs b A5 b .

Wi # RAF U R 9. Pr[b =b]-1/2.

B X 3 1EZ T B N A A I Beh 2, BfT IR IR A 3 A2 T LA AN T 1, PR Rt %
2=,

3. A/ R

TESCER[6]RO AL b, AH RS SR W{ERETT . Bl K& 7 BT, ARG R
w1 s

Horp, AMERAUT 55T AR JE R A s BB s D7 (5 7 0] SR 2 0 e 2 SRR 2 R SS
s BUERHEOT M B O JE P FA AR I E U I SRS RS BRAh, ARSCHERR BRI BOKE I 4 9 U
BARS ML, RO R R A, SRR R . T R VIR Setup. nEsid R
Encrypt. ZF4H4RBULFE KeyGen. #Mu#E it OutSCC FfE#5 7 Decrypt FLANEE . LLUR 2GR

1) ¥Ihikid#E Setup (19).

AN ALSHK.

R AERAUT AN 041G = p,G,,G,, G, 0, €6, 0, €Gy.e]» i, GG, N p BTHIRIEDE
WRE, Horb g, 9, 7200 G, G, ARG, @ WA NE M, Z5MU1 R : G xG, —» G; « RGN o, fe Z;,
WFEAEMEL<I <n, AEEAUT P ERHLE {aLt €z, 1<t< ni} B {A,t =gt 1<t< ni} o M52
BT 4k Y =e(g,,9,)" Mh=g/

CINEE G|

B &

Tt eI
SR 50

TAFMEISS 3 = i m g 28

Figure 1. System model diagram
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