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Abstract

Thanks to the rapid development of artificial intelligence, people’s lifestyles have become more
intelligent and convenient. However, with the rapid development of smart devices, security issues,
privacy issues, and the personal safety of property have brought great potential threats. This ar-
ticle takes a smart light bulb that can be controlled through Wi-Fi as a representative, and studies
the communication principle between smart devices and clients and how to write script programs
to forge permissions and gain control of smart devices. The experiment mainly uses the penetra-
tion test method. Simulate hacking to remotely control the robot to approach the user’s smart
light network Wi-Fi source, and then simulate the smart device’s smart device and successfully
override the power. The smart light can be controlled without the user’s authorization, which
proves certain questions of the safety of the smart device. At the same time, it also emphasized the
issues of security and privacy protection of the device.
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Figure 1. Schematic diagram of relay connection
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Table 1. GPIO control trolley bus design
= 1. GPIO #Z#/NFE R &g T

BCM .BOARD .BCM BOARD

75 e I GPIO  GPIO FUNC GPIO GPIO FUNC
e 17 GND 5V GPIO2 3 SDA GPIO 3 5 scL
UART 16 GND 5V GPIO14 8 TXD GPIO15 10 RXD
g 15 GND 5V GPIO4 7 ECHO GPIO17 11 TRIG
14 GND 5V GPIO18 1
13 GND 5V GPIO27 13 I|§_E
AR 12 GND 5V GPIO22 15 IR_M PR ET S T RE 51 iy Fe &
11 GND 5V GPIO23 16 :Eii
10 GND 5V GPIO24 18
9 GND 5V GPIO10 19 L ED0
LED 8 GND 5V GPIO9 21 LED1
7 GND 5V GPIO25 22 LED2
6 GND 5V GPIO11 23
5 GND 5V GPIOS 24
— 4 GND 5V GPIO7 26
3 GND 5V GPIO5 29
2 GND 5V GPIO6 31
1 GND 5V GPIO12 32
GPIO19 35 IN1
GPIO13 33 ENA
GPIO16 36 IN2
HHLIK S
GPIO21 40 IN3
GPIO20 38 ENB
GPIO26 37 IN4
D ID_SD 27 ID_SD
EEPROM ID_SC 28 ID_SC
EITHIARERF
|
FHEFIRBWIFiITFR
A\ 4
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Figure 2. Decoding script control flowchart
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Figure 3. Scripts to obtain a list of Wi-Fi
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Figure 4. Flowchart of script cracking Wi-Fi key
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Figure 5. Smart light control flowchart
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Figure 6. Flow chart of code control principle
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