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Abstract

At present, the existing image tamper detection methods based on segmentation are difficult to
label and have few available tamper data sets, resulting in the lack of training data. At the same
time, the boundary of the tampered image is difficult to identify after processing, resulting in low
segmentation accuracy. To solve the above problems, an image tamper detection network based
on attention mechanism is proposed. The network realizes the generation of tampered images, the
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segmentation and optimization of tampered regions. The generator creates the tampered image to
expand the training data, and the segmentation optimization module based on attention mechan-
ism is used to enhance the feature extraction ability of the tampered region boundary. Finally, the
experimental results show the accuracy and effectiveness of this method.
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Figure 1. The network structure
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Figure 2. Generate image
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Figure 3. Generate image

B 3. £ pEf%

2.2.2. fRAHELR

T SCEMG EE A2 BRI SN, B X 7 S E TR A, Wil 4 s, AR5
7> IR0 % mask, B aGEL X BAIA 5, ARG LA 5o A R AP RS X 8 e
WL AR GER, R DHRESEE, C RSN AKEG)IIR:

C'=C-(1-P)+R-P (8)
Hrp, C'REAHLFNEHHESEE . XFRI) mask W12 () Frs:
M'=M-M P 9)

Hrp, M2 CT IR SIX I mask. I EIRAR R 905 ZCFI0H R 2% mask AIEL X 4k mask .

Predicted Boundary(new)

Attention ' ' \

Segmentation
Module

Predicted

Boundary %

Figure 4. Optimization module

Bl 4. fRALHELR

New Prediction

DOI: 10.12677/csa.2022.123074 733 H LR 15


https://doi.org/10.12677/csa.2022.123074

3. =h
3.1. SCERIFEE

SEEGIAER NG 1 Fin. B TEEAISEER, X sLib s s A — e Bk, ARSI RS 7 94
15 RTX 2070SUPERX 2R ) Linux ARk 55 83 3E4 75250, FFHECE T /& ZREINEF & AUnEE .. ¥liat
2RV E A 0.0001, batch size WE A 2, ML 7k AE F Adam, &4 0.9, AU T2 % & A 0.0005.

Table 1. Experimental environment
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HEZE Tensorflow 1.4.0
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Table 2. Results on F1-Score
< 2. LINEERIFEL(FL-Score)

CASIA Columbia
NOI 0.263 0.574
CFA 0.207 0.467
MFCN [18] 0.518 0.604
GSRnet [19] 0.574 0.532
Our method 0.602 0.623
Table 3. Results on MCC-Score
< 3. LILERITEL(MCC-Score)
CASIA Columbia
NOI 0.180 0.411
CFA 0.108 0.228
MFCN [18] 0.484 0.465
GSRnet [19] 0.553 0.496
Our method 0.581 0.537
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Figure 5. The segmentation result
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