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Abstract

In this paper, we propose a color image encryption algorithm based on improved Henon chaotic
map and Bit scrambling. First, we combine the three channels R, G, and B of the plaintext image
into a matrix, and also convert it into a binary number. Secondly, the rows and columns of the bi-
nary number matrix are disturbed, and the disturbed binary number matrix is restored to a de-
cimal number matrix. Finally, it is divided into three matrices with the same number of pixels, and
then the three matrices are subjected to a bitwise XOR operation to obtain the final encrypted im-
age. The experimental results and theoretical analysis demonstrate that the algorithm has a large
key space. It can effectively resist the attacks of statistical analysis and gray value analysis, and
has a good encryption effect on digital image encryption.
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Figure 1. Chaotic sequence diagram
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Figure 2. Improved chaotic sequence diagram
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Figure 3. Plain text, encrypted image and decrypted image
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Table 1. Comparison of key space between this algorithm and other algorithms
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Figure 4. Lena’s original image R, G, B three-channel histogram and the encrypted image R, G, B three-channel histogram
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Table 2. Entropy analysis table for plaintext and encrypted images
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Table 4. Analysis of average change of grayscale
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