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Abstract

With the development of cloud robots, robots can participate in more and more different scenes.
The rapid development of the Internet is followed by the privacy security issues when multiple
users use robots in different scenarios. The robot should have different permissions in different
scenarios which can maximize the efficiency and protect the user’s privacy. To solve this problem,
scene recognition is one way to solve this problem. By pre-setting the rights and restrictions
owned by each user in different scenarios, the server determines the scene in which the robot is
located by the picture taken by the robot, thereby giving each user different permissions, which
allows the robot to listen to the user’s instructions to protect user’s privacy. The application of this
method provides a new way of security protection for the multi-user multi-robot system.
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Figure 1. System architecture and working principle
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Figure 2. Framework of multi-level semantic recognition
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Figure 3. System flow chart
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Figure 4. System operation timing diagram
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