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Abstract: Some of current mobile communication systems represented by 3G systems do not support root key updating,
others lack a secure updating method. This paper proposes a root key management scheme which is based on asymmet-
ric encryption and can apply to most of mobile communication systems. This scheme simulates the common using
scene of root key in mobile communication systems and protects the security of root key updating by PKI (Public Key
Infrastructure). To improve the availability of the system, this scheme gives a modification for root key management.
We analyze these improvements’ impact on the scheme efficiency taking WPKI for example.
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Figure 1. Deployment process
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Table 2. Security and performance contrast

R2 RN, HaExTEE

RK management

WKt based on PKI
I35 3% MS AGE N J
et 2 N J
AAAFAE N J
btk v J
MS FFH T N §
CA 4" MS iEHS N y
MS R FRIEH N J

A R T LA 3G RGUNRERLLIEE RGP IR E
BISEHT R AER I . £ 00 HT s 1% RAEDRIEAR % B &%
EEHFER, AT RGRERM T k. 7] WPKI
BRI, %07 S8l 51 NP8 fa 46 1 MS iE
PEHARE, B T B A CA 4Ed ik
o, MImRE 7RG M 207 e Rod e 1
To2k W 45 547 2 4 Jovk HLm A Ie) . T HL e
BEREIHOFETT, %5 SR AT I S BOoR s

SE Wl (References)

[1]  3GPP TS 33.102. 3rd Generation partnership project (3GPP);
Technical Specification Group (TSG) SA; 3G security; Security
threats and requirements. 2011.

[2]  H. Ekstrom, A. Furuskar, J. Karlsson and M. Meyer. Technical
solutions for the 3G long-term evolution. Communications Ma-
gazine, 2006.

[3] C. Zemao, Z. Junge and H. Biyi. Optimizing PKI for 3GPP
authentication and key agreement. The 4th International Con-
ference on Multimedia Information Networking and Security
(MINES), 2012.

[4] S. Ray, G P. Biswas. Design of mobile-PKI for using mobile
phones in various applications. International Conference on Re-
cent Trends in Information Systems (ReTIS), 2011.

[51 XUFZE, X2, Bk 3G P REHZENHITTRR]. BGE
HAE MR R RERALL, 2007.

[6] B. Zhang. Research on mobile electronic commerce security
technology based on WPKI. Fifth International Conference on
Digital Image Processing. International Society for Optics and
Photonics, 2013.

[71 P. Tiejun, Z. Leina. New mobile commerce security solution
based on WPKI. 2012 International Conference on Communica-
tion Systems and Network Technologies (CSNT), 2012.

[8] TkFEHE. £ TR REEE BT R M]. &R A AL,
2011.

[9] J. Katz. Digital Signatures. National Defence Industry Press,
2012.

Copyright © 2013 Hanspub



