Computer Science and Application HE 1Rl 5 M, 2018, 8(1), 123-129 Hans X
Published Online January 2018 in Hans. http://www.hanspub.org/journal/csa
https://doi.org/10.12677/csa.2018.81016

Research and Implementation of User-Mode
IPSec Based on DPDK

Yangyang Feng

China University of Mining & Technology, Beijing
Email: 1119114266@qq.com

Received: Jan. 8", 2018; accepted: Jan. 23", 2018; published: Jan. 30", 2018

Abstract

This paper aims at the problems of delay, congestion, small throughput caused due to increasing
users and more network traffic demand by using IPSec gateway, analyzes the shortcomings during
the IPSec solution process, and puts forward the method of implementation of DPDK gateway
based on IPSec in user space. Aiming at the problem of large overhead of traditional programs, we
propose to build Cisco VPP as a platform and DPDK as a receiving packets tool to build data
processing platform. The test results show that the performance of the IPSec solution of user space
based on DPDK is improved effectively compared with the traditional solution.
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M. WHE SR, BaBfGs EEEFEE, FEX. DAXEZNIBANL]. HHITENESE
ER K/ [E5 AR, BRRIESREESMR . s LRI S, ENESMEIMR T EE
BA femto il BXEHZR. AP 55, Femto R0 id ik [ WX B8 mr H NAZ O I, S SR AL A2 s el
%, et i shBEE N ESR. Beahsg oS FetitmEymaa REms, clhE
WIS E T B S RVEI R AR TS 7). Femto R 4842 1 Femto AP, %242, Femto MISS2E 40 /%K, H Bl Femto
JOLFH R — M2 A X SRR A AL N TCAETE ) o AR SCAT BT (Rl A 22 A X A ST I T A AE A 2, I
Bt I e R ST 22 4 N G AT BGEE, A 3E T DPDK SEHLIIFH F 25 1PSec [ 26 30 Bl 3t Kot i 15 A B
RS AR R — R A, R 4 1 e

2. BiaHkt
2.1. Femto Z24a#iAR

Femto RS ZEMILLEL NI 1 Fin, H3EL&H. femto JEuk. femto M55, B0 M[2]. Femto HLukil it
Internet #4523 femto /¢, 1E Internet bAL % 1 EURE 22 VAR 25 Z i i AH B I 0 R T Bas oy, b
PErm femto RG24 2 IR LY, 1PSec MCHARRIZEMA3].

2.2. IPSec {EZEBEA

IPSec % 4= < (s 4T 85 /2 Linux 245, W15 2 FioR N IPSec %44 W S (IS5 MIHE I . JL w0305 n
fiR K. AH (Authentication Header, IiiF3k)/ESP (Encapsulated Security Payload, % % 4> 8 fif )52
P, SADB (Security Association Database, %4 k£ 4 2 )/SPDB (Safety Policy Database, %4x 3
s B ) S R R R AR N2 S P, IKE (Internet Key Exchange,  PRI%R I 55 4H 228 46 30 B bl 76 )
252 H4].

AT IPSec %24 W K HE AR S AE F 1PSec FEE X #a dh A7 Infide s Ab 2, 37 X2 SN AR A M )y 5
o B (AR P AR AR e, DRI TR B2 TR VR AR T e A R MRk . $2 T IPSec 24 etk
REMITTIEA = Fl: 55—, 01k IPSec Infl#s vk SR, FIFAINEGEAERGHE N Z R B=, Wi
P IPSec $dE 1AL ERRAR M I AFHE L. R FWIFFR LR, P AR L LR
FAFRER . FRATAT DA B SO A P A5 o> BIRFFRY, TEF A SRIl IPSec ThRg. JET ok =FhJ5ikm)
X F AN &, AR FHTE FH P ASSEEL IPSec ThRER AL 22 4 W S A M B
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Figure 1. Femto system
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Figure 2. The structure diagram of IP Security gateway
[ 2. IPSec M K R LEHHEE]

3. lBRAR

KR AR ), ASCEE T 3L T DPDK (Data Plane Development Kit, Z# V[ 71 &k &
) SEB P 2% IPSec SR IhAER 7% BIF]HZETF VPP (Vector Packet Processing, [ & SC A4b P ) HE 44 512
P DPDK 55, stk A B BLRT IPSec BEBORIETF 22 &ML TERE, W& 3 Fiw.

/44— T DPDK, DPDK 2 Intel #k H (3 A7 7 7 2% (8] B 1 S B 44k ) B0~ T 26 >R S 4
AL PEISOR AR, Seid T Linux A RZ BRSO E508 60 64T A B2 ) Ab 3 [5]. DPDK F2H AN TR
JEJZ IR B R R K -

DPDK 7EJiJZ ISR H LI T 2 A% A FEAN 43 A A7 0 B 77 i DPDK 5078 7 A& G db 385 sUANSCRF
RGBS, LT 2RI, A M E S N E AR, R ASVISIRZ. A
A SRR AT AR RRT I DA AT S5 0 K55 . IR AR SR AT B KIS . RIS
T BEG S R AT S5 AE 2 AN B R 2 M HAE#%, DPDK GBI CPU SERI MK 45 [f /& 4 & B — Nk
Wo RIZBMESHAT HERZ SRS, ANREHHALR RS, BB SRR P AT R, 4k
PSS AL R S

N T A e A 3R T 2 A B DT T R %) 7 A8 AN B e L, DA e PR 1) 3 P A B KM £, DPDK
KA AN R IRIEAE G, AN BEAZ AT DU BC— AN ROE AR BA S, R W 8 P B 4 - 357
FEW R IR A B, ARSI 5 3035018 . Ab AT R B B — B A B R IE A A, R IE B EdE
fREH £, i BiRTTE, AR T EIREOR TR, SR L PROE KR -

B R ORA- AR P A IHESE VPP, VPP & Cisco T & I—%& 3T DPDK SZIL¥IE 1778 F 7 2% (| 1)
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T SERE ) IPsec PR S 7 : ESP, Transport Al Tunnel #55X, LA & IKEV2, ¥ VPP IPSec #1 DPDK Cryptodev
HHAT TRl G, 1E VPP IPSec 1R JE H T DPDK Cryptodev K47 51 ilTA 1) Crypto TAFE, iLPiEHEZIEE T
SRELEIA S [ M. VPP DPDK IPsec TAERANE 4 Frox, "JLLEH], fE interface-output %5 sidh, 25 KM
R 28 it & ESP P UG , K HL4H A% Packet Vector 143345 ipsec-if-output 7 51, Fils H 5245 DPDK Cryptodev
JnFE ) dpdk-esp-encrypt F1 dpdk-esp-decrypt fi Crypto T-E. #AJ5 FifL 164y dpdk-crypto-input %8177 &,

dequeue 4LFH 52 ) TAERL. 4 T 3K dpdk-esp-encrypt-post/dpdk-esp-decrypt-post 471 57 k¥ 45 i ) F 4 26 [6] .

4. JX B 5 R

N T HE A IPSec MR 55407 SRIOTERE, FEEWIE 5 Fron BIAIA 5T .

a N

VPP
(Overlays) @CL/PoiIcD

( Layer3(IPSec. IPv6%) >
< Layer2 >
DPDK

N ] y

User Space

Figure 3. The structure diagram of VPPDPDK IPSec in User
Space
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Figure 4. VPP DPDK IPsec workflow
[& 4. VPP DPDK IPsec T1E5%
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41. VPP ZE LR

1) F#JED: git clone https://gerrit.fd.io/r/vpp;

2) ZEEAKHS: make install-dep;

3) 4. 47 ./build-root/vagrant/build.sh;

4) ik Makefiles SCf4F: gitpull; cd build-root/; make distclean; ./bootstrap.sh;
5) #4744 1%: make V =0 PLATFORM = vpp TAG = vpp install-deb;

6) fl%E: Is*.deb; dpkg-i *.deb;

7) Jash VPP: startvpp [7].

4.2. DPDK BRI L

1) F#JEES: git clone git://dpdk.org/dpdk

2) WHEAEAT: ¥ dpdk H3t: cd~/dpdk

G — DI AR B O 44 O dpdkre, NEN:
export RTE_SDK = “pwd” ;

export RTE_TARGET = x86_64-native-linuxapp-gcc;
SRJG 04T sourcedpkdre 4>

3) %1% dpdk

makeconfig T = x86_64-native-linuxapp-gcc;

Figure 5. Test architecture

5. MiXZEH

make install T = x86_64-native-linuxapp-gcc;
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Figure 6. Test result diagram
Bl 6. MXLERE

4) FL# hugepages

mkdir-p/mnt/huge;

mount-t hugetlbfsnodev/mnt/huge;

echo 1024 > /sys/devices/system/node/node0/hugepages/hugepages-2048kB/nr_hugepages;

5) I ERB R

cd tools;

Jdpdk-devbind.py —status (7 & % 2% i IR AS) s

modprobeuio;

cd x86_64-native-linuxapp-gcc/kmod;

insmodigb_uio.ko;

6) ZhE <

Jdpdk-devbind.py —bind = igh_uioethx;

Jdpdk-devbind.py —status;

7) fEghan 4

Jdpdk-devbind.py —u 02:06.0 02:07.0;

./dpdk-devbind.py —status [8].

23t BRI, S5RGBT A VPP Al DPDK MB35, HAE VPP L SZH IPSec Al IKEV2
Thfe, EFREAN — RINKEE A RESLI, X B A TE#AT N4 T, AR RIF 25, T DPDK
S 1PSec 9 5 H AT AR ) Sk B GL7E H P A5 I 22 A 4

4.3. MIRER I

MR 1 LA 20 Ghit/s A% B B iR 2 Bk Eds, Azt MARIE S N PL R R —.
W¢ AL B ¥25 VPP DPDK IPSec; . P25 A, B ¥Rk IPSec (strongswan5.3.3). {8 H H 7 LR KR
I 23 238 B () fe K A R, 100% 75 20 Ghit/s. WIHRZE B4 6 Fron. MRS R KT 40, 78]
JIASSEIL) VPP DPDK IPSec MG AE 4t 77 RVERESR T TIRZ , ULIAA 7 SR AT AT HA .

5 B4
HAEAE G0 IPSec W6 A2, A ST 7 —FhJET DPDK HI R /7 4 IPSec W58 (IfiRHR 77 %, 3F7E Linux
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