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Abstract

Rule matching detection today dose not adapt to the rapid update of network and system and it is
easy to get unknown attack. Considering the weakness of modern rule matching detection tech-
nique, the article supposes to apply adaptive intrusion detection through adaptive strategies. Ac-
cording to the technique above, the article proposes to select and adjust detection strategies ac-
cording to the description of the system environment and the safety threshold. For cases of being
less than or equal to safety threshold value, the intrusion detection method based on spectral
clustering is adopted, with the aim of maximizing internal weights of subgraphs. This approach is
based on division method in graph theory. Besides, weights between subgraphs should be mini-
mized in cluster process. Normal/abnormal behavior libraries were divided according to the fact
that the number of normal behavior was far greater than that of abnormal behavior. For cases of
being more than safety threshold value, using the isolated forest detection method, this method
can find data that does not conform well with other data laws in a large number of data, and thus
find abnormal data to achieve the detection effect. Experiments show that this method can reduce
the false alarm rate and improve efficiency.
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Figure 1. Strategy flow chart
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Algorithm 1 iTree(X, e, h)
Input: X-input data; e-current height; h-height limit.
Output:an iTree.
1:ife > hOR|X|<1 then
2:  return exNode { Size <|X|}
3: else
4: Randomly select an attribute g;
5: Randomly select a split point p between min
and max values of attribute q in X;

6: X, <« filter(X,q< p), X <« filter(X,q = p);
7: return inNode {Lefi < iTree(X,,e+1,h),

- Right < iTree(X,,e+1,h),
8: end if SplitAttr < q, SplitValue < p};

Figure 2. Isolation forest algorithm
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Figure 3. System state description
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Figure 4. tcpdump packet capture
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0.00434027TTTTITITTE) )

(u'dgdikws.cn’, (71, 2, 7, 50, 0.70422535211267€, 45.0, T9.850154029577471, 1.0, 6.0, 0.0, 2.4132632507067329, 0.5915492057746479, 0.0, 0.0, 0.0,
0.0015649452289170573) )

{u'vednved. com®, (701, 51, 17, 40, 0.05706134094151213, 55.266761768301567, 56.3T0898T16119832, 3.17499088535980898, 17,3909009590098358, 0.125,
3.4B10606143066232, 0.37146083285282433, 0.0, 0.385145786019587147, 0.0442225382296718, 0.00012505820242309328) )

{u'0337jyg.com', (68, 4, 7, 19, 0.27941176470588236, 46.25, 67.529411764705884, 1.0, 5.3684210526315788, 0.0, 2.2469056830015672, 0.6323523411764706,
6.0, 0.0, 0.0, 0.001583825119236884))

{u'jcloud-cdn.com', (&1, 3, 3, 11, 0.1B032TE6885245502, €7.27T8GRES24530166, 66.3114754058360€63, 4.5454545454545459, 24.363636363626363,
C.1B1E1B1B1E1E18282, 3.52446ERT0BE5D16), 0.4262205081967213, 0.0, 0.02186721311475409, 0.032786E8524590064, 0.0012183235867446333))
(u'cmacloud.com', (545, B, 20, 29, 0.05321100917431193, 46.315596330275227, 30.72293577THE16513, 1.0655172413793103, 17.733103448275E€1, 0.0,
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Figure 5. DNS query information
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bad demains: ('mobily.com.sa’, [16.0, 1.0, 4.0, 12.0, 0.75, 47.3125, 108.8125, 1.0, 5.333333333333333, 0.0, l.0lcEEceEseE666E7, 0.6875, 0.0, 0.375,
©0.375, 0.006605013E150594455])

bad domains: ('wcli72f.com', [40.0, 2.0, 10.0, 27.0, 0.675, €7.125, 462.85, 3.3333333333333335, 28.555555555555557, 3.3703703703703702,
3.111111121111111, 0.025, 0.0, 0.0, 0.0, 0.00186219739252365])

bad domains: ('vkcache.com', [598.0, 1.0, 2.0, 528.0, 0.B82943143812709, 47.0, 161.65886287625418, 1.0, 6.0, O.0056B181B181818182, 2.453B75312427234,
0.22909698996655517, 0.0, 0.113712374561983979, 0.0033444816053511705, 0.00017789795773144525])

bad domaina: ('maconcretebleck.infe’, [18.0, 2.0, 4.0, 1.0, 1.0, £7.0, 43.5, 1.0, 37.0, 5.0, 3.823328582778343, 1.0, 0.0, 0.0, 0.0,
0.00519284802043422751)

bad domains: {'topedn.oxg', ([52.0, 2.0, 4.0, 13.0, 0.25, 80.92307692307692, 56.38461338461539, 1.0, 40.9%2307692307692, 0.0, 4.1T69B8TE816%356, 0.5,
0.0, 0.28B46153846153844, 0.21153846153846154, 0.001188212527756654))

bad demains: ('"bilibiligame.net', [£472.0, 1€5.0, 17.0, 32.0, 0.004944375772558714, 46.5420954264524106, BE.28522067727948, 1.0, 12.65625, 2.B8427%,
3. 4818361348E887463, O.9E10630407911002, 0.0, 0.23T63908056E6032, 0.00046353522E6773795, 1.659E83277007961e-05]1)

Figure 6. Abnormal DNS query information
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Figure 7. Analysis of abnormal DNS query information
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Clustering Results using K-means
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9. BEFHRE

Table 1. Attack Types and Number in Data Sets
F 1. BEEPRERBNYE

04 05 0.6 07 038 0.9

i Yk AR ANE H
DOS 284. neptune (141), smurf (143).
68. buffer_overflow (22), loadmodule (2), perl (2), ps
Uk (16), rootkit (13), xterm (13).
131.fip_write (3), guess_passwd (31), imap (1), multihop
R2U (18), named (17), sendmail (17), phf (2), waremaster (29),
xlock (9), snoop (4).
PROBING 123. ipsweep (30), nmap (19), portsweep (32).satan (42).

Table 2. The amount of data in the test data set
2. MRBEEP LIRS

il S IR AR AR SRR
1 1795 204
2 1810 189
3 1845 154
4 1799 200

Table 3. Comparison of algorithm performance

3. BARIE

RPN RS RS &S 2 AR

2IRE 3KE 3K

AR 4T

k-means 62.70% 0.72% 49.31% 1.10% 51.25% 1.57% 53.13% 0.95%
TR 79.20% 0.67% 73.22% 0.98% 73.34% 0.93% 71.27% 1.19%
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AR AL GE AR A I3 I 1 72 S [ L, 38 I X AR e A B H R SR FEAG T SRS, A AL AR R S
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