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Abstract

With the widespread application of UAVs and the further expansion of the global UAV market, the
potential of the civil UAV market is enormous. It will be extended to a wider range of areas, but it
also brings serious security risks, such as airway safety, social order, large-scale assembly, sports
events and other interference factors. Especially in recent years, the potential safety hazards
caused by UAVs in prisons have attracted wide attention. Based on the radio signals used by civil
UAVs, this paper analyzes the data, picture and satellite navigation signals of civil UAVs, and uses
radio technology to extract the spectrum features of UAVs signals to discover UAVs, and uses radio
direction finding or TDOA positioning technology to locate UAVs. This paper discusses the use of
radio blocking technology and navigation signal guidance technology to control UAVs.
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Figure 1. Radio signals used by civilian UAVs
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Figure 2. Data transmission of civilian UAV in 2.4 G band
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Figure 3. DSSS/FHSS mixed double spread spectrum block diagram
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Figure 4. FHSS and DSSS brief introduction
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Figure 5. Signal transmission for civilian UAV in 5.8 G band
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Figure 6. Radio based UAV discovery and location steps
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Figure 7. UAV discovery process based on radio technology
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Figure 8. 3D direction finding antenna
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Figure 10. System composition
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