Computer Science and Application HERI% 5N, 2019, 9(2), 275-281 Hans X
Published Online February 2019 in Hans. http://www.hanspub.org/journal/csa
https://doi.org/10.12677/csa.2019.92032

Research of CP-ABE Supported Hidden
Access Policy

Xinglan Zhang, Mingming Wang

Beijing University of Technology, Beijing
Email: 1547049327@qqg.com

Received: Jan. 16”’, 2019; accepted: Jan. 28”’, 2019; published: Feb. 12th, 2019

Abstract

Attribute-based encryption that supports policy hiding not only protects plaintext, but also protects
user’s sensitive information. The existing schemes have limitations on the access structure and weak
strategy expression. This paper proposes an attribute-based encryption scheme for hidden access
policies. It implements policy hiding by transforming the access structure into a property list and
then encrypting the property list. The scheme has no restrictions on the access structure. In addition,
outsourcing partial decryption calculations reduce the computational burden on users. Analysis
shows that the new scheme enhances the flexibility of policy expression and decryption efficiency
while implementing policy hiding, and proves to be secure under the DBDH assumption.
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