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Abstract

With the development of information industry, data privacy’s protection becomes a necessary
issue to face with. Since the valuable signals need to be protected from a malicious device, they
must be processed in an encrypted domain. In this paper, we proposed an encrypted adaptive
lifting wavelet method by using the homomorphic properties of Paillier’s cryptosystem to act
wavelet decomposition on pending signal in encrypted domain. In addition, the implementa-
tion of encrypted LBP scheme is also proposed to encode detail signal which is prerequisite for
classification work. The mentioned works are useful for classification servers to process data
without private-key so that the sensitive message will not divulge. We conduct some experi-
ments include reconstruction, simplified watermarking, and palmprint classification experi-
ments in encrypted domain to demonstrate the usefulness and feasibility of our encrypted
processing work.
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BEE S SO SRR, FEH R4S B A 1 RROK R AN T T AR P F R A B
AT AU — A, ELAR SN 2 A T MR, BT TR R EE, Wk —
e NP FAS N S GRB065 BT . SR, T AR SR O R, AT 5 S SR T £
Fk, GLr. WAL ST, IF B SRR AR R ARG IO A, AT T — R b R S S
TERNEIRAS T X B ECHEAT 3% R TN S B DR R SR S 2 . 5 4 5 A . PRSP R A 6 0 K0
TKENEEAS B, AN TT LK EER NP S EAT BB, 1 AR AP 18 22 4 DR BB 2 0 1 S S
BT HR AR AT WK A 452 RO S 5, FRATT R L PR 0 55 S A0 T 7 2R [ R T DA
TN K ED I NFISRE, B HR 55 385 70 0 25 P b BB A ST WKER, 3 ELTT LA M i B B B 2
JE /K ER . 785 RIMSEHET R, bt T e BB AR e, AR IR BO T A L 70 % I AT
TRRFCRERGE, I EAR T S8R b A AR T A i R 2 A A 2 1 7 7

2. Pallier [E]7ZS N1,
2.1. RESmMELS RS

AN 24535 RSA [1], ElGamal [2], Paillier [3]#1 Damgard-Jurik [4]Z5 0% 59 R G, A
SCHTHE I IE SR N T SR A HE T Paillier [F]ZS I3 B BIE T %

FIZSIN%E RS H Rivest 25 NP2 H,  FIFHIXFE R RS0 nT LAAEAKHE SR I RTHE R A% 5 1S 2
[5], SRARHb, FH W] SONIES SO B FAREOTH 3R OR R 2 [FAS I s SN OB . A I RIS I R e #A H
Xof L R U B 7 VAR ik U] AR St v A 889 D) )R AT DR [) 38 s 8 23 DA I [R) 245 T s At [m) 3 3R
4t, Pascal Paillier $2 [ Pailler [FIZS KRG EA LR ME3], TR 12 N TE 245 BACFE A,
TR B & S TN R A TH R OTE S AR A PR, FRATIE 2N & SO AT 70 5 5250 . Paillier
I 2 G I8 FIENAE R /N 41
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2.2. MERSHESTHERM
TR RS 1 AT DA 8 3 S B SCIak R s B 6 31 2% SO A8 N aRiEIE B, & my Al my, R SL,
E[ IR 2, DI IRSHELRE, {pk, sk} R —XTFEH, 2B R AHMA, i &k nnikFE
BT LAR RN
D, (Epk (m1)~Epk(m2))=m1+m2 )]
SCHR[6 B VEAN A4 7 5T 58 = RBAPH THER B — M aBk ML, ER_RE SRR RSN —M, B
T EAIERSY, ZO7 RN B RENL E AR E R, DR RO AN 53R B S T DAAS BN ] B
X, W EER BN SR, X B AR SRR
2.2.1. FEAHLE
ZH p 1 q AR RITEGETFF NI, 13 2] N = pg, IXFERTE 21 N AR K LAE TR MEYE 75
#%%%ﬁg%mmqwm¥%,ﬁﬁ%&N%%g%M@eﬁJ,ﬁﬁ%?ﬁ@@ﬂ,gﬂumﬁ%
N+1. NHAH g MNIEFHM, WEKt: A=lem(p-1,9-1), R lem RKRRPNAHH.
2.2.2. INFBLIE
e B S m VSR m < N, Z JaBENLER — A5 r < N, B DAR RN S 5L 08
Epk(m):g’"-erodN2:c 2
Hrp C%@%‘%YCEZ;Z o
2.23. RELIE
LB ¢ <N°, WISC m AT DIARYE UL AR+ 5
L(c’1 mod Nz)
D, (c) = ﬁmodN =m 3)
L(g mod N )
Hrr L(x)=(x-1)/N .
Fpilth, ARAEARQME)BATTLAE R L F X RA:

D, (Epk (m)E,, (mz)mosz):ml—i-m2 mod N 4)
Dy (Eyi () Eyy (s ) mod N? ) =, = m, mod N 5)
Dy (E,y () mod N? ) = kmmod N 6)

3. FIZSIEFHERNEE

EANTIXS Paillier FIZSINE W AEBEAT 7 EEATEA, AR BUFEA E B 1R A 1R A 0 2 R 1Y
HIERFRTH N AN LBP 55, LW ST R o [FIRE ST 17 IR Z8on e 4k it i e g ) it
3.1. FIRBEENREAINESR

X B & MR TN L IS I R AT M7, S5 Paillier N RGTHIINERIZSE, FATIREH
T AE RIS N A SE I T ZE I BAR T i

58, HP RN N x M EBISCER R E f(x, y) B2 QBTN 15, 2 G5 3IH F /N
EREG f,(,y) (M “e” ZoniES I ZH, P Oh MILFERER]), R HALIE S IR asim e, IR
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55 i AE NS AR 0 06 B SCHEAT RE LK) NS B, RRAE SR BUCSEAL FR I A . 5 AR SRR T/ N i S A
FRSRAR, A T7 SR AHE S TAEAEBIG R A B EA, RATEMN £ (x,y) 7 BRE] 4 D5 CEGTF I
x, (n,m) = f.(2n,2m), y, (n,m)=f.(2n=1,2m) , y, (n,m)= f.(2n,2m-1) , y,,(n,m)= f,(2n—-1,2m—-1).
AEIZTT RAE W SCEAR B —AE R SEFEEE D (n,m) , )\ATTFAHBB R ENmEERRE, HELL N
P SUREE

U =é[yh(n—l,m)+yh(n,m)+yv(n,m)+yv(n,m—l)+yd (n=1m)+y,(n,m)+y,(n,m=1)+y, (n—l,m—l)] 7

O'(n,m)=|yh (n—l,m)—y|+|yh (n,m)—,u|+|yv(n,m—l)—,u|
+|yv(n,m)—y|+|yd (n—l,m)—,u|+|yd (n,m—l)—,u| (8)
+|yd (n,m)—y|+|yd (n—l,m—l)—,u|
FEN (7)) B LAl b v] LS 2 —{H R HEBE D (n,m) HI5E:
_]o o(n,m)>T
D(n,m)—{l O'(n,m)ST ©
Horb T Y BE FATTAT AR B A2 15 RN 75 23047 R 4 .
ERME S x'(n,m) BE M-

x(mm)  D(mm)=0
wmm_ED@MHU]D@m)I (19
Horh U NEHE T, o U
U :%[yh (n=Lm)+y, (n.m)+y, (n,m=1)+y, (n,m)] (11)
B 24T DL DL T A 5073 51

phoum):%{xxn_hm)+xxmng] (12)
pxmm)=%pxmm-n+x(mmﬂ (13)
Py (nm) =2 [ (n=Lm=1) 2’ (m,m)] (14)

W R IAR, WHE B, v My, TR E R
Vi (mom) =y, (n,m)=p, (n,m) (15)
v (n,m) =y, (n,m) = p, (n,m) (16)
Vi (mom) =y, (n,m)=p, (n.m) (17)

RIMEET &' (n,m) MAATVHE S Ey;, , y) Ay RS RREEE T DRSS EE S, SRR
FATAFELCHAT R HHF A LB 2 H MR, (BRMNAR(T)~17) A LA, THER R R
&V RREIEE, RULERATER R R R B, AOEE T AXHEIZ AP B 8 ELBOR
T, F 3 5 3 18 SR W] SCICHEAT #R R +0 Ji AR 1, (H el T RIS N 80 fir ey 2 518 5 i 2 40 8
F b 20 LB RO AR IE MR — 45 i, AEFRIRS N R G 58 i bRz 58 — I 2 HR APk
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FT I SR £, (x,p) 3B R TER v, (nom) sy, (nm) My, (n,m), 83X o (n,m)
TEY K 8 5z, FATAT AR B RIZS &3k T 1 ZAE SR A6 M D, (b 58S 1 D AHF). A
MR : 2y, (n,m) =y,° (n,m) v Vs (n,m) =y,° (n,m) s Voas (n,m) =y.° (n,m) Hfro=8 FH
WA (4)~3(®), AT IRt A

He = Y (=L)X ¥y (1) Xy (M) X Yoo (1 = 1) X g (1= 1m) Xy g5 (1,10) X Y, g5 (= 1) % 3 (n=1m —1) - (18)

O'B(n,m)z

X
e

X

e

yehs(n_hm)_lue yehS(n’m)_lue yevg(n’m_l)_'ue

e

X X

e

yevS(n’m)_lue8X|yed8(n_1’m)_lue yed8(n’m_1)_lue (19)

e

X X

yedS(n’m)_luee yed8(n_1’m_1)_lue
b, BB R AOARHEE S |x, — x|, T AT

_ {xl ~x2’1 X 2 X, 20)

e

|4_%e— -
XX~ X <X,

A x, ™ R x, BB
RIS B R —E R HHERE D, (n,m) B5E A

_JO ae(n,m)>Te
De(n,m)—{1 O'G(n,m)STe (21)

KA T = E(T,r) mod N? . WFHE A SHIRMY KMFEH, A10BUEZ W RN RIFA SR AE
B, BT IXFEIZSAN G T 78 7 OURN 7RIS N MBT A SECV S, BRI D, (n,m) 5
D(n,m) FHESERR ERMFK . ASCH 3.3 N0 RIS LB E#T T 4.

N T AERE S SRR b [RTRE g S N A 1208 O P R B SRR W SO R R K 16 1
FERRAE 22 2(4)~(6) ¥ [F) 3505 MDA A L A 128 B3 I R e e R 5 I o 2 N SCIRIR f, (o, ) SRAGHR SRR R
D, (n,m) 2 J5, W LM R RN RN HELAUE S X (n,m) )9

x' (n,m):{ E(x(”’m))16 mod N’ D, (n.m)=0
e E(x(n,m))ng(U4)2 mod N2 De(n,m):l

U, =y, (n=Lm)xy, (n,m)xy,, (n,m=1)x y,, (n,m), JEIHHAR(12)~(17) 0] LLFE N 45 3[R 25 0
ERHET, KIK:

(22)

oy (nsm) = X! (n=1,m)xx" (n,m) (23)
P (nsm) = X! (n,m—=1)xx. (n,m) (24)
Do (m,m) = X! (n=1,m=1)xx. (n,m) (25)
¥y (mm) =, (mm) = py, (mm)| 6)
Vi (mom) =|yo2 (mm) = p,, (m.m), 27)
L (mom) =y, (nm) = p,g ()] (8)

Hrr, X(26)~28)H 1 Q=16. AT ENZIRE AT EGEW, RIERQ26)~28)h 4z E,
B R B S HUL R BN KRR C, (mm) - €, (mm) B Cy (mom) o B 1), L 1(0)SP 54 H1 T
TR R 1 & BTN e BP A 2 F A IR
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Figure 1. (a) Lifting scheme in encrypted domain; (b) Reversed scheme in encrypted domain
B 1 MERANELGR; OMENEEEERTR

3.2. FI&SE LBP 5 R

LBP (local binary patterns) i BV R T J46 3 ™32 2 I F P R A0 T4 2454 (8] [9] [10],
LBP S5 (5 A JAEAE + 1140 AR/ B, 5 5K 45 AN o P 5502 0 R PR 9 — A B
o A 22 0 5 L TR, L LB 4 S PR (5 0 A SR O [ 2 o
1§ AR ZN R B, by RTOEE, . (p=0Lp—1) HAEEE, & EAIE
BR=1, p=8, FAMIIREME 8RR, Bk, B4R 2 A R AT 2R i e

LBP, , = Iis(xp -x,)-2" (29)
ﬁ¢,nm@@muy{;iignu,x%%%¢@ﬁ%%MM@ﬁl,m%MMO@,%mmﬁmu
SRR B S B ERE —FBR, FEARIR A S A7 ARGR RUZ S8 B BT, (R B L7 1o 4 O
B A P TSR3 T

X | x| x,
Xy | Xe | X5
Xg | x| X,

Figure 2. The neighbor sets for p = 8, R = lin clockwise
B 2. p=8, R=11BMPERINE$HREREE
LA R AT LBP 3855 (A% O 1r) AR SR [F) 25 I 380 1 B PN 08 ELBOR /NI TR, 3.3 5 R4
AT B B R RS INE R B EEBOR /NN, AEFRATRZ 7 R s 8 s (x) A S, Q29K
[F AT AHTAR [ B 3k v S5 88 SRR i — A 8 2K 9 LBP fH .
3.3. FI7ASHUEEEBIREE
XTI AN B SCBUE RN ¢ = E(myn)s ¢, =E(my,n), AP RERE e, o, BIRESH,
I BB ST 0 B N2 —1 X508 kAN, XA AN EOR T P AR SO T IR B T e Z, .
SR IR T TN R T,

T.)=E(T,r,)=g"r," mod N’ (30)

el
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Horb o 5T m B ry, i=1,2,3 ko ARHESTHR(S], RIS OIS J5E DU 24 31 Jom 25 s 76 42 A Hcdis B b
MALE, BIRE T o BUE b B, 48 A @) A XS H, E(mu,ru)~E(Inc,rS):E(mu+Inc,ru~rs)ﬁf

LB T E A K Ine HL IR T, RAF ) R, m, 5T," Z ISR AT LLEIL LS E (m,,r, ) BT
E(L1) B2 E(m, +Inc,r,)=T,", (i=12-k)iXFEM75 ORBAT B . BARM B R:

(Su,d,,)=argmin(E(];,n)_E(mu’n)glnc) an
i,Inc

Horp s, Ko 5 ¢, BUH EHAZTNTIIRE, &, 78 1 5 RBATKI TR WK EE RS, DA s i iy 4>
SCRATT A B BALER (s,,d, ) B (5,,d, )+ B 0 e Z I KN K R EA: R 5, > 50
Wey>cys W s <5y Wey <y WRGRINLERIE 51 =55, MEEAIEE RBGRT d, HI1H:

if d>d, hen ¢ <c,

if d<d, hen ¢ >c, (32)

if dy=d, hen ¢ =c,

LA A R A BB N EE BT 30T LU TN R e e {iis 5, LBP i85, DL Js Sk
FR IR K AT AR RIER T R

4. fHECE
4.1. EXISCIE

Kl 3(a) RN 512 x 512 REEEIR “peppers” AR NEATE M LI 10 B EBAE 5, IS KB ECk:
Hopnas 2 e 45 2.1 3R AN R T INp RE AT A0 B, OF HAZ A K(18)~(28) iz 5iZ L it 7 18
BRIV EM SR, XEAER AT R, B 3@~ Rl 7RER, mEEREE, BE
I R LA R i O A B, SR AR v MIML 5 R 121TH T b Bk i 4 7 [, gl fEis S
A MIM ZEAT R I BRIEIE S, T ER 735K O X 08 FE i R2 M. AL 3(a) A K] 3(d)BATTRT A
A, WK AR E ARG ERE, XRRERE RN EN GRS RS E e, B
W E A R BOA LR A

(b © (@

Figure 3. (a) Original gray-scale image; (b) Encrypted image; (c) Reconstruction image; (d) Decryption of reconstruction image
3. R&REEL; b) MEGHXEERE; (o MESEMEIR; ) BENEWEIR

4.2. JKENSELE

H A FATIE I B G S FRETHINBCHRN RN AT 1 R IR B SE8e, AR RSRR A 1 S0k
[I3]H TR KBRS 2 R KET AN :

vi=v, +aw, (33)
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Heb, v EOREEGBES, wo ST ERARKEME S, ERA 4(a) Pros (B va I o R AR i E 1R
KANH 128 x 128 B RAEAKENE ST, S8 a R, 2, .., k}HBREHLIEEUR — /NS, iE Y
AN A S K EIE SR, X BT o = 2. [EAERIR, FESI T —BeR AN AT K EHRN FRifE 5
Hh LA 0 S B s, B v FoR BT B E S . DRI, R SR EREAT PR R KK
EE 5 wy RS IR R S S b, BRI A B 5o 1 IR BRSO 4 T R S 5

ARAE RIS I v BT, K EHRA 24 20(33) el 5 O AR & 1 3K

E(V)=E(v,)E(w)" (34)

Figure 4. (a) School badge as watermarking signal; (b) The extracted watermark in plaintext domain; (c) The extracted water-
mark in encrypted domain

4. (2) FHIKENES; (b)MBAZHIREREIKENER; (o) NESCHIZERAIKENE &

N BEGAEK RN G Y E A FE b AR AOE 5, A IR IS O = 27 AT ELARIIE K B R
ANFSERGE RE P HIRIATIE, B 5(a)E CRAKETRINE BE, B 5(0) W% R S KETEE, Scieid e
HRIFER A T MIM 7R S o8 78 .

(a) (b)

Figure 5. (a) Encrypted version of watermarked image; (b) Decryption of watermarked image

5.(a) EBNKEIHIMEES; (b) BEKENER

BT IR AR ENE B8 (B EMR, O8 T R RS U 7K EMR S Ot B, FRATRA 17 TTRR EE
B = a(35) s A T B PR BUKETE

1 D[EG)E®) |>T

w = ’ (35)
0 D[EG)E(w)"]<T
H, MZREIRIEIRAGEHTIRE 7. Kl 4(b), B 4(c)m 5 ER T MBS EUZ R EUH SR 1 7K B EHZ R
SR PRI K B R - JATT 23 73R ] PSNR A —A0AH R R EU(NC) [ 6] A B FREUK B OR 25 A
B B SR B SR UK ENE 5 5 JEUK BE 5 AR . SEae s RIS 1.
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Table 1. The watermarking embedded and extracted performances in terms of PSNR and NC
# 1. JKEDSCEE PSNR {71 NC {&

B30I Jinas 35k
PSNR 50.3091 50.3094
NC 0.9590 0.9577

S SEI AR T LLA Y, I I K BN R SR B0 45 SR 5 LA W SO AT 45 R L W] DAS
FEECAAE R, B T BA IR 7 R AT 5 R

4.3. E4LARISLIE

TEA/NAT, S0 F I TR 2 AU Poly-11 [14]HET T IN% RGN HE SR SLE, ZH0E
PRI R, B8 1 193 AR 386 NEAUE Fr, MO 7720 5K/ 384 x 284 [ HESUKE KL,
PRI B S UCR SRR, ~FIIRS RN B R AR 22 T 69 R, RRR G BT XS IR — AT B A R &5k,
TR R AL AR SADGIRAN ], R RT DL B B A (R P B SUR AR B T A5 B R B 45

4.3.1. L—

ARSI H A EAE T BB R Sk AN L B SO0 T R S0R B TAR AR PE . T e
sehorb S S AT TR AS B ARS SRR BOR R A THSIN ], PR e A2 s P ) 4 rh BE LA 1 500 Tk 8Tt
TSR o oA LABS —HB 2 RS — 800 5K B A v B AT LKA D I ZRAE AR N ZR4E A Tk A il il
A, 6 FIEEH T el ARG SEIR SR BURFIE AR R aK I R I i S 8 &
REBETHINE T 58, A3 SRIE AR EAN = 5K 4115 ER, FHE DI IR LBP 5okt fE K417 MR He o —
BE g i T A 2R AE, AERLFERE BRI KO AR S0 i Bm #4740 25, 42 2 005 s 7 9
SCESUE R 26T K SR R AT SIS R

Figure 6. Few samples of palmprint database

E 6. BOELHIEEE R

Table 2. CCPs of palmprints in plaintext and encrypted domain
= 2. AU S MEE THZESCRAEEE

FEA KA IEH#4) 95346 (CCPs%)
& E/iE S s s 4
H—H B 93.0 93.0
HH B 99.6 99.2

M 2 ATELVE W, ASCHT SR 005 SEAE NS B 4 Rt AT s, SR BT Ns EOF
SEMURFAL 2 AR B R LA, IR D& i R BB AR 3 i IR LI R R 50k B, B R
UIE 715 S22 4 10 (RN A AT DL S A B IRAAE 55

4.3.2. SR
ARSI H BAE T IR UE AN SN KR TAER AN F SR SO R A N M ESOR M TAE R &, AIX
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SIS MERR A A LA 250 FRIE -, PIEar 3k 500 sk, 28 —#B 4k A AT ORI R I GREEAR, 28
R BOHT TURAE R VNZRAE AR, SRR AR IEAT 0% 5 F AR B4 H B VE A T RS BT AR, 5 IR, Pan [15],
Kong [16], 2D-Gabor /NI[17], PAKAEGE I FE RS 0BT 18], Btk A 43 M 1918 7 5 AR I B 5 3RAT 7
PHHAT TR, 32 3 0B T 3R e 75V Ay B R B SC B A MR AN 2 SUEE T R 3R

Table 3. Pattern classification percentage on the original database and encrypted palmprint with various methods

3. SMHFETHAXEES MERIED EIERR

Tk IERA R (%)
HH SCHUAR 5 ik Ene s
Pan Jji% 96.00 30.40
Kong 7i% 92.80 28.80
2D-Gabor /N 97.20 37.20
FRgr o H 94.00 44.40
LR 3 53 B 92.80 42.80
ATk 99.20 99.20

I SRR S5 R AT LA, BRATIHR B T VA W SO AR T B A 0 Rk RE TR L T n s 4
P b, e AR B E A K S S AE B RIREL, S EUL G TR IR AR OIS B R A R
FERRBI AR, AT A7 58 b LS T s gt By B B Je B R, AT £ N (R A df
EARERORFF T S BSOS R IR AR AR, XA DS e, BATSEE IS b B S i,
A LA F T BERh PRy A SR SR R ) A

5. R4

ARSCHEH T — AR EEAR AR (9 Pallier N8 H 3G N HRTH NI 56, AEULIER B FIRER TN
Ik LBP fUSEBTrik. 2T Paillier [RIZSINE R G ML 545 05 A 1 GRS TH BB AR, JATRE
FHBEMET T HAMER U E AKX, IR TP IKRE T N U R T RO R R AT . A
BT EA MM RGH) SIFT, DCT S5 KGR HTTE, TATITHE K77 Sl i RAR R 2L
S I R AR 5K A, AR s ) o S REINRE B . AR S SR 20 S BIE 1 AR R EA
KR A SR O S GOR 7 75 T A8 B A RAFRI N AT, BIGRIE T BURERME B2 2k, Wogp 1AM
A5 B A5

B oW

A R T HE 5 TS SR FE e 7 1] DA RHIE I R rh 45, IR TR S 0 AR Ve S S G 77 T
By, RIS JE A S 06 3 [F] 2 H 5 S R 2 A il R DL K% A 08 8 PR XE I {1 R 4R Bh 2 T
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