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Abstract

In the Internet environment, access control of data has become a research hotspot of current in-
formation systems. Technologies such as encryption, authentication, intrusion detection, and
access control used in traditional security fields cannot meet the requirements for data access in
an open environment. Based on this paper, we propose to manage user access rights by using
blockchain technology. This effectively achieves controlled access to data by participants in the
public environment.
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Figure 1. Blockchain ledger structure
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Figure 2. Distributed consensus mechanism
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Figure 3. Value network interconnection under the blockchain platform

3. XREF B THNEMLEE

DOI: 10.12677/csa.2019.95102 907 LRSS R


https://doi.org/10.12677/csa.2019.95102

TESEBRR I FR R, TR X TAT 55 R AT #1055 e 5, TE VG X AN EEAF & 2 11
o AT, R XHBE R TS R S, P Y ET I P R B XAR 051, RAEE S
BRI UERIA B & L U7 I h 55T 2 J5 A REREAT 5 SR R A

TEZF 6 b, FATAT DL K AR BT 55 P B R IE W (1) 2, A8 25 1 R AT 35 0] LAE SO B i #
i my DURRHE B O 75 3R 2508 SCEAR U7 Il B0 o AT 5545 5035 ] DA U/ R B 00 U 1) 38 SR B A7, 7 2200 2
—E A AT A AT LV 0] DA SRR 2 i 2805

g DL B AR DXCHURE ) 25 b dnfe) SEEILAE TR IO 52 T I VIS A, 42 2T DX 1R 2504 U 1) 28 i HE R
wikE 4 Fros.

’

e &

(owner)

R 527 (submit) E S i $ (def)

i

] X ek (BC) (BFTh. #=8D o

N SHNE. £4. A4 i IR 8 (ACO)
%

IS (v)

Vi il (vis)

kS

(visitor)

Figure 4. Blockchain access control framework
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Figure 5. Smart contract conceptual model
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