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Abstract

Botnet is an infected host cluster remotely controlled by botmaster. The traditional botnet detec-
tion method is relatively simple, mainly from the processing and preprocessing of a large number
of incoming information such as network packets and structures. It may have a low detection rate
and is difficult to adapt to the rapid development of the current Internet. Aiming at the problem of
botnet detection, a botnet detection model Res-1DCNN-LSTM based on Spatial-temporal residual
features is proposed. Multi-layer 1DCNN and LSTM are used to extract the spatial and temporal
characteristics of botnet in parallel, and then the shortcut connections are introduced between
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layers. The experimental results show that the accuracy of binary and multi-classification can reach
98.89% and 87.53% on public datasets, and it has good performance in precision, recall and F1 value.
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BEE 5G HIAR. BREXE M HABF N AW IZ N, B3I R O & oA S I SO . HR4E
T B 4545 B U0 (CNNIC) Geit, % 2021 45 6 H, FREIM RUELA 10.11 12, #2020 4 12 H 44
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RS2 AR oA e > K Rl RIS A e R BEALS LI R s (B o, T ) X Ee iRk mT fE
SXFE APL W HTA IS A) 3 04, AT BELAS G2 1 S 5 1) S bR N2 FH [4] o T oF 3 9 Ao 00 77 925 1) Ry PR
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MIE R SRS R, XTSI VEE FHA G R R I 255 BB 7 AR/ — SN X . HRAIE
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2RSS, BEAR I AR AR R AT NI R I RE I IR AR R 2 AV A R AP IR o TR X 28 I
HA—@ Mz mgiib, ANE PG B — A58 B 1 W 2847 R B I R AR . (R, ARS8
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2 BT B W 28 B AR R B AN T 5, TN AR AL e AN PR P o B8 19X 2% FROASE D00 A 7
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Figure 1. Overall architecture diagram of Res-1DCNN-LSTM
1. Res-1DCNN-LSTM
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KAFESERE, I B ARG A KRR R B SR G B RFiE . X5 block2, CNN Al RNN RWrR AN 22 SJHREE, HEE
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Figure 2. Dataset distribution of the proportion of each category
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Figure 3. Accuracy and loss
3. EMERIRL
Table 1. Experimental results of different models
1 TEHEESLIREER
N YIS £ 5%
R
Accuracy (%) F1 (%) Accuracy (%) F1 (%)
Dense 96.32 95.76 82.45 79.89
GRU 98.57 98.34 85.56 84.94
1DCNN 98.62 98.24 85.73 84.38
CNN-LSTM 98.91 98.71 86.98 87.23
AITT Ik 98.89 99.32 87.53 88.56
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