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Abstract

With the rapid development of the new generation of network information technology, the num-
ber of information assets and the scale of enterprise data are explosive growth. It is difficult for
enterprise internal personnel to comprehensively understand the information of assets and the
current security status of the business system. At present, enterprises purchase a large number of
security products such as WAF and firewall. However, traditional network security devices can
only provide network-level protection and cannot detect and identify professional, flexible, and
diversified application-layer attacks. In order to find the potential security risks in the network as
soon as possible and reduce the possible impact and loss, vulnerability detection technology aris-
es at the historical moment. It simulates the attacker’s attack means, detects the possible vulnera-
bility of the target system without affecting the normal operation of the target system, and assists
security managers in rectification and removal of security risks, greatly enhancing the security of
the network environment. However, conventional vulnerability detection engines only detect spe-
cific targets, do not actively discover unknown asset information, and do not automatically expand
the coverage of detection. In addition, single-node deployment is often adopted, and scanning effi-
ciency is low, which cannot meet the requirements of timely detection of security risks. This paper
studies the principle and detection method of vulnerability generation, designs and implements a
vulnerability detection engine that integrates asset information detection technology, web craw-
ler technology, vulnerability detection technology and distributed technology. Asset information
detection can provide more comprehensive information support for vulnerability detection and
improve the accuracy of vulnerability detection. The width first traversal strategy and Bloom filter
algorithm were used to improve the accuracy of target interaction points. Improve the rate and
stability of vulnerability detection through distributed engine architecture. In order to verify the
accuracy and speed of vulnerability detection, a testing environment was built. At the same time,
on the premise of ensuring the consistency of basic configuration resources and environment,
several vulnerability scanners are selected for comparative testing. The test results show that the
engine has advantages in scanning speed and accuracy.
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Celery & —MEH. RiG. WM ARG, £oMARBRLI IR, — BB #7551
W MRS AT RIMEHE AR S AT IR P, B A REER, JFEBHIITES(8].

Celery FZ A& LT JUANHA

1) Beat ({E A #%): AT55 AL A8 22 B UIC B SCAF N 2R, FF AT S5 BA B R RIDKE B AT 55

2) Producer ({E 55 427 %) : A58 EE G TTAEMBAMIIES, I RIEBUESNFIH.

3) Broker (74 2 IEfF): VH B R AEEAT 55 R = P AR TS, I N RGIES AT E

4) Worker (fE&HATH): PATIES MRS, BHEIEZ MRS SE LB 2/ME %, RS HITH
L&

5) Backend ({T-25 45 RA76ik): FORA(E BALE BT, BHTS4 A5 A

55257 3 T SAVE MR AE 55 AR B T, AR5 AT 5 4 5 AT S P TR e SR 5%, AR5 40T
BIAT AT 55 Jo 4 25 RARAEAEAT 55 45 At h . Celery ZEHG 4N 1 FoR.
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Figure 1. Celery architecture
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Figure 2. Distributed architecture diagram
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Table 1. Function modules of the central node
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Table 2. Function modules of the task node
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Figure 3. Workflow of a distributed engine
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3.11. EFHEERISTHR

FE ARG, Ry SO B AMTE SS9 s worker 23 FEAT AT SS, BT 55 RUER AT 554047 56
IR I A S s, BN RS T YR

1) FPHE AR AT G AT IS5 T AR FARSS R N TAEST SR JE AR 1A 55 (A TN 25 a1 7 i 21
SIEERIH B A .

2) W ERBEAELNCEIRIAESS G, KA 755 20 5 A AR 55 BA B

3) AR5 BAIIRGEAE 55T R BVISAT I DL, AR5 70 Bogs AN R A 55 715 =5 (1) worker, T8 G 1 23— 5 =
P BE ST o

4) worker FEWCE N A 58 BRIAE S5 SR T AEAS TN, ARG I 52 B Ao T 5 A A 2T 55 45 A7 b

i Redis i e AF 0ii 2P 1F, ARS5 45 RAF# (] MySQL %dii e, nlsl 4 fi 5 B

import djcelery

djcelery. ()
BROKER_URL="redis://127.0.0.1:6379'

Figure 4. Configure message-oriented middleware
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DATABASES = {
'default’:{
'"ENGINE': ‘django.db.backends.mysql’,

'NAME': 'scanner’,
'HOST': '127.9.0.1"
}

Figure 5. Configure task result storage
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Figure 6. Assignment of tasks to task queues
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HRPERSE, BRI worker A& HH (AT 45 3 R 45 FAth 1E % worker .
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Figure 7. Workflow of crawler
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2) MTENCHUSEFEF R ILHT url B, K AR ICHLF 2R 5
3) MAFICHLHZE R B url FEACETE K, 3 mi 2 R A FI T url & 54735 o A A7 17 W) 4k 20 TE Y
(0 DL TR AT B A 58 H. R 3R
4) TUHTCBGE G, ¥t url AR ICER S b BR, SR BCH BT i url S5 T RO IREL, HL 2= AFE
WHIR R
J& e 55 0 TR url AT £ 5, X B A B e L[ 11347 28, € X T AT,
—AA TG IR AN T R, MRS TR R S AL T AR RS, AR A B R A AT
ZEN, # Hash AN Emide dee h 3, '{ﬁ'#lﬂ:ﬁ?’ BRI E N 10,000, 800703 AR B 0 B I
OIS 8. K 9 AR
f,msg):
ring to bloomfilter
(msg.str)
(msg)
positions, hashsum_positions =[1,[]
hash_sum =@
for _hash_value in - (msg):
hash_sum+=_hash_value % .num_of_bits
positions. (_hash_value % .num_of_bits)

for pos in (positions):
.data_store[pos] =

_hash_sum_value in - (str{hash_sum)):

hashsum_positions. (_hash_sum_value % .num_of_bits)
for hashsum_pos in (hashsum_positions):
._data_store_hash[hashsum_pos]=

Figure 8. The code to add elements
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(self,msg):
f a string is in bloomfilter
ot (msg,str):
msg = (msg)
positions, hashsum_positions =[], []
hash_sum = @
for _hash_value in - (msg):
hash_sum += _hash_value % .num_of bits
positions. (_hash_value % .num_of_bits)
for position in (positions):
if ._data_store[position] ==
return
for _hash_sum_value in - (str(hash_sum)):
hashsum_positions. (_hash_sum_value % .num_of_bits)
for hashsum_pos in (hashsum_positions):
if ._data_store_hash[hashsum_pos]==
return
return

Figure 9. The code to examine elements
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Figure 10. Structure of information detection module
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R A ARATAN T [ IO, — BB R, AR, #— DI RX IR &S # i dt . &
XU A4, e R BRSO I RSN EE, S S S A H AR B g AT 9, AR R R
I http R AL HERIRSS %%, ARIE http M B7 IR A RS 52 2 75 A7 72 BB A

2) ¢ B4

¢ B FER N T RAL T F— ¢ BUWARE I TN, 7E BRI SRR BRI B AR, X c
B A Bbr R R 3R, JEIRIT R S A NAS SR Al AR R, WUE B ip ARNE . FRR AR
() ip SRS FErp, ARS8 Hott ip #EAT 3 7, AR 3R 8] e 2 DU IE B ANAE AE VS BR AL
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Uity A SR BN T ORI H RSS2 T BT WRAE AR 55, 1) RE A SL I 3 BRI socket BT
PRI, 1) E A IR 25 248 ity AN 7 R a6 13 SR g e e I B A0 o SR 5 A7 AR LIRSS W = B2, Aty 11
PRI AT DTS I B N 2R AT PO BRI, 55785 22 A AR 00 T 380 4 A R I S8 PR I ek

5) TR

I IRA AR T LUK I B AR AR AR IR SS, SEnR BRI I AT RE I . B s A i, k)
H bR 30 4% 3047 7 SR R R B AT BEAEAE I TR o WHB IR LR TR 3E4T dns f@hlr, 4o ST LA AT
AT ECSE ip, WL BARAAAE L TI84, FR I FH 2 DR AE BV BE e b s A SRR AT AN ey, Ut
HIAAELE, BT AR, B2 SRS W

6) Pk H skl

Wuh H S EEEON T RIME 2 A MMERE R, tnmsiE G G WS EE S P
Pt 45 . Wk B SR TARRAE N B8, RIE PRIV url FRR HAR G AR B b, SRR ER]
BT S ERHT url, EIRECEIHT url RIS P R url AT ERES, DS B RS O, IR A A
DK FLSR N Erp, % url BT T BT IC . TEEXEE G . H5dh 2w i url DA 3R E A WAk H 5%

7) waf 14

H AR Z sl &2 4 waf B4, SEORIRNICE B TE, 247 waf 34 2220 7 W7 H iz
A waf Bid . WA S5 AR YE IR B (45 BRI waf FIRAY, TR, ORI A 5] 8
(IR TAE . AR R waf B A FIRIRHE, X EREIERT B2 7500 B4 6014 header ki (5 B 2R
BETHAES, B e3R8l BARRETE R, SR e B A R R A R B S O R AT T
XFo A RGN 2% s UL waf HEAT TARREYCEE, RATREAIE H bR waf Z881[12].

8) cms F4

I ems T DUR B E bR IELEME I ems DLAAE FHIORRCAR, T UL EER, TRUEdRERY
AT RRAS ems O 585 R IR BEAT BoE R . BATT I AT ems Fh2RaEE 2, ABE 0 HARE 1)
cms A, FREREAE cms FIRHERATLLXT . H AT SR 17 1400 28 ems HFE, 32 Eidid 175 MD5
FIE 28 FCUT T 1) 7 20k 40 5 0 e H AR ) cms 2882 ems IR ST T s :

{

"url": "'/kindeditor/license.txt",

“re": ",

"name": "T-Site Z i R4A",

"md5"; "b0d181292c99cfobb2ae9166dd3a0239"
}

9) Mk G4

X HEATJE G, EERON T RIS ARG 6, JFEAT IR TRIAA A . AR a5 i iE
GG, MR WG 6 U5 B S H brbihd — i, RIS R 155 U o k0 Wi 2 B A7 AEAH
S [T PR32 )i 5

3.2.3. Wi MAERE) ST

TR R 51 0 ThRE, G BE, TR I @5 A8 B BRI IR IR R
S, RN TR AT A, TS S RS R RS . O T RIRIA R I T
B, SRR I HER R, R EROR A (5 BRI R AR DS B BL UM LR A 51 21
TR ThRER %5, SEManE 11 FioR.
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Figure 11. Vulnerability detection module structure
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Figure 12. Vulnerability scanning workflow
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N T SRR A AR i R, B T A R R WA TR AR, I — AT DAY B R
TR I e LE AR B . A SCXT BT PR TS U e 2E R AT IRYEAk , BT 1 R 3 AR A0 H] AR m Rl bR vE[13], fiifS
N 5 5 RE A% K iU B BT, g S A R 1] 13 B

from pocsuite.poc import POCBase, Output
from pocsuite.utils import register

class TestPOC(POCBase):
name = "'
vulID = '12345' # https://www.seebug.org/vuldb/ssvid-12345
author = ['HELLOWORLD']
vulType = '
version = '1.0" # default version: 1.0
references = ['https://seebug.org/"']
desc = ' :

vulDate = 'XXXX-XX-XX
createDate = 'XXXX-XX-XX'
updateDate = 'XXXX-XX-XX'

appName =
appVersion = '*
appPowerlLink = '
samples = ['']

def _attack(self):
'*'attack mode'""'
return i ()

def _verify(self):
'"'verify mode'''
result = {}

result['VerifyInfo'l = {}
result['VerifyInfo'l['URL'] = .url
return ; (result)

ars itput(self, result):
output = )
if result:

output.s s(result)
else:

output. ('Internet nothing returned')
return output

Figure 13. Plug-in writing format

E 13. EHHESER

4. MRERE D
4.1, Wik BAFIEE

YT 245 22 A R BB A 1S NN R A AR TR AT AT oAb fa A L RG22 AT N, It
PR S N HE R 1 =AW AR AR H AR o AR T 56 B iR 32, @A 0 g R VR s 0 5|
AR5 P AOIRIR 4 T B AWVS. APPSCAN. WDScanner [14]F14 £ 4. Hd AWVS. APPSCAN Xy
T 08 78 A IR 9%, WDScanner y ted HIBAF & 9 B A AR TE 0 A A 2, @it b
P DA B LR R 2R AT I 45 2R, T DATE B IR R B A 22 455 1) LS M e

4.2. RIFEERE

Rl 5| SR EAE 5 GREMNLL, Hrb 1 GEEP AR, Hfh 4 SEBAES A, REFES EUHL
ML cpu. REELSEREANACE AR, ARSI 51 SEAR R 2R 40 8 1E FIAE G B AR RESNLA AR K
PHE BN 3 P

DOI: 10.12677/csa.2022.126160 1598 THEAURF 5 R


https://doi.org/10.12677/csa.2022.126160

HiEL

Table 3. Environment configuration for a distributed engine

%= 3. A BHIMRERE

AT 2R R A P&
Redis 5.0.14 1 BAS
python 3.8 IEIES
mysql 5.7.4 YA EREEAET
django 3.0 R 518 BIS 4244
celery 411 oA R RE B

4.3. tEREMI

FEAS I 51 R0 E S T, 70 ool A P DU R 0 51 S = A B AR EATF3 9, GevH4a 4l B I TR) A0 i 0 A s
TA%CR, O H DU S BRI R AR . gEit 45 Rk 4 Fron.

Table 4. Comparison of test results
< 4. WML RXTE

Ea ] A4l B4l CHA RS EEE TN b |
TR it R AR ORISR R R i o
AWVS 38 min1ls 65 10 min 20 s 23 20min 3s 47 22 min 48 s 45
APPSCAN 30min6s 52 9min 53s 13 18 min 29 s 33 19 min 30 s 32
WDScanner 26 min7s 55 8min49s 19 15 min 33 s 39 16 min 48 s 37
AZRY  20min40s 59 5min6s 21 12min6s 43 12min 36s 41

1) LR LA P R T DU I, AR JR G 0 4 8

A ZY: < WDScanner < APPSCAN < AWVS

2) HERIHTFHRFASE L, AWVS KBLIRARE RS, KRLH .

AWVS > K Z&% >WDScanner > APPSCAN

3) AAERFGERI, BT ARGNIRREREEE, MO RFEARE L, B R PR R
T et UL B LA 5 | 2 s T A M HE A %, 6 R BRI AT T LA0E, SR NF 25 SRR 5 Bk

Table 5. Accuracy comparison

5. RIS

T Al = e PR T
R MR RIREE MR RIREE %

AWVS 13 80% 3 86.9% 8 82.9% 8 83.2%
APPSCAN 22 57.6% 6 53.8% 17 48.4% 15 53.2%
WDScanner 16 70.9% 4 78.9% 13 66.6% 11 72.1%

KRG 15 74.5% 3 85.7% 10 76.7% 9 78.9%

1) XFELG TR R AR, AWVS R EE R /D, APPSCAN i REIERZ, RRGHIZIREE
BT AWVS,

AWVS < K ZR% <WDScanner < APPSCAN

2) WS RERR, AWVS R RS, A RGHERRE 7.
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AWVS > K Z 4 > WDScanner > APPSCAN

TR ARSI 5| A BEARAEK T A TRIRAS H, AR TEIRAR IS O, DR b v S U iR 202 B R VARG U0 5| 4
BB 5 — A E B bR . A SCREUA 7302, F A 51 R A ORI 19 78R A 9 T o Rl i) e 24 45 21
23k HOO RIAR AT R I Ay By C =ZHIA BORIAEC 5 58, 31, 434N, SGuitMisikiE dlans&
6 Fros:

Table 6. Comparison of false alarm rate

6. ImIREXILL

TR Adl B Al ci TIRRAE TR
R W MR R RN

AWVS 6 10.3% 11 35.4% 4 9.3% 7 18.3%

APPSCAN 28 48.2% 24 77.4% 27 62.7% 26 62.7%

WDScanner 19 32.7% 16 51.6% 17 39.5% 17 41.2%

KEYG: 14 24.1% 13 41.9% 10 23.2% 12 29.7%

1) XTSRRI, AWVS et sii b, APPSCAN #RkEUE &, ARGk
=T AWVS,

AWVS < K ZRZ < WDScanner < APPSCAN

2) WL E R IEIRE, AWVS JRiRFERIL, & RGIFIRER T AWVS,

AWVS < KR4 <WDScanner < APPSCAN

g A EBAE o s R 45 2R

1) AWVS Kl HERf S e s, ARRGIRZ, APPSCAN A I 1 HE i % 5 1K s

2) AR GUkil A P AR, AWNS ARSI e A s

3) AWVS Kl ik E &A%, ARGIIRZ, APPSCAN il i 4 2 5t i o

MUERZR . T RIRE = AMRIRSEA T K : APPSCAN 4R & YERERZE, AWVS LA TR
PEER R, AR R A Py By TR DR, AR 28 45 ARG W 20 R A 3R B i AWVS, EA IR =2 B 540 B XL,

PR, 5 HAREN 5 BEA LG, AR RG] DUPE AR 100 B FR AT IRIRAS I, R STk
=,
5. &%

BEX H BT SR PR R, FE T BT REEAE b, RSO R R AR S H R BT 18
RISt R 5 e 1 o i W i =B & VLIRS T o e B I W B ST BUR N - R Wb
W e S R RS I B i 5 e I A [ I DR AR A IC I url BEAT L E, $R e T R AR Y AR
B A AR BRI, SR T IR A AR R s A A RORR R 1R TR
o g A B Hoph =R SAEL, 3R 1 IR AL A AE R R AR A, AT ARG 2152
Az 3Ass b, sl AL 2% A5 1 22 e B R Bt T A IR

B
A SCAE 55 PR R P4 T4 3 R A 2 T DA B 4 A SC Rt 3 L P o % R g
E&ME

ATRGAF RN LR B EE ST H (ZR2021MF092) 73 8«
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