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Abstract

This paper studies the chaos of a class of two-dimensional time-varying discrete spatiotemporal
systems and analyzes its several pseudorandom properties. On this basis, combined with a basic
cipher system constructed by a Latin square, a new multi-bit stream cipher algorithm is designed
out and is applied in digital image encryption. Compared with the encryption effect of the sin-
gle-bit stream cipher algorithm, simulations show that the new algorithm has a large enough key
space, good encryption performance and security.
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Figure 1. Schematic diagram of key flow generator based on discrete
spatiotemporal system
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Figure 2. Confusion and autocorrelation of solutions
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Figure 5. Key sensitivity test
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Table 3. Comparison of information entropy
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