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Abstract

Fully homomorphic encryption allows us to perform arbitrary computation on en-
crypted data despite not having the secret decryption key. It has critical applications
in fields such as cloud computing. This paper focuses on the design and security anal-
ysis of identity-based multi-bit fully homomorphic encryption schemes. Firstly, based
on the learning with errors (LWE) problem, this paper designs a leveled identity-based
multi-bit fully homomorphic encryption scheme which encrypts integer matrices and
supports homomorphic integer matrix addition and multiplication. Then, this paper
proves that the proposed scheme satisfies INDr-sID-CPA security in the standard mod-
el. Finally, this paper gives the specific parameter settings of the proposed scheme.
To date, the identity-based multi-bit fully homomorphic encryption scheme for integer
matrix messages has not been proposed. Hence, the proposed scheme in this paper not
only has theoretical significance but also has application prospects in cloud computing
and other fields.

Keywords

Fully Homomorphic Encryption, Identity-Based, Leveled, LWE Problem

Copyright © 2023 by author(s) and Hans Publishers Inc.
This work is licensed under the Creative Commons Attribution International License (CC BY 4.0).

http://creativecommons.org/licenses /by /4.0/

1. 5|5

A [FZ % (fully homomorphic encryption, FHE) o VALl A X2 SCHATE SIHE, %
g5 R SCHAT R R 45 R —FF, BlDecy, (f(Encpr (1), - -, Encpr(ps))) = F(1ta, ooy ) o
FA AR, AT DS TR AU S i R R 55 4, 10 AN 26 450 Fi s B FA M 5 n] . 2009 4
Gentry [1] FIHME ARG 7 — N2 FDINE TR Gentry FAIMER) TAEWGE 74 72 0% 1
WEFHAG . 2013 4F Genry. Sahai il Waters [2] R RUFIE R EFAR, TR ZE% ] (learning
with wrrors, LWE) [a] @#4i% | — AR 2 EESINE T 5. ERERMEFRSME T EH, TR
SR T 7 RATRETH R IRE . 3 HARIH Gentry [1] 42 H 8 H 28 BAR A] U2 R Y 4 [F) 2%
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I T RN RIS ME TS . Genry. Sahai £l Waters [2] $&H 14 [FIZS % 77 S8 LR 4
FAME TR, HECHEIRE R, FSEER T EAE I KSR % L, HitEACR R
Ko N TIREFEISEEMIIERE, Smart 1 Vercauteren [3] $&HH T % T BH AR, EIEZ N
RS — A2, BT LR $48 4 24048 (single instruction multiple data, SIMD) 4T [F]
ADESCHEERE. MIBEH TILNERE 2 R 2 RS INE T % (4, 5], AT LR RE, SCFF
FERRFE M ARV RS IE . sk, AR TN EXR M Z LR 2 RS ME TR 6], ©
TN BEBOERE, SCHRPREBOR PR Ik ARk A S IE 5

Shamir [7] B/ E 7ET S IN% (identity-based encryption, IBE) HIEAH, fEET &
T =, AP AHB S0 E B ALk, PRV BB o B HAE B O (key
generation centre, KGC) MIRME 2 =T/ 4. T S MM fid 7P AHE R, SN
FIBIEZ RS . ATEETLWE a8 | — ST B MmN 7 % (8, 9], =TS i4FE
A% (identity-based fully homomorphic encryption, IBFHE) 84 [R5 0% FHE T 5 4y (1 0% 75
TGk, EREA RSN MEET 50 FINE N R AL . Ik, ATRH 7L
JERBEET S A RIS INE TR [10, 11]. XEIET S 1) RSN TT S (10, 11] &2 5 H0RE
EFEMET R i, BISEN [12) Mi&E T —NERBEET Sh N2 e RESNE TR, ©
Inss ERP R RS, SCRPHCRRHE B IvE A SR R S is 5. BB HAl, AMISEEIRHET S 2
R RS INE TR, %7 ZINEBEBOERE, SRR R kAL F i .

BT UL EEET S0 A R INE 7 RHEFIUIR, A% ORI BRI A B4R, BT LWE
R TN R T S 2 R R RS INE TR, EINE BN, SRR ORIk
Mk A E, JFHUEM T EARBEH IS T 22 aen. Wi, AL 7Rt 7 £ M
IEFRE I G RS R E

2. T FIH
4 AT SO A A SR
2.1. FSENX
HARRMGHAFT4E, Bk & 1 s,
2.2. HitEER
XS RPN X A Y (A RSB R, ST BB E U
A(X,Y) = maxacs|Pr[X € A] — Pr[Y € A]|.
WRFHANRZEX = { Xy haen FY = (Vhen WHEIHEEAKRT e(N), MWENTR e = e(\) HEMH.

HHe(N) = negl(X), WARENTVRGHEL . WHRS EREX = (X, }aen M S L5157 Rl
Boe=e(N) BHEM, W X 7ES FR e AN (48 BARN, RITAHSHIES).
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Table 1. Notations and descriptions

*® 1. /75 AR

5 ik
Z AE
R SR
Zq Big IR, IHHENZ, = (—q/2,q/2) N7, Hrhg HIEEE
K] E£E5{1,.. ., k)Y, Hbk NIEEY
log JRN 2 BT
L] VY& H N

poly(\) ZUREL EREES(N), BN % e, f(A) =0(X°)
negl(\) W RMS R, ERRES (), HAEEMEFEERE e, f(A) =o(A7°)

& x FKone RRIEDAAX MR, HPX SRS LR
e &S Fora RARIENAGU(S) kLR, HFHU(S) AEES LRSI

z i, BRI E R
X SERE, AR (LA R s
I, n x n BALHERE
X' EREX s E
(X]Y) FEFEX Y KT ER:
® KN
(| 2 R O ) = (5| ?) Y2, Hde, K s
12| oo & oo TG, & U HN|z]|eo = max;|z:|, Ha; A&z 15 &
I1X| FERERI2 T8 WX = max; ||z, Firtha; NAEFEX (05 &
[1X || oo HERERIoo TEH, T XN X oo = maxij|ziy|, Hha:; WIEFEX TTH
T MR BEST 1 Gram-Schmidt £33
2.3. 1%

EX 1 (1), B = (by|---|by) € R™*™ Jym xm 4FE, Hdb,, ... b, e R™ 2—HLHETL
K. HIEB ERMm 4E&A 2 CH

A=L(B)={Bc= Z‘e[ ]ci-bi st. ceZ™}.
X 2 (g Hie). XSG, SEFEA € Zo%m A Rbw € Z0, & SUm AL
AH(A)={veZ™ st. Av=0 mod ¢},

AL(A)={veZ™ st. Av=u mod q}.

u

LB, Wt e AL(A), MAL(A) = AL(A) +t, FIAL(A) RAL(A) HIRE4E.
EX 3 (BEE ). SHEEe € R™. 8o > 0 flm 4ER§ A, A A5 Bl M4 A i SCH

pa,C(w) _ pa,e(w)
Po,c(A) ZmeA Poc(T) ’

Hp, o(x) = exp(—7||z — c||?/o?) £R™ Elle HH L o ASEHIEIREL.
SIE8 1 ([13, 14]). FAEMEER 2 WA [0 595 TrapGen(n, q), EHIANIEEHn. ¢ > 2 flm >
6nlogq, HthFFEA € Zm MAL(A) FI—HET € 2>, JEHE: A GiHEa Tz Ef

Vo € A, DAJ,C(QZ‘) =
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BS54 ||T| < O(vnTogq)-

SIE 2 (8)- %n. g > 2 Mim > 2nlogq JIFE % M. W77 76 B % % 005U 1] 51
i%xSampleleft(A, Ay, Ta,u,0), EHAEEA e 2. FHEFEA e Zpm. AHA) 11— A
BTy € 2 Ffku € 23 MENSHo > |Tal - w(y/log (m+my)), Tkt iRy € 2,
3 Ho A GHEE T AN Das (r) 00 HHF = (A|A;) € 27",

51 3 ([8]). #n. ¢ > 2 Mm > n KNIEEH N FAEME 2 00 EE
%SampleRight(A, B, R, Tp,u,0), E % N [FEA e Z2". HEB e Zp*™. R €
{(—1,1y™ ™ AY(B) M—HHETs € Zz7 ™, ffu € 2! MEHZ %o > ||Tg| - m - w(v/ITogm),
i e € 22, I Ho MG BE T 54D as (ry o0 HHF = (AJAR + B) € 227%™,

KHEBATNH PR R FERE, BRI AT,

513 4 ([15]). XMEREm = n- ([logq] + 1), FE—DAHEEREG € Z7m M—DATTHE T
Wi EREG (), BN : BEMEA € 2, Hbm! > 1, WEG1(A) f— ke
MG (A) € {0, 1}, HEHGG(A) = A.

Ak, %EG = I, ® g7, Hig = (1,2,... 20T ¢ glloed™ 5 v mHa! -
Zxn’ Sy {0, 1y, AR N R T € Z, 3T — A B (ao, . aioge))T €
{O’l}Lloqu-i-l, j‘JF‘E_(l = gT . (ao,. .. 7aLloqu)T° :‘[X*ﬁé, Xﬁ%ﬁﬁiA c ngm/’ &ﬂ]ﬁGG_l(A) = A
AT

2.4. LWE [o]g

EX 4 (LWE [ #). X F2%a3HN 4n =n\) flg = q\) > 2 NIERE, 4i%ES
fix = x(\) NZ BRI A LWE,, o, X LU R PR A RS —Fp A, BENLIYS) ik
o & zp, REEEHN AR e, & 70, SR SEe, &y, WHp = alvte, mod ¢ T
FEAR (i, pi) € 27 X Loy EHFAH, FEA(ai,pi) ZNLY x Ly TEENUISIHEU . LWE,, 4
BN ALWE,, WA FTAT

E—EMSEHEMET, AT 0] BGapSVP & Tk 2 di i T2 BILWE 9 8, 40 R i i)
FIERFR . EREIHL T, RESM M NEEE 0 Dy 0 FePag AEEIZH, Ha € (0,1).

5138 5 ([15-18]). ©¢ = q(n) € N AR R = p" SFE NREWHq = [[; & (g = poly(n)
HXi # j, @ # ¢ H2a > 2yn/qe MR RFIITELWE, 4 p, ., FEFA L,
A

o TEEARPAL R 4R FGapSVPG,, . I AR T4
o Wq > O2/2), WHFERYIERn Het EGapSVPy, ) HIRLIA AL ST,

n/a

3. ZET BEMEESMENEX MR EHEE

N4 T S (4 TR N T SR e N2 e
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BT & 4 R &S 0% 7 B AR A 2 50K I E] 5 % (Setup, KeyGen, Encrypt, Decrypt,
Eval). T HIFAIE )2 R BLEE T 5 43 1) 4 RS 0% 77 %8 1) BAR 5 S

(pp, msk) < Setup(1*, 1%): "EH N %4 S8\ FH K W& KIREL, fih KR5S Hpp ME%E
HAmsk. RESHAFEN M EID. HETEM FECFRC Wik XIANERHEHE
B0 KGO $UAT .

skiq < KeyGen(pp, msk,id): ‘BEIANRZZSHpp. EEHmsk M & rid € ID, FihFiHskiq. X
MR AR O KGC 4T .

C < Encrypt(pp,id, M): ‘EHINRGSHpp. W) id BIAHpk, FHEM € M, Hl%3LC € C.

M <+ Decrypt(pp, skiq, C): EFINRASHpp. sk, FELC € C, FHHEEM € M.

C; « Eval(pp,id, f,C4,...,Cy): EMINRZSHpp. WIS M* > M HHIREEd < L UK F—
Hrid FIEILC,...,C.r BIHELC; €Co

X e BE R Y 2 IE B M 2 oK. BRI X AT B (pp,msk) «  Setup(1*,1F). AT Fid €
ID. fEEM,...,.M,, € M UKAEESf + M* - M, Hf WHBEREEL < L, &
BE{C, + Encrypt(pp,id, M;)}ici) ROy < Eval(pp,id, f,C1,...,C)s Wf(My,...,M,) «
Decrypt(pp, skia, Cy), HHisk;q < KeyGen(pp, msk,id).

3.2. Z&iER

BT B 1 A TR A 08 7 R 00 2 i A 7 1 A3 e e A9 B ARG 7 e 49 B S B R SR
AH X 53 H) (IND-sID-CPA) . A8 SCHE H 5T B 1) A [R5 0% 77 %838 /2 bt IND-sID-CPA B
SR PR 22 A, B R G R I A R U RN MR R BRI SO R S S S R R BN LG R 2
A[X 53] (INDr-sID-CPA). FHEFATEL —MERTFA FIPh sk 2 18 1k e SOX P 4.

MiE: A i BAr S rids, CREEd EEEZ R,

WE: PhiEIZEAT (pp, msk) < Setup(1*,1F), FHitpp Kik4E A.

MEE 1: A & NP ok AW Hid e 7D, Hohid # idt. Bk iR EH B 1Tskia
KeyGen(pp, msk,id), FHilsk;q KL A.

Heli: A BN EMS € M, EREEM: Bk, Pl EhLes £ {01} fic & c.
b =0, BEBPESELCT = Encrypt(pp, id*, M*); WHb = 1, EREHIKHE CC* = C,
PO 1E R %R A A

MEg 2: A sk HAREINd € ID, Hid # id*s

BM: A HHHy e {0,1}. R =V, A WK,

BAMHEIXFEM T A FRA INDr-sID-CPA #(F. #FA BT S0 MRS NE T ZE 1

R E LH

Advy P CPA(N) = [Prb = b] - 1/2].
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E X 5 (INDr-sID-CPA % 4= fE). fn x5 AF & £ WU i 1] INDr-sID-CPA i1 T-A,
Adv SO (N) R AT IR, ERA TR AN BT B0 (1 A R A5 N5 77 R E /& INDr-sID-CPA
LA

AT E AR SR I AR T B A AN E T B vk, BATSIN— R < etk X
B, ol —AMEREEA Rk 18 1 e SOX — 2 A
WE: il EHE LR - K - C ANC BIC M, KK NHPARHATE, ¢ NEXZEE, it

5 (pp, msk) < Setup(1*,1F), IR Flpp KIELH A,

MrEg 1. A ENVEHR EFVH I Rid € ID. Pkt 1817 skia « KeyGen(pp, msk,id), F{llskq K

kLG A,

PRbk: A Hi B bR S frid* € ID. X B ERA B 1 &AM Hids A, Pk BE Lk

Peb & {0,1), iF5skig- < KeyGen(pp, msk,id*), ik cC* 1

c* = { EVaI(pp7 Zd*a h+> Encrypt(pp7 Zd*v 0)7 h(Skid*))v % b=0
Encrypt(pp, id*,0), #b=1.

HAEHh, - M x M — M, Hhy (M, M) = M, + My. BiEEIC* 1ENPREKR I A,
MrEg 2: A 4E2 kK HARENd € ID, Hid # id*s
BM: A WHENY € {0,1}. R =0, A B

KT M, A BT G2 RSN T RE MHe
Adv % 4 (A) = [Prb=1b] - 1/2].

TN 6 (TEz4tE). MEERZTAMNMHFA, Advy s 4 (N) HLTT 2B, WERATFRIX
T SR RS INE T RE KT MEh RAFA L2

HE, BRATATHEEval(pp, id*, h, Encrypt(pp, id*,0), g(skig-)) B AVERERTg(skige) M7= A 1) —Fp
B IERAHTEANGM, BAHEXANZEMET AT 2.
4. BT BN ERER2RSMERR

N S B RO P e R AN U5 SR LB ) A EIE

4.1. FE#R
FATBET I JZ IR B FE T G4y ) BB P 4= R 2 s 7 & BAR IR -

Setup(1*, 11): e T &S\ MK RKIREL, 47!
(1) BEZHn. m+ rv ov pv g Mo, Hqg R2 . 20=1logqg+1, N=2m+r)-L.
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(2) EXEHBENID = Zp . WEEM = 27 MFLZERC = 27N,

(3) WM H % TrapGen(n, q) A —ANEMEA € Zp*m FMAH(A) M—HET, € Zmm, Hif
T4l < O(v/nlogg).

(4) BEHLESRAERFEA,, B & Z0m, WiLgERU &z,

(5) itk RSG5 Hpp = {ID, M,C, A, Ay, B,U} MEHEHmsk = Ty

KeyGen(pp, msk, id): %€ R4S Hpp. EEHmsk MEid € 27, 4T

(1) KGC ¥ 5 vkSampleleft(A, Ay + H(id)B,Ta,U,0) 7“4S), € 722™*", XHWH : 77 —
Ly ONRRRZE Y WSS, HE XS (8] 2 F), = (A|A1+H(id)B) € Z>**™, WF/,-S!, =
U mod q.

(2) KGC WiESiq = (,{g) € Z@mErxr | SR N R skig KL P id.

(3) FiFid B F,, = (U|F.,) = (U|A|A, + H(id)B) € Zy*®™"),

(4) HPid Xt —(i,5) € [r] x [r], WEHEEW,,; € {0,1}", B REF 1758 581, £
oAb B R0, MW, € {0,137 (1,5 € [r]), BENLEEAEREV, &z, Bl
f%%EXK%ERM &y, mEREREX,, & DY Ay, & ppelN, BBz, =
( v )ez@mmw, ooy

RlT,j'Yi,j

V‘/Z’S;rd m—4r
R’j:EEV;,j-l-Zi,j-F ( (J) )GGZEIQ XN

KRG = Loy, @ g" € ZETN, Mg = (1,...,2072, 20 )T € 7L,
(5) HFid WBAHpkia = {id, {Pi;}ijer ) ERREMrid SNERTE{P, ;}ijep)
Encrypt(pp, id, M): %52 2452 Kpp. W7 id B2 Ppkig AEEM € Z;*7, H|M|» < p,
17
(1) ®EF,y = (U|F,) = (U|A|A, + H(id)B) € Z3*®™*"),
(2) BENLERERREY &z, LB RREER & {—1, 1), gig X & ppel
My & ppy, WEZ = (¥ ) ezemieN, wE

Z,aq Ty

C=F,V+Z+) jij - Py € ZEmHXN

i,5€[r]
Hofipy, ; € Zy NFEFEM € 70 58 17585 Itk
(3) #ith#xC e Z&m TN,
Decrypt(pp, skiq, C): %€ RAZSHpp. FfHsk,y % LC € Z((me)XN, AT

(1) Xi,j=1,...,r, T
(a) %si WARBIS = (G, ) € ZCmr Wi Bl Mk = 1.0 1, e N
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XC e ZE8TN Wi — k . v

|sheugigmedt] € {0,1}, k=1

Vg k=1 = Toei pm Y S RN S
{ \‘S'L Cjl—k (Z(j)e[k—l] 71,;4:—21 ) mo q-‘ e {0’1}’ k > 2.

(b) Apiig = S0y Vi1 2571 € Ly Firiy s € {0, 1},
XH, EEg=2"1
(2) iﬁﬁﬁ?ﬁ:%\%@lziM = (Mz,])z,je[r] S Z;X’ro

Eval(pp, id, +,C:, Co): X Bfid FIIHAELC,, Cy € Z8™ N, RZS Ik E XN
C+ =C,+C, € ZmeJrT)XN.
Eval(pp, id, x, Cy, Co): W& 4rid TN LCy, Cy € ZE™ TN, s TREE LN

Cy = C1GY(Cy) € ZE+*N.

4.2. IEFfME S HT
BUAEFRA 10 BT — N AT d th 0025 T S i ) A RIS I 2% 7 S8 (0 IR
S 6. 4 Sthid € 2 WEAEM € 27 M#XC e z7N, BC MR
NE e 22N, WRE = S[,C-MS],G e 2N, HilZ| E| < q/4, WDecrypt(pp, skiq, C) = M .
IERR. Wt e e Z8TN ) lF
S!,C=E+ MS]G

T
I, I.ogT 0
—B+M|( ©g .
_Sid 0 I2m ®g

—E+ (M (I, @ g") | —-MS;, (L, ®gT))

M1 o B 1,...,2‘3_1
—E+ SN ~MS, (I, @ g")
frd e ey 1.2t
prg Ly o257 e g, e 267
_E4 : : ~MS,, (Lynog") |
ot Lo ey 270 e Ly - 2070
NHT272 = q/2, |E|| < q/4. BMWC WIFZERENEEHEEM e 2777, O
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X% L C + Encrypt(pp, id, M), BATERER

SLC=SL(FIV+ 2+, e i P,)

— (FidSZ-d)TV +8L,Z + S/, (Z Y Pi,j)

3€(r]
- T T Y ..
=842 + S,y (ZijG[r] i j Pm)
=S8Nz + Zwe i - S;[j-lji,j
W, ;S5
R S LR (T

:STZ+Z (F-S»)V +8TZ, .+ ST, WS G
id ijelr] ,uz,] idid 7 7 0

= SiuZ + ZZ sep i (SiZi; + Wi ;84,G)

QT T T

=8,4Z + ZZ dep i SiaZi; + Zwem tij - Wi;SiaG

- Sle(Z+ Zue Wi Zi’j) + (Zije[r] Hij m’j)SlEG

= SUZ T ) S
TR, BEHME =SL(Z+ Y, e iy Ziy)» IFH

1Bl = (|ST(2+Y", s Zis)|
<V NSl -2+ Y, e Zl
<V (I 1S3l - (121132, s Zisl)
<V I+ 1S5l - (120042, sl 1Z51)
<V (L1 + 18l - (120+ 32, ]p- 12:51)
<V (I + 1S5l - (120 +9- 37, 1205])
<Vr(l+ovam) - (1+ r)-HZII
< V(L + ovV2m)(L4p ) (|X] + Y] + [ R - Y )
<Vr(l+ov2m)(1+p-r’
<Vr(l+ovVam)(L+p-r?
=Vr(l+ov2m)(1+p-r’ \/F+\/7n+mﬁ)aq-

HAR N Moo <ps Bl | <pe BAILB = r(1+0v2m)(1+p-r*)(V/r+ vVm+mym)aq.

%O, Eval(pp,id, +, C1, Cs) MCy + Eval(pp,id, x,C1,Cs), HhC, e z&mxN
MCy €Z 2m+r)XN, ENRRERENE, = ST,C,— M, ST,G € Z;XN ME; = 8§,C, — M,S},G €
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ZrN, Hili || Byl < q/4 || By < q/4, FATEEZ

shc. =85L(C +C,) = S},C, + S],C,
= (E, + Ey) + (M, + M>)S;,G ,
S1,Cy = S81,C.G71(C,) = (E, + M,S},G)G*(C5)
= E,G™(C,) + M1 S], GG (C,) = E;G1(Cs) + M, ST,(C,)
= E,G™'(C,) + M, (E; + M,S},G) = (E;G*(C.) + My E,) + M, M,S;,G .

T2, REWME, = E,+ E, FIE, = E,G™'(C,) + M E,, JtH

|E]| = || By + Es| < || Byl + || Eal],
|E«|| = | E:G™(C2) + My Es|| < |EyG™1(Cy)|| + || M Es|
< VT | ET| - [GTHC) | + V- | M| - || Bl
<Vr VN E - [GTHC)| + V- v - | M | - || B2l
<VPVN B - VN + V-V [Mi - || B
= VN - | Ei||+7- | Mo - | Es||

SVIN - Bl +rp- | Bz

ﬁi, ||M1||oo S Po

X% XCy « Eval(pp,id, f,Ch,...,Ck), HAEREEKS « (20" — Z0*, H AR
JEd < L, 3%ARRH RSMENRSE, ROTUHEERIC, e 20N, B4R, ST =
E; + f(My,...,M,)S},G. TRC; FREREE, = S],C; — f(My,...,M,)S],G € Z;*N. 11
RCy,...,C MREFHH LB, ..., [|Ed < B, W|E;|| < (N +1rp)’B < (TN +rp)LB.
AT 6, WE(VrN +rp)iB < q/4, BATIREC, B2 SR f (M, ..., M,).

4.3. B2 M4ERH

N oK, FRATHERR AR AL N UE B AR IR T B 1) RO B A (RS N 7 SR 2 INDr-
sID-CPA 424k, 5 SLh & Mz @t 3zt N wrigsy, HxbS, € ZCmtxr, p(8,,) =
(Wi,353d> G e Z&m TN, Hohw, e {0,137

EIE 1. BEE 41 WIREMET 50 BB A RSN T E R T R h 21530 %
AW . BSALWE, b, ., W REHER), 5 A1 55 03T 5 0 00 B B B 4 R A8 N2 7
Z 2 INDr-sID-CPA 24 (1), HAikth, k7 E 2 0 E INDr-sID-CPA #tFA, & LML
HAVE LT N) BURES 4.1 FER IR T B IO RO R A R A IR T &R, WIARLE £ 1A
[FHEEB, EUMHAdvLwe s(\) RLWE, b, ., H&E, JFH

AdvERTIDCPA ) < (12 1) - Adviwe,s(A) + negl(X) .
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JERR. FATEE — MR ANE XA EH, A X, B TER R Game; T3k, BIFREFE
o =v.

Gamey: ‘BT T A FHkikE 2 (8] ) INDr-sID-CPA Ji##k. HE X 5 AJ 40

Advy P CPA(N) = [Pr[Xo] — 1/2].

Game,: 5Game, AL, BEARF B T RES R AR, AR R P& 70 ¥ E B BB HLi%
BR & {—1,1ymm, A = AR — H(id*)B, HHid* A {ERTHE M B e 1 HAR S0
WATERE, TEPRR BBk % R X B R ARk 35S0 Cr . iR A0 75 51 3 [19] )
M, Ay GH-BEET550 . T2 Game, FGame, A, G HEITI. Fik

[Pr[Xo] — [Pr[X;]| < negl(}).

Gamey: 5Game; ML, BREFEBS T RGSHUN A A R H W R 12 . BRI

(1) FERCEME, Pk ppEREREA & Zrom,

(2) FEREMB, PhilE i HiETrapGen(n, q) AERFEREB € Z0*™ FIAL(B) —HETE €
zmm, Hi | Ts| < O(vnlogq)-

(3) fEMr B 1 MPYE 2, Bk P H KA 1T Bl & R W Wid # id*. K AF), =
(A|A; + H(id)B) = (A|AR* + (H(id) — H(id*))B) € Zr**™, T8kl i H &
%:SampleRight(A, (H (id) — H(id*))B, R*,Tg,U,0) &M [ES!, € 7>, HES,y =
(5, ) € zeminmr, SHEEHE Mk, KESA, BNSHC HAREMEBK,
PaolBE 2 A5 2 3 AT%0, Game, 5 Game, HHIS, G THEIL T,

YT Game;, 5 Gamey, I RGeS EURS ALV W) In) 1 [ B #B R S H I ), i
[Pr[X:] — [Pr[X,]| < negl(}).

Games: fHtbGame,, BN T AP ijep MR, BAEWT: WEP, = FL.V,; + Z;; €
Zm N fifEGame, W, P = FL. Vi + Zij + (Wm‘oszd* ) G ez i TR

MHTEXTg(Sia) = (Voo ) G € 28N RRIR A, Hi
|Pr[X5] — Pr(X;]| < negl(A).

Gamey: MiGamey, BXMEH T AHIPS Yo WK, Rkl F. pabgsp;, & 20,
AUAE L, A 5 BEIX 4 Games F1Gamey, FRATHEAT LIFIFHA #RYLWE, , p, ., WA, i

|Pr[X;] — Pr[X,]| <r° - Adviwes()) -

Games: #l HiGamey, HbMi# 1550 T i CO* MR . LA F: E PRI B, Wb = 0
i, PhiEBENLEECT & 22N i dEGame, T, %b = 0 B, C* = FLV + Z +
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4.4. BEEE

Sosep iy Py € ZETTNL AU, A #HEK S Game, FGames, A1 LA A
BHRLWE, . p, ., I, (5T

|[Pr[X4] — Pr[Xs]| < Adviwes() -
fEGames 1, AED MU, HhERES SCHS & B S ] P EALIE PR, BRIk
|Pr[X;] - 1/2| =0.
ik, JAMSH)

d INDr sID- CPA( ) _ |PI‘[X0] . 1/2|

< [Pr[Xy] — 1/2] + negl(A)

< [Pr[Xo] — 1/2 + negl(A)

< [Pr[Xs] — 1/2] + negl(})

< |Pr[Xy] —1/2| + 7% - Adviwe,s()) + negl())

< |Pr[Xs] — 1/2 + (r* + 1) - Advpwe s(\) + negl())
= (r?+1) - AdvLwe () + negl(}) .

}

JIr it 7 SR S 0T B R DN R

m > 6nlogq, LAiZf7TrapGen Hik;

0 > |Tal - w(vlogm), HH|Ta| < O(vnlogq), LAE{TSampleLeft Hik;
o> | Tsll-m - w(ylogm), HH||Ts| < O(vnlogq), LAEFTSampleRight 51

(VTN +rp)EB < q/4, EHB = /r(1+0v2m)(1+p ) (/1 +vVm+mym)ag, PIEC
Eval(pp,id, f,C4,...,C,) %N f(M,,..., M,);

a>2y/n/q, PIIEGapSVP i EIHZIFLWE [1] .,
TR, BIMBESH(n, m,r,0,p,q,0) WT:
n=0(\),

m = O(nLlogn),

r = poly(n) ,
32 w(y/logn),

p = poly(n),

DOI: 10.12677/csa.2023.139166 1687 TR 5 N H


https://doi.org/10.12677/csa.2023.139166

T

q= 2O(Llogn)’ H q ?'9 ) E‘J%,
a= \/E.Q*O(Llogn).

ZE, JABRE T —ANRRET S EFRENE TSR, enEBE0EN, SCRPBEER
IEASRVE R I 5.

5. &5t

BEE TR KR AN TR e 53— G BHEAR M PG &, T SRS mE s &
T Z k. RS 7T —ANE R E T S0 R EUE P & RSN TR, JEEARER
BN IEFLWE W 8HIER 7€ & INDr-sID-CPA %4, 24 N1k, AMURH T — 1T 5401
FLRFAE R A RS INE T & [12], MR HET S0 M EBUEME RSN E TR, Fik, ARt
FXANETHNMERSINE TSR, MUEFEENELE Y, HEEEhTFERsitHE. K
AN T Re S8 — AUE BRI R TH IR 1A O824 [l
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