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Abstract

In order to implement the Cybersecurity Law, promote the modernization of meteorological in-
formation construction, and solve the problem of lack of unified standards for network security
construction of meteorological departments at the prefecture and city levels, a standardized ar-
chitecture for network security of meteorological information at the prefecture and city levels is
designed and studied. Based on the core content of the Network Security Level Protection 2.0
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standard and combined with the current situation of network security at the prefecture level, this
paper deeply explores the basic requirements, security guarantee system, and equal protection
2.0 lifecycle process of meteorological information network security architecture, explores the
application methods of Network Security Level Protection 2.0 in prefecture level meteorological
information networks, and designs a standardized architecture solution for prefecture level net-
work security that meets the Network Security Level Protection 2.0 standard to provide guidance
and reference for the information network security construction of prefecture level meteorologi-
cal departments, comprehensively improve the security protection and management capabilities
of meteorological informatization, and ensure the rapid and stable development of meteorological
undertakings.
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Figure 1. Basic requirements for meteorological information network security
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Table 1. Requirements for network and communication security control points
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Figure 2. City level meteorological information network security guarantee system
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Figure 3. Life cycle process of equal protection 2.0
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Figure 4. Topology diagram of meteorological information network security architecture at the prefecture level
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