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Abstract

In response to the challenges in data storage, sharing, permission control, and core data protec-
tion during the networked collaborative design process, a solution based on blockchain for trust-

SCEF|I M BT, RN, FET DX P2 A0 b A B B A S TR0 TR B, 2023, 13(12):
2268-2281. DOI: 10.12677/csa.2023.1312227


https://www.hanspub.org/journal/csa
https://doi.org/10.12677/csa.2023.1312227
https://doi.org/10.12677/csa.2023.1312227
https://www.hanspub.org/

FOE5E, AR

worthy data storage and management is proposed. The IPFS file system is employed to store files,
and a certificate-less password system is used to encrypt the hash digest of the files. The en-
crypted hash digest is then stored on the blockchain, and, in conjunction with smart contracts,
achieves trustworthy transmission, sharing, certification, and operation traceability of data. By
combining IPFS file system and blockchain, the solution achieves secure storage and management
of networked collaborative design data. Analysis shows that this approach has significant advan-
tages in data security, access control, data certification traceability, and is capable of meeting the
data protection needs in multi-party collaborative design scenarios with good system perfor-
mance.
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Figure 1 The chain-like structure of blockchain
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Figure 2. Signature authentication process
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Figure 3. Data transmission process
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Figure 4. Data sharing process
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Figure 5. System scheme framework
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Figure 6. Blockchain service system
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}
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mapping(bytes32 => DataEntry) public dataEntries;
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}
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require(msg.sender “{EHE A 3 AT HAT BLERAE” );

}
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Figure 7. Performance test results
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