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Abstract

VoIP has the advantages of low cost, easy operation, high platform compatibility and other advan-
tages, getting the rapid development and the favor of the vast number of consumers. Sipdroid is an
open source Internet phone software and it is easy to use. Its use of the Sip protocol has the ad-
vantages of simple structure, to support multimedia business, with the Internet network struc-
ture, good expansibility, flexible application and so on. Sipdroid is based on the Android platform,
and it has good open source and compatibility. When the network provides people with informa-
tion sharing, it also causes a threat to the security of information. In this article, in order to further
improve the security of transmission information, we analyze and design, based on Sipdroid sys-
tem and add information hiding module, real-time voice calls at the same time, to achieve the hid-
den information embedded, transmission and extraction. The test results show that Sipdroid still
has good usability after adding information hiding function.
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W28 PTG PRI 00 ELIEI , R FH SR SEEIE # B SEI AL 34, IX A 1 T — AR 2 I AR BARR AR R
JERTERIN AR 2 — o WL IEEE B A TR NZEIASE T, P E BA G R E AN+, T
BT BURSE— SO0 2 MR EBGE AT Y, S ORUE R ARG, R 2 Bk (22 S e 1 AT
MIEBEE L. N T IRIEAERE B e, SRAANEI T IS HoR I E SRR, 456 W 2% B AIE SRty
AP THIIFAA i, SEIAE AT SR 2 @ T 1 [ AR R 25 B 1] RN R ARLE R R A5 B
[R5 e 1R EE A5 AR AT AE, N (45 BURE 5 51 M2 (A, TS B RSB AR B 1 (5 5
1) “AEAENE” , BRSSP E ImIT 8) 7 AR rE S A s, R E A R B AR B, RE—E
FRIE B4 7 ARE (S SRR 2] [FINS, EETURBHRLIE BREFEAR 7 1 B N &M 53 1)k EE AL,
EAE PSRRI, (5 B B R A S A AR LA {5 B e MR 3]

M BSCHRKE,  H TS BB EUE O 2 NS BUAWISCAR . BHR S5 m ShAS R BHAR iE & A5
SF[4]. AILELL VoIP (Voice over Internet Protocol) i & N34, 7RG & Eda gt 5 3E T4 AN Baik (5 St ks
a5 B AOE B . 5T VoIP 1B @ IR IS 1P 2133, MRS (S BHeUE, HE(E BAERRK
Ja R E T R E SR SR, BUbSGhE R e E T E S T ER, R, BRI
fE b TRV B ettt 78 VoIP N AR Z M IEA LSB (Least Significant Bit)%H %M DWT
(Discrete Wavelet Transform)%7% . 5 T 3458 LSB HIL MG, Kratzer % A [S]HEHTE LSB 15 2 F&58Us F it
iThnss, BAAA RS 115 B2t E 2 B T IS EoR s m ik TR KB G SR, —EfEE
0 TSR R, XA SRS B A, s S a8 E BRI A2 L&, Wu 5 A
HE — P TN AR i AR EORT 7 v, I TR B BN AR B AR A, T SRR R RN AR R
BREBOHT 5 PO ) e EIR A R Bl — BN B 6], BARFE BAT RAFRIRERIE M &R, H2h T
RS A, WK SERNE S IBEIE R — . A G711 1B S dwfkidss & LSB Bk, $isE )\
AL R AT B b AN BRI SR, SRR SIS AR AR T2 S 1 S AR AR 2 o

2. Sipdroid S RRBINEE ST 51”1t
2.1. BEFRIH
5T Sipdroid REELH FELThEE: EIE Sipdroid RGERIEEA b, N 7S L 5SS IR
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NFLEAE B o
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IR R R B T

TE V% B S NS BRI L E B Th e . P o] DUARAE BT 7E 48 IR IR R IE (S B &
5 R BB EIA ST M 5 . BRI IR (S BT AR, SRR AH B 1 BB R R SRR 2515 R I B
FHEHCT BE -
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Figure 1. Information hiding process flow chart
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Figure 3. Call interface
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SORET]. TR S AT S E R LA, AR L LSB 15 2 B S B A RN 7 (8
PRI, AR SCiE 22 T )45 B R LSB. S0 A BEAT S I B KR 2 e -

3. Sipdroid {5 2R IhHESCI
3.1. Sipdroid 15 2SR Th ERYSCIN

Lo AR SR s E S RN A5 SRR AR B B e,

5 R RS SR e 9 S S B AR T
android:entries ¢ . 1) A A2 7 B FHHE 28I A 2 .
android:entryValues Bl {Rf77£ preferences.xml ' f{J{H .
£ values/strings.xml ¥ JI1E S J& £ A5 B AN EAE X -

<string name="settings_secret">{55 & F2 55 1% 5 B </string>

<string name="settings_secret _choose">{5 B FRiHILIEFE: </string>

—n

<string-array name="pref secret values">

<item>LSB 1§ B &5k Kk </item>
<item>DWT 15 B R H i </item>

T2 8UE B R AR %
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<item>DWT 15 B Fes 5 %:</item>
<item>...</item>
2\ RSN 1 S T S IR S B A NN T o AR SR S T S T A N AR R
A “HOH R . H P R RIEE R, R CRORBNEE R SUARKE, A8 SCAHE i N A b
AR, Al R A ROR A R AR R
FORW B R SEE R
£ packageorg.sipdroid.sipua.ui.callscreen java B[S N1 ACRS 78 38 15 57 170 AR il R 1% 3 S 448
public static final int SEND MENU ITEM =FIRST MENU ID + 11;
private static EditTexttransferText;
private EditTextScrectText; /B AR-AT ) A 44
private String fileName ="send secret";
DA ACHE SEEIL AR 2 K SCASHE Hhdiin N RS2 LSBT (0 77 3 OR A7 -
public void onClick(DialogInterface dialog, int which) {
String in= ScrectText.getText().toString();
SR JG1E RipStreamSender i FH B XS FE A& A B FEJ8(5 & info H, #E4T 1sb BIEMEH A
String info=pref.getString("Secretinfo", "");
byte[] msg=info.getBytes();
WO B BAR B SE I AR N R
£ RtpStreamReceiver FEH1 T UATAE (5 E/H:XEEX’ FLUR BN R R B H i R A5 .
rtp_socket.receive(rtp_packet);/ *i‘mﬂﬂ SE*
mess +=Getlnfo.getInfo(rtp_packet. getPayload());
if(mess.endsWith("*%*%*%")){
editor.putString("receiver_Info", mess.substring(0, mess.length()-6));
editor.commit();
mess="";
VibratorUtil. Vibrate(Receiver.mContext,1000); /723 100ms}
1t package org.sipdroid.sipua.ui.callscreen.java B[V M0 U1~ ACHS 738 5 S A= il “FRUOE 2.7 124,
XHEIE BT EER, FEAMLT:
case RECEIVER MENU _ITEM:
finalAlertDialog.Builder dialog = new AlertDialog.Builder(this);
String receive_info=pref.getString(""receiver Info", "");
receiveText.setText(receive info);
dialog.setCancelable(true)
setTitle(" SRR 15 E")
.setView(receiveText)
.setPositiveButton("fffi &£ ", new DialogInterface.OnClickListener()
.setNegativeButton("H{7H", new DialogInterface.OnClickListener()
HpE B E L7 —A Vibrate FHL LRI RN FREE
RS A TSR AT AL T OPRIE, A SCAE 28 BRI (]3304 J2 B - LS B S503k A Al _bonf FLadE AT itk s
PAE BB RE (5 BRI S 4 AR B A B RN AR 15 2 A 4 X
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W1 W E— byte #4 datal AAFEIS + HTARIR + FR{EE dataO+)5 bRl

R 2 WA G B A KT R NS A28, B radio.length>datal.length*8.

IR 3: ¥ datal Al radio IR 7T FE MRk 8 o7 i T sRAF4k, 4 IAZ A% 31— 4504 ch A — 4
4 chars2 4,

W 4. H ch & —NI0ER B ¥ chars2 BN IG R FIEBRARAL.

IR 5. chars2 B4l — ATk B, FALH R Byte 204, AT 1R

FhE A B IRBCE IR

R WG AR AR 8 A I A GRS chars3 W .

W2« R chars3 FEAN TR AR ORAFE charsd W, FRREEH R A H d6 .

3. EIRHIM, AFAR 1(0-d6.length-1) b TFEE,  HIES 1 I /2 150 0.

IR 4. ERT—BIIEAE b, RS 1 WU 0, TN i-( + 47) 2 75 9 AP A5(000011111111
000011111111000011111111000011111111), £ AF, WIARLEFIWIG + 48)-( + 55)& F ARTFRIR(10010001).

IR S fEPPR 4 AL AR, MITFMEHEEUE S, BRRIEIA AL 8bit, FF H W2 52 G hs R AT
(10010001).

IR 6: TR S PR FAIWONE, WS IEIREG W ERFE d6 Bk TR, B IR R o
info & [A] B 9 Bk A5 K

3.2. Sipdroid 15 2SI REMIR LR O

TS TR BB TE IR A IR P RIS I SR . N 3 AR R S AT R RS ) e
(1) Sipdroid AT AR AT B8 I UL RN ot S PP ARt 8 N EER SRAG 05 B 0T A 1) S W o SR ) B 1
B RS D RE LI IR, EEBOE BB T RN B A S BT 5 N HORE 5 o & R 2 B R AR . SR
Tiidse: BENLEIBCE 52507 70 nIE S5 S M BTEEAT >, 2 BT IR G SRS 15 3] 0
P41 (MOS: Mean Opinion Source). MOS J& — P4} S5 04T 5 J732:K F L vEor bt . MOS P49y 771
ARSI TE L2 10

AT EMMEARPIN 8 S B3 10 A, B 755 N, G5 REHTIE S WS a4 isiEn mAas+
34050, MRS MRS IREFIME, WK 2 s, 8620 s dFNNREEE, X Hm S SRR
AT JG Heh — IR R B AR AR, S5 R 4. S B, SR\ m e R R R G e,
I3 AT I JE 15 & BRI . IR AT S et — HE B BRI 6. 1K 7 B
N, BRNIRLEAS B R RL S E B AR 2 iR,

K24 Sipdroid RGEAL T IT LI ZE IS, Bt LAE AR 00 5 i ek T B 28 IR B A 5, 7E 48]

Table 1. MOS score criteria
= 1. MOS SR

5 G HI(SOS) KL HI(DMOS)
5 it A E

4 B Rl 55

3 i HEESE, RBA NI

2 % RS, A A (AR
1 % R 2%
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Table 2. Information Hiding Implementing MOS Values Table
% 2. [ERRRRESEIL MOS B3R

T AR MOS { PHIME
B BT 4.7 4.6 48 48 48 47 47
FH— N 43 42 4.4 4.2 43 42 43
ot R 4.6 4.8 4.6 4.9 4.7 4.8 47
ot NG 4.4 42 43 4.6 42 42 43
=t RN 4.7 48 4.8 4.7 49 47 438
HE=A 79N 43 42 45 42 44 42 43
EUYLH N[l 4.6 438 49 46 47 438 47
EPYLH HMNJE 43 43 45 4.1 42 4.4 43
SBHA L ONl] 48 47 49 438 438 46 48
FEHA N 4.2 43 4.6 42 4.4 4.4 4.4

HEIR 3
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Figure 4. Change chart in the delay rate before and after the algorithm is added
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Figure 5. Change chart of the packet loss rate before and after the algorithm is added
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Figure 6. Change chart of the packet loss rate before and after the noise is added
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Figure 7. Change chart of the delay rate before and after the noise is added
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Table 3. Information Hiding Interactive Data Sheets

*® 3. ERRERZERIER

Hil ARIER I E R
H— T4 403 T4 T 403 4
ot FmAH o101 FmAH o101
B W5 abc123 W5 abe123
EAIIE] Pk HER Pk HE
BHM FAIIEHE 2 123456789@qq.com FAIIEAE 2 123456789@qq.com

WArRER A AR ENE. A 3 MEE R AT LS B A B RRIRIIRER) Sipdroid RGVRBA RIFHTE S
JiEE, XFEEE 40 185 R AERRGER R, NGB ERBIIRE )G 1 Sipdroid R 48 240 R ANGEIR F A4
B, BTG BRI 2 5 i Il T BRI, T SRR B T R AR AR R
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