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Abstract

Private Set Intersection (PSI) technology can calculate the set intersection of all participants while
protecting the privacy of participants’ private data sets. As a key technology for privacy compu-
ting, it has been widely used in fields such as cloud computing and data mining. Ciphertext equali-
ty test technology can determine the similarities and differences of data encrypted by different
public keys. This paper designs a multi-party privacy set intersection scheme based on ciphertext
equivalence testing technology, realizes the privacy intersection of private data sets under differ-
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ent public key encryption, and uses the authorization trapdoor technology of equivalence testing
to extend the scheme to multiple parties. In addition, considering the computing and storage costs
of, the paper introduces a cloud server to share the user’s computing and storage overhead, and
proves the security of the scheme under the semi-honest model. Compared with existing solutions,
the proposed solution has lower communication and calculation costs and a wider range of appli-
cations.
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1. 51§

BEE (G REARR R SR PR EVESE A B0 e &5 ) AN B 2. A AR Iy
AN NBEFME BB ORS, ER RV PR S AT R A TTHL. V12 i BEOE Ab BRAE AR 75 A AR AL B 1
CRF WAE—TR, EEXTIEARER R VER AL G, TR ELERAE F P AR T A A N DL R SR A Sk
HAT G RN . X TR 20K A F P B RS B 5 R e 5 B B0 R AT A S PR IR, 153 —
TRARAEE, DHEWTIZ A P 0 5 AR . MR AT AN T sk G i K B B R A A T A
RS FE AT LU Pt S AR S SRR SRR, R A B = IR S5 7 AR A — P SERTAT )
T 2. SR, GRS NSRS, F P AE EAREER I I A AT 7R B T B R . 2= IR 55 s G 14
ARV IN 2R B B SCEHE A2 AR R S — Nk . el ki — & T 2 F P I PSI 5 LR B S
M EAM FEREZ — Pk

FaFABE A SR ZZ(PS) L VF &N BB S IS 5T EA BT ESE RN T HHE RS 5771
LEEAEE . Meadows B VR F A SR S28L PSI [1], HAZO&F)H Diffie-Hellman 255758 # b 30K
P B SO S AL N2l S5 4 S2BIL PSI B9ThAE . Huang 2501 Yao HLERHIE T B sei PR R Y PSI
2] T SEILEE N2 A R PSE W B T-Ra A BRA[3] ke [4]. AL EALH[5] [6]5%5+H
A PSI PR ARLRER o (E, B ISR EE T 005 (1, XU B SO A TGV A2 IS R R A
TR IRBI NS SN S M HEEZZ N #1725, Freedman S5 N I3 H TR T RS INEEANZ
J7 PSI 7 E[7]. teah, BR8] 2 HAF AU, A& R LR ER AT Z 7 PSI H
W AHLR SR o SRTMTIX L AT AT H 2 P I 28U, 278 BT 1. BT R iE B AT
HE, AR TR RS T TN AL TR PSIARSS, WAL BRSNS RS T, R AR
RIS RE P A/ R B AL AT e i3t PSI RS . Kamara 26 N H T Bh = IR 28k - #2575 1
TFEIFES . 158 BF SRFHKEE TP M2 77 PSI J7%[10]. Debnath %5 A\JEF BF F ElGamal [F] & hn# 4
ARSI T AR RSB R 2242 77 PSI-CA Wil RE W, fEAERINRH S PSI TRF, =4
T ELREH F P A7 A 30 22 3 IR BT 80808 5 I 102 507 13647 PSIL X AER %R 2 577 A PSI K4
Wr At 2 5 7 R 0 . 55— 7T, [11]48 H B T@ B B T SR i, XA B iy 1k [
eails FH R nT RedE, XFh T8 A0 TR P SR B0 AT DL R AR P B il i =Xas P B AL TR 3 e ok
TERBIHER. —AH PR E BREREE S . RS 577 R P AR . S A
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ARAT AR HOX NP, ST DA 2 2 B0 2 40cHE Lo st in) i, RIS 4 I AHA R, R P
A DASEANHEAT R 2 B RTHE T, At B35 SO IR B SO TR AR [F][12] o Yang S5 8 (X3 T 2% S S (E it
NN ER (PKEET, public key encryption with equality test) [13], 5 [14] [15] [16]5%F & {8 Ml A i3k
T, RPN THRBUEREE, HRBRAE RS 6 Fho SCBl 7 fa e REHHE. kLS
5T HBI[A7]. MDA BAR K iE APSI SR SEHLAT AL/ PSI,  [15]14 ] SPHF (smooth projective
hash function)#4i% PKE-OET J5 LB Al # AL AM PSI SRASAEMIBR N7 35 R IR o (B 5 8l £ 07
1 PSI 7%, T e BV 2 F P 3R, IR TE B Bt 2 H - B R P 51 B #8765 2 22 T 1 PSIL T & .

AL, ASCEET[17], R % SCEE MR 7 VA1 — A2 77 TR AMEL PSI 5 5. ARSI Tk an
——F:
(1) 2 7 — M ETE S EN 2 77 FRAVEE G 3K A T7 % MAPSI (Multi-party Authorized Private Set
Intersection over Outsoursed Encrypted Datasets), %5 Z& 7 F % SCEAE MR AP AS R B AU AR 1K 640
JERZTi. ARTAERETRZARZT PSI J1%, AJ7Z0 LLSEIAN R AN E N BRI RS RAL .

(2) EXHAMUE SCEENKPERT, ARG 7B 2 77 PSI B, (RIS T 2 7 B & kA 1)
BRI SEARMN .

2. &R

(1) FPER:

7E MAPSI 1, 55 5 A A AU, P T AR E 2 586 RS BAREMA o B a] U
FHRUT DU AT SRR 5 = RS A SRR . A T7 Zed, JRATIRE — AN 1A 22 IR 55 4 KR KA1 R 1)
Z 5774 leader, HAMMSEIRANZET7.

(1) HPZRRBL: (X2 ) ZRPENXT, SRS & LU P A B A E S 2 577 T 6
RATHRAE

(2) BXLRFRL: (—XZ) 2P, P faeEmashadds, S5 thiseirids, =
JIk 55 4% R et P 1 E BB AT R 0 2 507 48 € R HEAT 25 RS 1 .

() P HREFIIRIL: (1652 20 Z)EZRBENAT, AP ARBRZEBIEES, MREESS
T RS R RERT P BB AR E 2 5 07 SR AT SR A RS HRAE .

(4) FAREIEAL: (1558 — X —EZRBETS, AP AURER A R A FN R E 2 S
77, (53— 72 577 0 2 5 R EHE AT IR, RS R e P R E RN EIE SR E S 5T
AR 8 B HEAT SR A SRS .

(2) BERARELLEL:

MBI AT se e AR . fldn, — A i IR E B QAT R BAE AR, X RAZ xS
FBARFIRIIER, Wl T iE S SOOI o i HAth ] 7 AN 23 IR AR SR AZ (0 B8 4R th 23 18 78 SR AS Y
2577, WHURITERE AR E RN . RG4S 577 WS IRIERE, sRGHA RN &S
TIHATERGRAZ . BIREXIARM TS, ERIMEAR, 1ERE NS 5T 2 HEAEG R R AR
ECA R LA o

(3) OPSI (Outsourced PSI):

HHEMAEIRT B S50, MBI SRS &L, AT BT RG RTINS, HEiia &
DRSS AR RORER, I E CBIE R TTROIR S B IRSS & . DRSS BTG, Kt 5ss
RREGEAZ 577, 5T ERPITIRERIERBIES R ML R .

(4) Bilinear Pairing:
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’ %%EA

% G,G,,G; 2L p NREP W =EAHEE, N T 1AM g,eG,0,€G,,abeZ, , WEVEMS
8:G,xG, — G, i /£ LL N g

- gtk 6(9f,0%)=8(0,9,)"

- B €(9,,0,) =1

- AT €(9,,9,) 2R BT mRG TR

(5) Bilinear Diffie-Hellman Assumption

G, <9, >G,<g, >G; ZLL p AR IIEAEE, €:G,xG, > G, /& — MWLM, BDH fiiX:
5 — AT (0,07, 00 0,,05) » A (ab,c)e-z; , RET AR E AN I 5 A 95 R 150
8(0,, 9, )" MRS KL T L ZmE (1) .

(6) Decisional Bilinear Diffie-Hellman Assumption

G, <0, >G, <0, >G; L P NREF G, €:G,xG, > G; /& — MMt it, DBDH i ix:
thiE A TOH (00,00, 00,0,,05.2) » S (ab,) ez, W FHE R 2 TS 5 A A5 R h I
6(0,,9,)™ = Z (RIRETE S T A 22K 11

(7) Yuanhao Wang ff] APSI 7 &S+

AT TAERET Yuanhao Wang 9% APSI 5 %&[17], BANH A B S AR

(pk,sk) = ((09!,0{,05.).(x.2))

[ N ) =05 A bR BBOR DR AIE 25 i 55 2 30T AL TH BRI PR 5 S 22 Al L. 1 S ) L P 0 e i 4
A DASZ B iR ST 25 55 A AE AN 28 W AR S IS 00 T AT B TH AR, R B S O SR A 5 R
IMBNRBET T R R Eh, SEEU T 18 58 RAZ T SONUORES R I fE - 2 Rk 55 4 A A Bl i A 3 10
BB TR SCAE IS AT DI Ji b W S 10 e A W A5 (L R O e X o e R i A P FR 1 S A
B e A L PR XU O el 7T A 2 X7 HE) B SO A2 T A A

7 G L S A FH XA o e 4 i m] ASS e R M O 7 RVBRAI IR T TR X, 445 25 e 55 2 )
PAEAT 35 SR AR ], (HICIM AR 2 M 7 B S0, B SR ] 22 18 R 22 30 SEEAN [R] B3 AU 3

3. MAPSI 5 Rigit

TEXA Sy, FATHEH T MAPSI RGN T %07 RIEAMIERTE, HFH—ALm4 4
BT RIPITIERE

TSR R R SRR TN AT ASE AN [R5 900 (¥ W SCREAT e RS, R AN )
12577 EA B SRS B SCR SO0 T AT DO AT R AL LA Bedh, AR SR AT A X St
fruriEs], BRI G EIRACALNE, SEIUE — KRR AT 25 R AE B IRE R & 1Al 24T
1, WMISEBZAZ 5T TRV E A RECHIERAE . JAh, 1207 Bt S 5 RS BEAT V5 4% ) 45
TR 2 R ERIE IR, P AT A E B AL SRAZ K Rk — B it 7 R R % 4. IR A
EREPE, P AUE PR 1T AT DA i S AT BRAA IR G 3R AT o S X v [ SR A2 45 AT ) Aol kAT
EERE, MARBFAEZSETTAIE

R P 3 SR T S8 W AN [R] 2 BN B8 1) 85 SO LR B SR AR TR AR SRR T RIS PSI 7%
AEAL TR AL A R APIREATINE, 235, AR EILE W — DAY B AR E P 2
ANGXT, IR E B ST SEITA, SR, DS BB s AR AR R P AL B SRS AT Bl
R 2R 55 a5 AT SN E TR AT B AR B SR IR 1T, A BESEIL P Bt
vy, IO PR SR A SRR A T HORSR .
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31 ARAGRRE

—: RS APAT A RCTT) IR
1. WIEAL R 77 A
1) Setup(l‘):iﬁﬁ)\ﬂ%%iﬂll‘, ZHEHERHRENALSH, T
- EEEECN PR G,,G,,G; (PR —1MFRE), H g, 2 G AT, 9,726, WAERMT, — M
LikicHé: G xG, >G,, ML Uw«E—G,.
- EARTEEH, {01 > G, H, G, - {01 H:{0,1} {01}, i), KRG, MmE
KE, |, ForBdlla s KK, |, ARRZ PR,
- WEAILSH pp :(GllGZ’GT' P, 01,9y, U, W,E,Hy Hy, H3) °
(2) KeyGen(pp): %1 AN ~ 3t pp . % H ik ok BB N B xyzet—Z) , fi
(pk,sk) =((07' 07, 07,03 ), (x,¥,2)) -
2. N A
(1) Enc(pk,D): ¥iN#dit#& D=(D,,---,D,) FILAH pk, KA1 D eM , Fithif) % &4 C 451
T
- X T D eM, BENLEREY, K, «"—2Z, HEEEES.
Ci :(Ci,llci,27ci,3’ci,4):
Ci.=09 *, Ci.= g, %,
Cis= (Di ||ri,1)® H, (é\(glx1u)ri'2
Ci,4 = Hl(Di)'(glz " D H, (é(glva)rivz)
- Set C=(C,---,C,)

(2) Dec(sk,C): A EHAC =(Cpperr,C, ) FIALH sk, FLIEHIHHHRSE D fn T
- XN TAEER G (1S i< n) ’ ﬁﬁ(Di "ri,l) = Ci,s ®H, (é(ci,pu)x Ci,1||Ci,z ||Ci,4) °

# 9" =(Cyy) HH, (Dy)-(C )@ H, (é(CiYZ,W)y) =C,,» HHEE R D, BINR A L RoRifE R

- R [ L5 Set D=(Dy,+-D,)-

3. FAITHI A

F P AT RLP= A DU 82 (R 32 A R 1R B CRIEE, 2 IR S5 45 R TR T TR AR BL 32 B 2k
ITERGRZTERME . BBFATTE W R PUFR.

1) BB—FRALFATT: FrA I 3% ST DURIME 2 136 S0 T Hh R

Auty (sk, ) ST A IR sk, o B0V Hh 28— R KT o

td; , = (tdf ,,td?, ) = (W, 2, )

VE: FRR BRI R T, TRR A SR OIS UL
2) 4 MR T A RO P ST RIS E P 3 S AT LR
Aut, (sk,, ks ) ST A BIFLET sk, RIS B IHIZAHT phy o BEVEHRIN ST — RPRI ROIATT.

tdz’AﬁB - (td;vA%B ’tdZZ,AHB 'tdg,AﬁB ) - (WyA ’(QZZB )ZA ’(g2ZB )ZA.ZA )

Ciallcizfcis).
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VE: FhR Ao e ZORFT A KT B ALK
1) SRR T: R LR G S, KRS A VPRI B P ST E
Aut, (ks C, ) I A HIFLH sk, AL C, o RS = RO,

tds e, = (tdal,A,ci ’td32,A,Ci ) = (Ci,zyA , ZA) = (glriyz-yA : ZA)

Ve FHR ac FoRFL A BFREEL C AL
2) WIVUREPRG I T: FILP AT LIS S 3, X S AR P (0 ST R
Aut, (s, pkg, C,): HIAJE T A BIFME sk AL B (IS pky o SEVEH N S8 DURIR ALK 1

td4,A»B,Ci = (tdi,AaB,Ci ’tdiAaB,Ci 'tdf,AAB,Ci )
=(et (o)™ (o))
- (g{”'“ (92 )7 (o2 ))

ZIRSS ARAEFRUSCER L B T 1 Ja B b AR SEE R e R, b Al IR 2 AT S5 Dk
XHIRR W 1.

Table 1. Authorization trapdoor and equivalence test algorithm comparison table
F 1. #0a5FENREERE

P A PR
A AT =T FPUFPEET]
AT Testl Test, Test, Test,
. AT Test2 Test, Test, Test,
B iU o
J B IR B =FAT] Testl Test, Test; Test,
U] Test2 Test, Test, Test,

4. SRR

HXIAFKZS 5T EHER AT SRS ST AR RS E MRS R TEEEA LT

- Test, (C,,td,, Cy,tdg ) : SIA PN SCEES C,y, Cg FIILARBLAYAZALRE ] td, td g, EEXTAS AR AL B
REROERE ST

XTAEME L C eCy(1<i<n):

- R, 2 EE MR T Tt

LT LR
T - C,®H, (é(zci,thdiL,A)) ~H,(D,)
Ci,1tdl'A
- W, R =AU T, , = {td,  [L<i<n}:
LT ES P
C.,®H,(é(tdl, .. w
T - 4 z(td( 3,AC; )) _ Hl(Di)

2
3,ACj
Ci,l

X TAEE L C  eCy (1< j<m):
- WR tdg BB AR R A T T td g
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g R
Cu ®H, (8(Cy, 15 ))

T = =
tdig
Cis

:Hl(Dj)

- W R RIS Tty = {td 5 [L< j<m) -
i 45

@M, (é(td;Bycj w))

i 2
C s c j
jl

T,={Ti<i<n}, T, ={T; 1< j<m} A M A %Dﬂ%)j B LB T AL AR S5 R A, THE
TAmT RELE R L, {Ci|CieCA,TieTAmTB}, User, , J& A4 %%LB—{ J.|cj eCq,T, eTAmTB}é’a‘

=H1(DJ)

Usery o
- Test, (C,,td,, Cy.tdy ) MNP N LHEA C,,Cy RIELARR FIFEALAT T, tdg > H S0 R RIHEAL IS
REREEE S e

TR C eC,(l<i<n):
- IR td R PSR A AR [Tt ,

_ (_‘,i‘4 @©H, (e(ci,zvtdiA)) _

td?
Ci‘l

Ti= é(si /95" )tdEA = é(Hl(Di )’ 9, )ZA‘ZB
- ARt A AR M BT T, L

S=C,®H, (é(Ci,Z’td%,AaB )) = Hl(Di )'(gle )rm )

(S tdZZA»B) A Zp-Zp
Ti—m é(H,(D)).9,)

- I, S AR B T, , = {td,  [L<i<n}:
G, OH 2 (8(tdd ac, W)

i td?

3,ACi
Ci,l

=H, (D),

Ti= é(si ' gzzB )tdevA = é(Hl(Di )v gz)ZAAZB
- Rt RS DURR S BB 1T, o = {td, o0 LS T <)
5 =C,®H, (é(tdi,A—m,ci ,W)) = Hl(Di )'(ng )ru )

é(S,,td?
T ( t4A—>BC) :é(Hl(Di),gz)zA,zB

: é( i,lvtdiAaB.Ci )

MTAERC, eCy (1< j<m):
- IR td g A MR AR T ] td g
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T; :é(sj’QZZA)tde :é(Hl(Di)'gz)
- I td, A R A Ttd, , g
S, =C, ®H, (8(Cpputd}a ) = Hy(D; ) (07)
C8(Stdia.)
DTRG0 “H(B).0.
- Bt , S A = AR AL T 8, = {td&B,Cj << m} :
SZCM@Hqu@qw»

j td?
3B.Cj
BCj

ijl

)zA-zB

:H1<Di)’

T :é(Sj,gzzA )tdgz,g :é\(Hl(Dj)'gz)ZA'ZB

J
- W R PRI Tt = {1y g ac, [1< ] <)

Sj = Ci,4 ® H2 (é(tdi,BaA,Cj ,W)) = Hl(Dj )(glzB )rjv1 ’

A 2
TJ— _ Ae(sj’td4,B—>A,C])
e(cj,l’tdj,BaA,Cj)

BT, ={T<i<n}, Ty ={Tl< j<m} SRR A RUE B SALRAT T4 IR gs R4, 115
nmg,ﬁE%%%g=mp@0@mﬂﬂﬂJ%mmvﬁ@%%ﬁgzkwqe%menmgwa
Usery -

. BRI G R

T R BB R LT IR — kS5 &, HIRAEAE T 2odls LR AT 3 S i, m A
2577, FRRNES (User,---User, ), A n AMdE4ES D=(D,,+-D,) -

1. WILEL AN SO A

1) {71 Setup (1° ) 72 ARG AILBH pp = (G, G,,Gr, P, 0,,9,,U,W,E, H, H, Hy ) o

2) HP i fEH KeyGen(pp) ™4 H I ARVEART ( pki,ski):((gfi,gIYi,gfi,gzZi ),(xi,yi,zi)) .

3) A/ i A CIMA pk ¥ 813 D, I 15 38)% 3 ¢, = Enc(D;, pk; ), I3 B I3 S EAE SIS RS

)ZA'ZB

=é(H:(D;).0,

2. SEHEMRRAE .

N TR TT SRR, FRAVBBHE AR IR IR 22 IR 55 3 R A& B T TR BEAT S I R, IF BANE &
Xof B SO AR, BB P AN 206 SR A2 1A A €0 AT 4L BR ) (R 52 A €t AT BR ) (AR n 17 e 25 48
TR H, BIAMEEH 35 —SRAE TSR AL D). BEAh, AT7 =, AT S — 2575 User, /E A leader ,
leader ## T HAM S 57 22 UIEMT A Z W%, B2 IR 4 R ST E N ERE, Hih2
577 R AT — SRR, R RS SRS RIE —EAET]. AT T EX S, FAVER TR
A B... RACE User I FARL2... .
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1) ¥4 User, R 117 AR 7 AR 45— 2B T T 1td, = td, , = (tdf,,tdf, ) = (W, 2, ) oot itd, 110
T bR on leader 1 IR R IEMI ALK [F B, User, t 77 4 6k N1 5 — R BB T
tdy = (105 1075 ) = (W, 2, ) RIEGZMSS 85z S5 2Bl leader F1User, AR I 1) /R AT 45
IR ERAE, 3R [ SCREE IR 45 2R 45 leader .

2) leader Hzil B 2 R 55 23R Bl MRS SR 2 J5, 10 AN [7] FR) 2 STBHE 7= A AH L1 5 = 2R AP 1)
{Itdz}c, =td; ¢ :(tdg,A,Ci 'td??,A,Ci):(Ci,ZyA’ZA):(gfvz‘yA’ZA) o [, User, 77 A2 58 — R ABLRE T
tdy o = (td]c 17 ) = (W, 2 ) I RIELE RS 85, RS BHUEIR 4 leader A User, MBZRUEI TS, X
P RS AT BSOS I R . T leader I 20Xt SRASER A M SE RIEATIRAL, XL AEAS e & (3R (]
25 5L leader, User, , User, 36 [ 45 424

3)LAULRAHE, User, iKUK B CIIBALIAT] EAELE RS 4%, [ leader 4 ¢ A AH SL I 35 = 2R #AL
Ml ks as, o Mssan Rt r S E M BRI, BERR)E — D e RS E MR, ok 4
iR [ A S IR S5 SR T 2 507 LR B 4R 4

3.2. ARWER

B, RS ERMBEETRA T I : AT A RS SRR ). s 1, 2, T EIIY)
AT B, F P B B CRBEE AT N, R e i SO AR R S RS As e O RAIHATEY
B, WP H R BRa T 8E R b m i ds s . IS asBE it o, 2 k55 4% 58 A E
BERAE A, RS E IR 4 REUEFRUR R 25 1 . P BaE R D, %07 S, A8 H TR B TR
N, AW, —JH Jyleader , leader it th Bt A 1 ] TR A SR ASHI SR — R BBUKE T,
AILASE F T SRAZ R HAR RS BRALIGE To 53— 3 7 9@ I {User,. User,......}, ZEBH] {21
P A — I — R SRR A T P BB RR AT, X T leader 15, = i ds & 2 HAFIREE
EMNR I R A IR 7145 leader o XTI, RS54 2R & S MG 45 R Gk 8l 45 i

HIH
A1
1LMEHIE t
235K ARG -
AR > EiEE

Py Ed

Figure 1. System model of MAPSI
1. MAPSI H R G 1R R
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AL M2 HPi P

Figure 2. MAPSI communication model
2. MAPSI fUiB{51%8]

KTTF R — TN B AL R & R W (OPSI) MM, (ERFAT 2 T7 RV G R L 20, H 25k
A H B SRS F AR = k554 BT A2 a2 mnE s o, ks
BAH PR, SRR P U SUE B o ZRAESEEL T AER H = IR 55 2% 1O A7 il T e (1) [ i OR Pt 17
R P HIBEFA . 3 —J7 1, FH P8 AR 1] J7 2R S8 B H8i8 5 10 BRI 7 3], ORIE = IR &5 48 0%
b SRR EH P8R SEEZS 5T AT RS R HRE)S H P B T £ 5K . [N, fERIE
FH PR AN B 25 i 55 25 BB 3 AT B ACE BRI RIS, IR T 1 2 IR 25 4 1 FH 2B 11 04T S5 AE 0K 1
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JT A X 38 P P [ s 5 WA [ B SR8 (0 T R T DL SR TR, IR SR ARSI 45 S A T A
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AR BRI S0 T2 WSk 2 IR 55 251 & & OW —CCA %241,
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DOI: 10.12677/s€a.2023.126087 905 B TR R


https://doi.org/10.12677/sea.2023.126087

Table 2. Comparison of multi-party protocols based on public keys
2. 2T RPEMZ T PSI YL LR
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B mEE SR Leader Client Leader Client
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