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Abstract: This paper describes a DoS attack model of SCADA communication system, and calculates the probability of
success DoS attack based on Bayesian network. After the calculation and analyze of actual link, decision maker can assess
the probability of DoS success attack against the SCADA communication system, as well as counter measures against the
attacks. Ultimately, decision maker can fide a most effective counter measure to optimize the communication link.
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Figure 1. SCADA communication systems
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Figure 2. Model of DoS attacks based on Bayesian Network
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Table 1. Description of nodes in the model
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Table 2. Quantitative of various measures
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Table 4. Basic situation of links
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Table 3. Conditional probability table for jam radio signals
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Table 5. Configuration information of links
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Table 6. The probability of success attack against links
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P(B1) 0.049 0.049 0.070 0.141
P(B2) 0.036 0.036 0.072 0.036
P(B3) 0.058 0.096 0.115 0.058
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Figure 3. Comparison of the probability of success attack against links
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