Smart Grid % B, 2018, 8(1), 1-7 Hans XM
Published Online February 2018 in Hans. http://www.hanspub.org/journal/sg
https://doi.org/10.12677/sg.2018.81001

Security Analysis and Early Warning
Research of Power Big Data

Wei Meng?, Yudong Wang}, Jinmei Yang?, Bin Liu3, Mao Lin3

!Information and Communication Company, State Grid Liaoning Electric Power Co., Ltd, Shenyang Liaoning
2Zhaoyang Power Supply Company, State Grid Liaoning Electric Power Co., Ltd, Zhaoyang Liaoning
3Nanjing NARI Group Corporation, Nanjing Jiangsu

Email: mengmeng2925@sohu.com

Received: Jan. 10", 2018; accepted: Jan. 23™, 2018; published: Feb. 1%, 2018

Abstract

With the development of power grid technology, especially the deep integration of power grid and
information technology, more and more data have been accumulated by electric power enterpris-
es. These data are the core assets of the power enterprises, which contain a lot of value informa-
tion, and are also the target of the unlawfully attacked. In this paper, a big data security early
warning architecture and core algorithms are proposed based on the safety analysis and early
warning research of power big data. The experiment results show that the proposed architecture
and core algorithms achieve monitoring and warnings of security events, and judge the security
situation intelligently.
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Figure 1. Power big data security analysis and early warning architecture
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Figure 2. Machine learning monitoring framework
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