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Abstract

Battery Energy Storage Systems (BESSs) based on communication channel technology play a pi-
votal role in the operation of modern smart grids. However, the interaction among participating
BESSs presents a high risk of sensitive information leakage, which can lead to severe consequences
such as grid failure and thermal runaway of BESSs if attackers exploit the stolen information. To
address the security control issues in interconnected multi-energy storage systems within mul-
ti-source direct current microgrids, this paper proposes a novel equilibrium management strategy.
It employs an improved distributed consensus algorithm model that ensures consistency among
BESSs by adhering to constraints on the relative rate of change of the state of charge (SOC), while
optimizing the energy load of each BESS to meet the overall power demand. Furthermore, a diffe-
rential privacy protection mechanism is introduced during the communication process between
BESSs to prevent eavesdroppers from obtaining accurate system information. A multi-level priva-
cy protection framework is also proposed to accommodate different charging and discharging sce-
narios of BESSs. Finally, simulation experiments conducted using Matlab software indicate that the
proposed strategy can extend the energy utilization time of BESSs by 66.98% and also provide a
certain level of privacy protection while ensuring balancing effects.
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Figure 1. Block diagram of distributed BESSs
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Figure 3. Variations in SOC during the discharge process
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Figure 5. Discharge performance of regional BESS without balance control
[ 5. FTifEresl T & Xig BESS M ik

AT B Sl i N S B AR A I S 4 P, FRATIR & 6 > BESS Lt T Th R A MEEE R Ps(t) = 12,000
sin(nt) + 120,00 W, FT AREAN X IR T FR AL T2 9 Pi(t) = Py(t) = Ps(t)/8 = 2000 sin(zf) + 2000 W, 1j H.45
WE 5. K6 PR, K5 R THETHHEERT SOC M ARLMINER Py 24k, i Py /Pty RRAYGE
SEERUIR AR I, 2 Poees /Pocts 25T 1 FRIhRAME S HIEMEMEE, fBS 1 FoRThRIME R

DOI: 10.12677/mos.2024.132177 1904 e RSE TR


https://doi.org/10.12677/mos.2024.132177

e %%

FOHEEME, AN 5 BT DUE HAE O R o s R, 7EES 3.735 /), B 2 X BESS # SuIA B A Ak
SOC FR#MZ I, SEEh R MR B E . & 6(a)F s i AN 5% T % X 45k BESS f) SOC 251k
2, MHATLLEH, & IX4 BESS IS T e HIEEMH 0.1, 5L NI aMER R EKH] T 6.262 /)
i, SHEAREL, RERE AR AEK T 66.98%, FHAEEX 6.262 /NG /NT 0.5 /N IhE Py, K
0. HHE 6(b)RTLLE i, B EE TR ASE M B NITE(13). MFRYL, EARATMEEEIERT, &
G BRI T ZAMERS ]

x10*

X 6.271
N

4 5 4
i) (i) W15 ()
@ (b)

Figure 6. (a) SOC variation curves for regional BESS under balancing algorithm; (b) Variation curves of x
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