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Abstract: SaaS service model not only greatly reduces the cost of enterprises, improves business efficiency, but also
improves the management level of enterprises and accelerates the pace of innovation. However, it is an unavoidable
problem that how to protect data for tenants when the data stored in the SP (service provider) data storage platform. And
as the big amount of users in the platform, we also have to take management of user into consideration. This paper de-
signed a new access control model T-ARBAC (Tenant-Administrative Role Based Access Control), combined with role-
based access control (RBAC) model, to support multi-tenant access control and facilitate the management of SaaS plat-
form, meeting the requirements of diversity of tenant roles and independent access of coexisting data.
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Figure 1. T-ar bac access model
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Figure 2. Design of access control database
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Figure 3. Procedure of application for service
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Figure 4. Procedure of access control of resource
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Figure 5. Procedure of access control of management
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