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Abstract

This paper uses two methods to analyze the division property of the S-boxes, mainly for the
S-boxes of MISTY1, Camellia, AES, SMS4, DES, GIFT, Gost, KLEIN, LED, LBlock, MIBS, mCRYPTON,
Midori64, RESENT, PRINCE, PRIDE, Piccolo, PUFFIN, RECTANGLE, SKINNY, SPONGENT, Serpent,
TWINE, as well as 16 optimal S-boxes. The first method is based on algebraic degree, using the
correspondence between Hamming weight and algebraic degree to find the division property of
the S-boxes. The experimental results are obtained. According to the rules of division property
propagation, we can obtain the theoretical derivation values of division property, compare and
analyze experimental results with theoretical derivation values. It shows that there are a few dif-
ferences. Since the same Hamming weight contains multiple cases, it may be hidden, so the second
method, that is, the detailed division property, based on bit level, is adopted to analyze division
property for each case. As a result, there are better results found than the first method. Lightweight
4-bit S-boxes have division property that can be utilized. 8-bit S-boxes based on finite field inverse
have high security without balanced bits. This will facilitate the security analysis of block cipher
algorithms and help to reduce time complexity and data complexity.
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1. 5|8

AR [1]/2 % i %53 Todo fE 2015 ERCH 2 EHEHRE), BRIV AHE . BRI 5 %00 5
EEA AR R HORE S M S5 AR IR B R A, R mT I8 AT A MR A IE A AR X o A X TR AR
TR R R

AR — &R, 5 RTEEF A i — P 7T . Bing SUN 28 A[2iEMHM NEEFR E D LR EDHF .
Sun L %8 N[3IXAI RV T E— B 00RE, SIN T — P& ——arBPEE G [4], Rt DRI 1Ty
T 8 MR AEATATT R P 1 AT 23 1 5 o e % R A AR A B AR 1) B8 22 B M SRR AT 23 1M T, AT AE 73 2H 35
FRIEX R, BB T B EOR, BIFESRST 5 FRAEAS B AR AR F8 e 2 BRI 2 R 2 a) S B
Pra[5], XILBR_FIE I AR 5 2% BE AN X 43 S8 K FE Z I 4T 4 O 1 A BBl 1S5 4% 3% AND #1 OR
EHEMEET R R 0 PEBT, Sun L S8 A[61UER] 1 Hi%m A AT 20 PR B HE- T H O 20 Xl 2 035 76 A B Hh T
SHPERUIRAE B T AN XS . JUER ST T O IR X SR B IR S I R R R I, A T
PRESENT. Serpent 1 Noekeon {EAR 7340 M7 T 1% 41

AR 3 Mo o (R T 2 B T I B S . T T LR T B 23 AL B RS AR S AR
T oh I 6 B 21 PRI A A M e M B8R, TR Z2aba 5 AFE FSE2008 L gy ik4 17 2 F LR
Bk J7E(8]e WA PRI R AEIXRE — ANl BHET K. Todo &8 AR HIE T EURFII W 0P, X 4%
MISTY1 #4T 7 AR AR 4T[0 ERARIE T E R B AT 23 14 o fi 4 380 B YR X AR 2RI, L B INF TA) &2
I FEANEE AR AR . BRI, AR LR T A R I 32 AR

S ERMSHFEEEERM—ANEEIM, Al Rk BiRR, MTHermA, @t ERizEee
AT . S EXT TR FEMEERN 22+ HE, XS SRR R A rE . L
X E G RS EE 1019 ) S &, 4 Simon XK. PRESENT %5534, Al M 2 2 Todo
7 xr S @Y%, AR MISTY 1 5k, WH AR S & 56 BT 1Rl 73t B o, K3 S7
MBI, X—HRER TR, Xt S S al 7 it 7 S bR o

SRR IAT S RS SRR S &, B e B TRBIR BN T, 1930 S & — S8 n] 23 i
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AR, DRAE

ZJE T AR T e PR e M U, R T AR PR R . e X PR R ) S g 4 R AT
TorBTHEL, B4 LRy S @RA W DUE IR A MR BT A IRISY R 8 EURF S G T ELRR A
MRA %tk S @RAA KA RS, Zethabs.

2. fHxHIR
2.1. FFSi%HEA

®: BAEE LRMER. ST AHacl, % i Arifrhail, WHERw, , Ak
We = Zlea[i] °

TS WTFALEABE L (0,10} , RS RF 19— AT, CRIFL L <w, FTH a cF 9%
G, X Sp={ael] [k<w,].

%%Fiﬁﬁm:ﬁAﬂ:ﬁﬂWm,w—wp

FETHSE VRN, 8 T KO- N B S S B e, LR AR R B B AR R 7w Ay R
B R SR LR R AR R e R T .

2.2. AIrERREN

WX RN ZHEAEE, tE2IETE, FBUEEEZ 0 2 no 48RS X H AL D) I, e
IR 4AE: YGw, <k, STHERxeX, x,(x)B8=MEE; 2w, 2k, 7, (x) 02T R A

BB X AR D I, TR e(F\S), e 8 () =0, sHE&ues],
NP xeX, @, (x) AEEERERRI . AR, RV, o EAERIS AW TE, D
THO, 7, (x) TR, 5 ATHES, 7, (x) £ 0.

A VEBUALRRRIN . ¥ S 2 —A> n HURRE) n HUARFRT RS &), HAREIREC d. RN Z A X
FA bR Dy, Wi 2 EE Y HalVER D, K =[k/d]. 534k, %S &R, HiAgEa ]
SRR Dy I, S AR PR D) .

3. ETREOREH S &R MR S
3.1. ETFREABH A EEN

Todo fEX MISYT1 BEATAR > 70 AT IS, XA A S, A0So AT TRl P BT82. BLS; afl, FARHUX
123, OF S AR /R R %S, REPFHER! ANF(Algebraic Normal Form). 15 5 &1 /K 5 (7, © S;)
FR PR FNTITAG 23% S SR A PR FUEFERRIE . 7, o S; BB EL deg 55 V HIDUHIEE & w, X R 5C &R A1
%1,

Table 1. w,-deg relationship of the7-bit S-box in MISTY'1
T 1L.MISTY1 H1 7 L5 S & wy-deg MR X &

Wy 0 1 2 3 4 5 6 7
deg 0 3 5 5 6 6 6 7

1% S Gl 43 VE UL RRRFE an 2 2.,
XS SEBRAERERAE o (AR, RIS SR AR U, B K =[k/d ], T LA AL HE
WUNR 2% 3 fios.
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Table 2. The 7 bit S-box division property propagation characteristics
= 2. ST AT M R ARABHHIE

X_D] D] D D] D] D] D] D] D]

4 5 6 7

Y_D] D] D/ | D/ D] D] D] D]

Table 3. The 7 bit S-box theoretical division property propagation characteristics
% 3. ST IR AT S M BUE B

X_D] D] D] D] D] D] D]

1

S}

Y_D] D D D

1

D D] D] D] D

AR, SERAMESHEIBEA AR B D] Bk LR D], (AR FAERRI D], X T R U
AR IE ) o X B IR0 S AT AR BT R B Ak
3.2. ETFREUAB S5 EREMTRE

R 7, oS, FARBUREL deg 5 v DA E & w, Z (A5G R, W RAHEH S Sl /- L AL R AE. B
AT A PR R A SCRT, R BEA A SR SR O AT A R 2 Dy, B w, <k i, @y, (x) /20, ZE AT
IRERHUE 2 G R SR ST A RIE N DL, B w, <K' B, @y, (¥) 2 0. k54 %R
FER R T AR B H 7, o S, BIAREIREL deg SRR v KU B w, BN R K R .

WSR3 PR B3R IS, S5 2 nT o PECh DY i K-S, WHITER KA o LRy, A kAN
FEROE IR PICREAML B E 0 3 1, JL ot R i), HoR(n — DA IOE R E . Z50IE, [FE R 0 s 2
1 XA SRR . BN EEESE X 25, RIEn e L, THEZEHRE W T, 4h
UEIZ B S 2 AT R, B IFAN REIE WX A2 A2 AT /PR D) i KR & .

6 S BLIA SRR ALSE T, S SEA G — MR BRE, AT/ 5 TSI A P ) B 2 2 v g, ()
FATRRE, BRI R BE &, Bl 7, o8, o e brid R an T

) ZEEA/REE 7, 0S8, DU E R SRERETRC R, Hn + TAEN, XEAM I ERREN
AT LUR AR RO BN, TR B Sy N

2) BT ORARAE LR R 0 - AL RSO AN X GV D, dkH R Y Rl
N Dy o AR IR A7 IR S kO S & BOE,  RIAT A5 3R]0 A% R ) S PR AE

3) FUFHARHIN, BEiG bl R A3 R k' = k/d |, 5 9eBRELE .

AN, R 16! A4 HEF S & m R

1) H—ANd I function KSR 0 B 15 3% 16 NMEIIHEFIRD-—> 4 LR S &, 85 R AHEUEH result 375

2) Mg — R 5 SEUE XS N EER zist {H9 0 B 15, 4EWIIRR AL E index )90 , X MRIE
AR AR B IH R EL function (AN S 4

3) WU — AN list (WAKEE length , 4 length > O, $047 N2, HNHATHEIR 5);

4) EHRDILE index] = index+1, &L AMER, 4i<length vy, ¥ list[i] It {t4h result[index],
9T ARAE Zist AE, K HIRAE S — N B B ER newlist , XIS B 22 newlist[i], 1 F o B0k B k474,
newlist F index1 VE NS 3,

5) Xlength =01}, 16 MHHSIC e, AR S GARBURBII RS Xk S & A HREBIREL.

3.3. SCIGHER
FEEN EFERER D HFEEETR S &, FETREBOREM T 7T oEmoir. ZETRERE], 4
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SCREBIHEAT AR T
Camellia, AES. SMS4 51yrbfy 8 Ly S &, ARBuKE 7, HERWTE 4 P,

Table 4. The 8-bit S-box division property propagation characteristics
4. 8 EEHF S RR M BUEIBHHE

2 D] D; D; D; D; D; D;

Y: D D} D} D} D} D} D} D} D} D}

k 0 1 1 1 1

SEFME S HWE — 2

WM 4 Leds S £ 302 ANEM2%, 16 Ml S £ GO-G15 [12], DES 14 4>, GIFT, Gost ' 8
/N, KLEIN, LED, LBlock ' 10 4>, MIBS, mCRYPTON ' 4/, Midori64 #1 8 /, RESENT, PRINCE,
PRIDE, Piccolo, PUFFIN, RECTANGLE, SKINNY, SPONGENT, Serpent #1 8 />, TWINE,

302 MEMKFHE 144 12, 9, 1, 2, 3, 5, 4, 7, 6, 0, 10, 11, 8, 13, 14, 15, FREAEN

2, HArp PEALAR AL R 4 S o

Table 5. The 14th of the 302 equivalence classes division property
% 5.302 NMEMEPEE 14 K S SR MR

X:D! D; D D D D
A D} D! D! D; D:
SEhR{E D] D! D Dy D;

Fotif) 4 Hekr S SARBUXEI N 3(FR T Midori6d 5k A —A S SAREIRECN 4), A7 PR FUAEHE Y
SKhMEY SEIRE -, AT 6.

Table 6. Other 4-bit S-boxes division property
6. HR 4L S WA R

X:D; D! D! D! D! D!
A Dy D %) D D;
S BR{E Dy D %) D D;

SEUHT: L 302 AN KR 14 2 S SR, AT ARG T 4 HE R S0 5 S S, SRR
SEWHAERR, i LR DY Gt i% S B E DY, (H55E LS 1 AR DY BT
WHER R 0 (IR TEIRE, AN THRA. SRS BT B, B LLiX e /i %
ST BB P BV 1 5 A 44 T T B M BRI ST A . POk, IR T DY . D PRMI LA 4 B
K, HARBERES D! . WA 05X D THIRE, WIS GIRA MR . HAKEH
S S AT A3 R S S B 5

SEF ARSI S £ T 40 HE IR AT 5 o, 7E TR0 52675 A e 4 W7 o Al 5 201 ARG 2 2 i P
BB, R R SR, AU RN A B R, B,
T LAY |, SR 2 00 AT AR

DOI: 10.12677/csa.2019.95103 916 THEAURF 5 R


https://doi.org/10.12677/csa.2019.95103

BRI, TR

4. ETHHFH S SRS
4.1. BT ER X

U1 T R AT AR 13

HAHTERIEN n R BTOSOEN , G A RR A DY, Hor LRl m R I 4 1E
n=Y" 1 TG P % B A SR T LR 7T 4B DY

X2 A[14]

YE S, SRS T S I RS A L T S O\ % EL SR A RO T 0PI D L e
S, B AR RIS DL o B, ATATAMEERREE: (k) K, 5K, 5K, e S5
0T K, L AR (121), @A K R kI AT R R s S &

KT (koskyrok, ) € (Ko x Ky x-xK ), Wk, GEREAEARE &, AR (Ko Kyuo ok, ) 9—AS r B 10T
3.

T 43 RS T LU O — R, B2 FORMEF XS S ALROTT AN PERRE— 25 4007 . 7740 PR ok
BT A R (AL B R, S B T T 408 ) 55— 6 T R 35 A 2 P X 40 38 . i
A — AU T A S AL, (R, S L AL B A — RO, VR R R 45
4.2. LI

e

n: S &K

ke AR ER, T (k. kak) .k €{0,1)

Unbal : k WAEFAT LS

K _out . k%Mot 4

=:k»k'":if k, > k] for all i

(x3,x2,x1,x0); KHmxox

kB ORI, w BT T 2 AME, R w R u = k. AL w AR K AR
W3, 35 SE R AT ) k (A TS 4 Unbal

BUE—A K, M w W, TR u i, HETHIR 7, (v) TR T 1 I T s
K _out tfysit, St 7, () = 2y iy ) (752922900 00)) = 330 @35 @)1 @yt
oy, ®y, LR F

1) 3y, FEBEILHN 1, BREIR 0, N s, FIEGE D v, T3 lise2 . X5 R E R 0 [fE
10, AT DL R S v, ST, RO S8 B2, % “0(0000)” X—IfEE, H3IH N
0, KBAR], Joik G ALy, MATIESE, PRE ST lise . RIXH “0” BUNAELE,

2) ffisist . MT v, WEANEET, 5, FHATMEHIOE, DARENZEL HN | EAH
iggfmh¢,E%ﬁﬁ%m:ﬁﬂm&mﬁﬁﬁﬁwﬁ%ﬁ,Mﬁ%,H%iﬁiﬁ%ﬁZE%ﬁ
3) WU, B Y, ®, ERERD AL lise , BB BRI % list 4648 T — 4L

BRE 7, () = Ty (30200000 )) = 40 @ 32 @ it @ v 152 5, F3 B R R T ML, Bk
JOEHA, EEHNT €07 WUREALE. BFR, HIWTLE R R RS A AP & Unbal T,
25 1, () PAEAEAE AT A Unbal PRI, BE u WRHIHEE K _out dify— e, 5 5EmUs,
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AR, DRAE

WY kAL 4 K _out
R A SizeReduceO MK EHITUA: *F Tt #e K _out spfE—3 40, FArgE—A j, M3
KO s kU, O RIUAR, M. SXEERE TSR S SN k I R A K _out

4.3. SEHER

BT A MR PR ], A SC A H A i 4t 3L, i LA SKINNY B0yErit) S &rmfil, 25034745 54347,
SR E T,

Table 7. Division trails of the S-box in the SKINNY
5= 7. SKINNY EE S &R 4315

Input D;* Output D*

(0,0,0,0) (0,0,0,0)

(0,0,0,1) (0,0,0,1)(0,0,1,0)(1,0,0,0)
(0,0,1,0) (0,0,0,1)(0,0,1,0) (0, 1,0,0)
0,0,1,1) (0,0,0,1)(0,0,1,0) (1, 1,0,0)
(0,1,0,0) (0,0,0,1)(0,0,1,0)(0,1,0,0) (1, 0,0, 0)
0,1,0,1) (0,0,0,1)(0,1,1,0)(1,0,1,0) (1, 1,0, 0)
0,1,1,0) (0,0,0,1)(0,0,1,0) (0, 1,0,0)
0,1,1,1) (0,0,0,1)(0,1,1,0) (1, 1,0,0)
(1,0,0,0) (0,0,0,1)(0,0,1,0)(0,1,0,0) (1,0,0,0)
(1,0,0,1) (0,0,0,1)(0,1,1,0) (1, 1,0,0)
(1,0, 1,0) (0,0,0,1)(0,0,1,0) (1, 1,0,0)
(1,0, 1, 1) 0,0,1,1)(0,1,1,0) (1, 1,0, 1)
(1,1,0,0) (0,0,0,1)(0,0,1,0)(1,0,0,0)
(1,1,0,1) 0,0,1,1)(1,1,1,0)
(1,1,1,0) (0,0,0,1)(0,0,1,0) (1, 1,0,0)
(1,1,1,1) (1,1,1,1)

(0,0, 0, XML REA 3 AN HALIF (0, 0, 0, 1) (0,0, 1,0) (1,0,0,0), WERLY, X,%,x X 34
A R AR, T x, 31X 1 AN HUAR AT (0, 0, 1, OVG R fR4E RAEA 3 AN frm s, BIES x,x,x, iX
3 ANEEREREARF A, T 23X 1A AT (0, 0, 1, DXFR 45 R 4E(0, 0, 0, 1) (0,0, 1,0) (1, 1,0, 0),
Xo» X, IX 2 AN ELARAN X, FRAN TS JE T 145 (0, 1, 0, )X R4 SRAE S 4 N frm &, B 4 gk
SR (1,0, 1, DX RZAIEEREE, 0, 1, 1) (0, 1, 1,0) (1, 1,0, 1), #A PALAE, B 4 A ARG,
X RAE S @M sy W] LAY B B2, S af st o FL e 4tk .

ST MISTY1 Hf) 7 Eds S £ S7, (0,0,0, 1, 1, DFI0, 0, 1,0, 1, 1, 0) XA ENEAWIEEIRER, 4
REPAAAERAI R, BI 7 ASEORREGE T, i — SR xox, XXy« xx, SESE AT .

Camellia, AES. SMS4 () 8 LUy S G4 LA 8 AN frm i, RIX 8 NHURrES & P )

5. PFRAREERITEL

FHEAILA SKINNY Sy S Gohfl, 458 —Forid, WAMER D) 4idi% S &2 D!, W44
PR AR ARTAG (Y, NALE 4 AN R 4250 Ak, DOTE DY 3 193t 4 A ELLO, 1, 1, 1), (1,0,
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L1, (1,1,0,1), (1,1,1,0). (0, 1, 1, DI AR E, 4 S GfEEEHEI440,0,0,1) (0,1, 1,0)(1, 1,0,
0), B xg 3% 1A BEARE L X0, Aoy x; PN FARTIE AEFAT 5 (1, 0, 1, DIEBIE64E, 48R 4E54(0, 0, 1, 1)(0,
1, 1,0)(1, 1,0, 1), AEEGRAAE, 4 DA TE, XRZ B 5 (1, 1,0, DIFENYIHRE,
R AEE 90,0, 1, 1) (1, 1,1, 0), RZ“IBA”; (1, 1, 1, OV ARIIRE, & S i R EI5EE(0, 0,0, 1)(0,
1,1,0)1, 1,0,0), XFAEE—FEBUARLL. X ELN(O, 1, 0, OFE BTG, 45 R 4 MEfLn &,
XI5 55— MO IEAH B2 A AR A
N 8 XIS BT T it
Table 8. Compare the results of S-boxes division property
= 8. S B MRS TERIILL
TR ALY IRLAY
MISTY1-S7 93 0001011,0010110

Camellia-S8

AES-S8
SMS4-S8
SN 14 75 1101->(0011)(0110)(1101),1110->(0011)(1110)

w1t Gl 50 1011->(0101)(0110)(1011),1110->(0011)(1001)(1010)
Ak G2 62.5  1011->(0101)(0110)(1011),1110->(0011)(1001)(1010)
wik G9 56.25  1011->(0101)(0110)(1011)

DES-4 43.75

GIFT 62.5

Gost_6 4375 1011->(0111)(1010)(1101)

KLEIN 37.5

LED 62.5  1110->(0101)(1011)(1110)
LBlock-10 625  0111->(0111)(1100),1011->(0101)(1011) and so on
MIBS 31.25

mCRYPTON 31.25

Midori64 43.75
PRESENT 75 1110->(0101)(1011)(1110)
PRINCE 43.75
PRIDE 75 0111->(0011)(1101),1011->(1001)(1110)
Piccolo 75 1011->(0011)(0110)(1101),1101->(0011)(1110)
PUFFIN 375

RECTANGLE 625  1011->(0110)(1011)(1101),1101->(0110)(1010)(1101)
SKINNY 8125  1011->(0011)(0110)(1101),1101->(0011)(1110)
SPONGENT 625  0111->(0111)(1001)(1010)(1100)

Serpent_0 625 1011->(0111)(1011)(1100)
Serpent 1 62.5  0111->(0101)(1011)(1110)
Serpent 2 25 1110->(0101)(1001)(1110)
Serpent_6 625 1101->(0111)(1010)(1101)
TWINE 50
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WS ks, Rl Camellia it 8 B S f1, BT DEAI DY, JUAHCRAGIES D, BALER
P LR PR, RERT S frde A MR LR, P ELAT 302 ANSRH Ko % 14 4, BRI L —
ATUTECRE, RSIBR BV, B S B iR . LRI T MISTY 1 s §7 53, D« D]
D] X =R SR AL D], B AN TAIAS, TBATEIGH % S fN TR T AR, Bk
%SGR A AR R .

6. &t

ARSCARE 2 AR S B B T R A T i, 6 H TR R s S EE R 1 S &, 2t
YRR B —FORESRIRES R, IR A Z , B AR A Al RS, 2 AT
WIS ORI (0, (HRE A — A R G 2 RSO, R AT R4 722 i BOel, AL IHRE w2 1 S A FE 4 4L
PULERRZ, BRREAREy n 1 S @I 2 MG DL B VH L, 10— AME, WEFCrTRER 2R RS A ERT . R I
TR GRS, 2B 2RI HN S S v, (EXT EE SRR 2 by, mTEL
BEAR 2 R Bl 4 e B ik e 2

AT R B ARG TTH (No. 61672509, UL603116) M1 P 527t H it X RH A HT 51 5 22 )5l 51 6 %
%
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