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Abstract

This paper constructs an 8th-order orthogonal Latin square group and the algebraic formula of
the reversible transformation determined by it, and gives the design method of the basic crypto-
graphic system based on the orthogonal Latin square group. On this basis, a multi-ary stream ci-
pher algorithm is designed in combination with the Henon chaotic system, the design method of
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binary additive stream cipher is promoted, and the encryption effect of the new stream cipher al-
gorithm on digital images is carried out by histogram, correlation, etc. Simulations show that the
encryption algorithm has a good encryption effect.
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Figure 1. Simulation effect of algorithm
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Figure 2. Neighboring Pixel distribution
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Table 1. Image correlation coefficient
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Figure 3. Encrypt and decrypt images with different keys
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Table 2. Image information entropy
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