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Abstract

In a modern cloud computing system, there are usually hundreds or even thousands of cloud
servers connected to each other through a multi-layer network. In such a large-scale and complex
system, failure is a very common thing. Proactive fault management is a key technology that cha-
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racterizes system behavior and predicts fault dynamics in cloud environments. In order to predict
the failure of the cloud environment, we need to monitor the execution of the system and collect
runtime performance data related to the operating status. However, in newly deployed or hosted
cloud systems, these data are usually unlabeled. Methods based on supervised learning are inap-
propriate in this case. In this paper, we propose an unsupervised fault detection method using an
ensemble of Bayesian models, which can characterize the normal operating state of the system
and detect abnormal behavior. After the system administrator verifies the abnormality, labeled
data are available. The experimental results of using this method under our Hadoop cluster show
that our method can be implemented to achieve a higher true positive rate and a lower error rate.
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1. 51§

AN, Bli M B TR RS IEAEARAHBORIE %, (RN i T AW I AR R AL E .
BHATIA G . AT, EATRAEARIEh S E[L]. 2] SEVERS A TR R D 2%
JER G SKPRE TR, B Iesh e I R SEIa AT I b, X SRTEIEH OUE M T it ek &
G K F P ISP IRS IR [2]. B =T R G R ME MBS ARG, X Z I SAT Ealil
B B 2R O R R R G TSR VR AT RO i, TSRS I 7 i U RO PSR BRI SRR [3] o b N vk
HI I 22 e H0Ia AT RS RO 82 2 AR ) P 5245 SR TIUIN 2= AB F ARROA A itk bie, - DRI RE 8 N B2 U 2
BC. SRR T RO ERTC B R G4 SR A IME 1S R .

BUA (K 2 BB i 5 VAR 2 T Gt A ST HOR[4] o AT P M % TR AR OR A T 45 1 B RFALE
R AR . KT SR AR B A AR IR B SR AT 1 ARIE, BT T IR 45 Y
Bl L, BN D RITE SR B AR IR AT IS 2 iR A [5]. (22, Frid BRI
KA D E RGBSR, JCHEXN THEESSTE RS WTHER LR R G0 1
B A — A NI B R

FEARSCH, BATHR 1A DUy AR ) R RS A T = - S AR G e rp (s . B UEHR
B 2107 U, JFEERFRC B SE . HZIRSSAR IEW IS AT, B A TR RIS AT I T e 4
Pa M BER A, £ ARGV B RIRE AR R AT LR, KRR NN B LA o I
Jiids BAVEIL T LB BRI A, JRAEHE ) Hadoop £E 8 R 48 EIPAN 1 HLkRE. SEaRsi R
R, ASTHE 755 7T CAAE D B b s 2

AR TARA LA A LUR LA B2

1. #84 Hadoop SEHERMEI AT I =BT, A T HACERIZIA BT (P REEcd ;

2. SRTUSCHE B RS BEAT I U, I I SR B T LS B PCA B SEZR BRARLE FL AR AEZ R A TU AR 5

3. AT DU TR R AR A RO T B 2 S R RN G 2R, BRI RE B MR A, Tt
AR =R AR TR SR W Bt s 75 i e

ATCH; 2 W HEIAEG N IEAT I AR A, 28 3 A AASCHIREARSRIG 2NN, BLAR R EBADIR
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B, REVERERYE . PEBUSE. I3 85s, 5 4 YWER T ILHEZRAE AT IAIE T R S2Ib 45 51, 55
5N RGBSR,
2. HXI1E

TR, = FEMBEIZWHEARIE T S% ARG T2 E, EaittBH AR5 M SEEam
THEEMPTRAR6]. H AT PSS T = PR U 75 ik 32 B4 5 T 0o Bk SRS (1 e 0y v A T
REEICH RIS I 7 ¥

BLT 00 Bk SR e ARSI 7 v T s OBk AR I 7 5K, BT 2o 0 A SR G AN R AR O BkE S
MR ORAIE RGFE ST, PGB T MRS, HMERIAESE RS ) 7Y e i HE 42
AZ R BAGMAESL[7]0 5 A (R AF AR A — I T DAL WRIAESE, B A B 2 2 sh 25 OBk sk mg,
LA 0 JE AR AR R T A A o B A5 (1 AR B S B B O BB BRI A, 24O BB I BRI TR A, ACA Y
MECE R ML, SCRR[S]HRHE T T Ak ¥ QoS JERARtE, 4 T AT RIT= E &R, ShiShH
R ERHIA, B0 BE BRI AOE A, DUIE R0 3R G0 T B A8 A 755 mOtR a0 AN X 2845 D o

BAS OBk SR BT T 48R o = VB4, e RS 2 Sl TR AR I R 1O Bk 2% R SR B A E N
THEIES N 3R 2 R Z0IRAS[9] . (HZ X M7 V2l i R it 0732, B[l =355 07 Aok S ah 4 O
BERURI[10], AR SE R BT LUK RIRE A 2 [A], TGy A B0 1 R A 5040 AN 108 < 5 o M R R AE I (155
[11]0 BEAb, CoBk SR WS Ak I 7 B AT A IREARRAE, BN S AR AR A RE 2 S8 — e R 5
PIRD, RIS FSERE A F RRHE AR 1T RE 2R TS OBk HRNE, FECO BRI A S HE[12],

TP REAGE no R U7 OR B I X 2 RS AT R PR A M REEUE (- CPUL 10 A, TR AE) kAT
FRIIRTIM[13] . F Tk R ECHE H W BRI v A2 H T ST 2 0738, R Ay NRLES 2 2 7
Gt RS . SCHR[LA1IR T — Rl TR0 KNN S5 0 2 o Sk e i Al v, e e 2 5%
R TTIERT R AT TACEE , AR5 KBS A3 A A5 AR 25 & 0 MU E B 7 v AR KNIN 14y
JAREI S R SRR AL S & AT REARI SR, a8 R R T I oK SR B FE I B % ST kAT 45 ks il . SOk
[15]3H T —Fh = IR 5E R AR SR FRAE 1 B 4 50, BRI T FastICA HIARINFE AL A 715, FIFH
IR 5 R EOk ot 2Rk AR, BRI 745 B Z IR TR B TH #E o [R) A 51 AASTHDUIR K R R it
T RA] JAEAY, HETHE T SRR 2 . SCHR[16]7, ChiragN.Modil $2H —Foks DLH-HAT Snort 45 &
MR I R 4e, Snort Hi ST = tH BT & T AR, R DU o AR OR RN B A I . 1T VR R
BEAR 7 ARAS DU 2R, 7] IR RE ARG W 380 A S i 5

BT TR RE R 1 0 W 7V R AR AR — L ()8, 07 I ARE A B B AR A iR
WS [17]0 X2 T ZHERHAE AR, NAEEZAREERLGE, SRR — B2, oE T
PIRE A AR 8 5 2 A R I HL[18], (HRIR 2 M B % S Bk B A Ja B AT I 45, Xt 33
ST EIAEE T R R R AR 1T REAEAE K R SR 1B L [19]

3. BIRIE T Bh7SHREA A SCIR 524

AREFT AT SRR S A T 6 RGN SR o NS BIR BER A Bl
B BRI AR IR D0 R

3.1. ESLIRGEEH

o DU EM SR R MBS 1 50k, HAEARSCHE SR b F i S8 8 1 1R A s
MM, PULREASERE T, BRI E TR, Oy TS T RSO, ASCREUE
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AL (ubuntu) I T 2T Hadoop =T & ok RAESLIEHE, #4521 Hadoop ££8F ~H 3 M1 A,
A& —/> Master 75 S FTEE S Slave 15 5, =AM A HARE B e M. BRREE MR 1 FsQE: &
FOUPNAF AN TR L PR i) A A e R 1 1 53 75 5R)

Table 1. Node configuration

#1 TERE
T H BCE
CPU Intel Core i7 2.2 GHz
WA 4096 MB
T i 30 GB
BAER G Ubuntu 18.0

FATKH Hibench K S HE MR BRI ZEERE 715 00, Z B T3 Hadoop 4355
HISATIHEE . AR MEIER R, TV HoRE R B2 RS TR . HEETEMRA
FEHER . SR8, TearSort. B4 XEE., R 2 FIEGNSH T AR S AE ) workload AEfR LA, H 3= HE
g

Table 2. System resulting data of standard experiment

F 2 ERERRERYE

PRI H FEIhE
Sort ] RandomTextWriter 2= sl BEHLEE, SR 1% D0 A8 H1 DT X Lo it e A7 HF 7
WordCount {3 F RandomTextWriter 4= sl BENLEE, SRS 1ZThfe 5 St 40 ik Foob H LA ] A5 H
TeraSort {# Fi Hadoop TeraGen 254 s, S8 J5 04T TeraSort H kX B #47HEF
Enhanced DFSIO I $AT 5 AFEF IR F, R Hadoop “F & 7 it
Bayesian Classification {6 FH zipfian 434 (19 SCRSEEAT DU Jr 43 28 88 11 5
K-means clustering {8 Fi GenKMeansDataset 4= Jit & T~ = 1 73 70 % N BE , 14T K-means 2%

Logistic Regression T N B A FH 2 T R KL 47 ok SR 1) Logistic Regression Data Generator ZE i, #4746tk [m] 4 TAF
Principal Components Analysis i N\ 443 PCADataGenerator 2E i, #4732 4 73 B TAE
Support Vector Machine i N 44518 SVMDataGenerator 2£5%, 2 G #AT CRER RN TAE
PageRank A N TCH o UEOE J5 , $44T PageRank V2
NWeight AT Nweight 5%k
SQL Scan, Join & Aggreagte  Zf il i TCEL M DT 504, $04T I FE2E T SCik[17]

FIRFEEE DS TOREITH RS AL, AR CPU. WisE. W4, WASEEENRIE, N
TN E S Is T AR, FATHAT AR 19#RAE(BL WordCount Jyf5): Small (3,200,000/bytes)
245, Large (320,000,000/byte)Z% 7 Huge(3,200,000,000 ca/byte)Zs !«

3.2. SLIOHHERE

KA HHE R MR E B TCRE R FCT S TEREREE(CPUL 10, WAF. MZ%EE). ASCKH] Sysstat
BEATHAR ISR, BB AR 82 MEREFEAREE, Sysstat &M RGIEREAIE N —ATH, f CPU
. WA e S . BT A Ak 3 fs:
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Table 3. Sysstat tooltable
52 3. Sysstat TE &

TH

HARE

iostat WA NG, R A BRI R AN CPU AR

mpstat FRAE—A cpu BLA T cpu AR HHRE

pidstat KF runtime IEEFEMES . CPU. WAAEEER
sar TRAGRE . REMEMAREL
sal FITILR . A RABNSEIR I A ) R SCfF . Gl cron SRIE4T, B2 sade T I TEHI TN R 7
sa2 ATV RGHRER, BEEALES A NRE

sadc Wedk RGBS HAE, ARt H SR

£ Sysstat WEE(H R AL R dfa fia bt 250 Ay, Horb FEBFRARI R AN 3% 4 Fis:

Table 4. Indicators for collecting data

F* 4. REHIEENR

SRARHKA KAEAR R E{ELas e
usr FH P AR BEER 5 R 1) CPU FI I 26
oPU system REHHF CPU FI %
idle CPU R 8] F 43 L
iowait MAFAEATE R TEEL 1/0 15 3RET, iR CPU 8% CPU AT~ 7 IR A ¥ B 1)
PROC/s RO R S B
Tps PSR VB R 107 3R
Bread/s V2% HH LA ) e A
10 Wips K A REPNIP ST E/Tp e
Rtps BEFD 305 B SR B
Memused WA B 43 b
Bufpg/s TR A G PG X OB AR TR B 0R 28 B2 T 0 X f) O T >
Campg/s TR RGEAT NN TE T o« B RN A7 P i o 1f 5 /D
KBMEMFREE 2N AR (R T-52719)
KBMEMFUSED fT R AE (RN T2 49)
KBBUFFERS A R AR G2 X B A A B (B R T2 710)
Mem KBCHACED PO I R A7 1 AT B (B T 1Y)
KBSWAPFREE 7% N B 457 [ (A R T-719)
KBSWAPUSED 4 R A 45 2 18] (B T 79)
KBSWPCAD AT (R A (LN T 19) (R B ﬁj%.“;éé%&%ﬁ%ﬂj B IR IR E S X
A NAQERFENE, WAREHRE R, FREDEEZBXIETT)
%swapused A A He23 [A1 K 43 B
%memused R NAERITE S E
PXPCK/s SN A
RxBYT/s TR 7 B
TxBYT/s D A4 (15 8
Network . .
RXCMP/s BRI EA G5 T cslip %)
Collis TR HEE G T D R A i
TCPSCK H A1 IE7E {3 F ) TCP sockets % &
RAWSCK H A7 1IE7E 8 F i1 RAW sockets %2
RXFIFO/s FERAL I AL
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3.3. HEMALE

KAEHE R DA E R Re AR H BT MEIE, e L2 KRG 2K CPU RIS, CPU =%
WESTEL NAERIFZR . 11O S5 KEMTERE TR ARIE 2 R B AR L A 2, DRI AT T 7 B4R
AR FFAESRIB A HE 2 AR DG  FRAREE 2 (A1 ) TC AR FHR BRTC AR - 25 e IR 7 (I BAT IR E], 7E9E
BB ) T AR R TUAR DA A SGPE R 5V 3RA 1R T HAS BN PCA (Principal components analysis) i 777%
3.3.1. E{5&(Mutual Information)

1
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Figure 1. Mutual Information of CPU and Memory Related Features

& 1. CPU A FAMFIEXS 2 B EE R

ZIREE (A R D 2 KRR 2 N A R AL PR RE A, X2 S BURFIE R4 FEAR o TR TG i
FONMEOLN AR AL 2> 3 BURFE D e 2 18] 10 DX PR ARG, [ Bk v AR BA R R ik B 22 BELAS T
B2 2 v SRR AR A B R, JRATT AT UL AE AR BRI A RAAE 2 [ AR AUAE . 72 T T B 18
e, FATH Xy, Xy, oo, X SRR AN R A B B BE AL A &, IR A PSRRI A BLAS B ST
p(x.x)
100X = 2 2 Pl o ) ®
TEACKHE X, MURFE X ZI3EHE S8, 1(X,, X)) WU AR LB R AR 2 18] KR S
HA AR MR RIERT 2 B EA RERALER, 2R XA X 28, WX PN IEZ [ EAE S
)T B/ME 05 AR X, A X 2 A4S, WIENTZ 8 i A BEE] T K E 1. U EAE BRI H R
/D TR AR T B2 2 TR A AH S, DRI 2 — ANRRAE A B R AR 2 [ 1) ELAS RE AR R BRI, S 1% 7% 18
KAZFFIE NRFESR h 25k o FEASCH,  FRATRAH PR PRAG i by LI T

|nd€'X(Xi)=Zij;11|(Xi’xj)+zr;:i+ll(xi’xi) @

AT BAER], B 250 A K ANRFAE 2 18] B AT 51 1Y Index {EL, JX PI/MRFAEZ TR) 2L HE B S AR AR 5 A2k
B 1B T CPU GEttRn] h AR R ALARYE L AR AR B, R P EE RN, &4
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A 1Hk%k Hi%user . %system. %idle. kbbbuffer. pgpgout/s. fault/s. rxpck/s. txpck/s F tps iX J\/NMFAEAE .

3.3.2. PCA (Principle Component Analysis)

FEXRFAEREAT R0, A ANRFAIE AR Bkt HAH BASZ (AR AE AR R I I A 1), RRIEZ AT AR
SRR Z . R i iR B BN 2 e SR — . B R EALRR n JERFAEBUE 2
k4t b, R ORI K ERFIEAH BLIESS, FRATR AR Z TR o AT AT FRFAEAE 20 e i 7 22 56 R
S PCA Bk, RARHERE S X = (X, X, Xg0oo, X, | i ERRAET k 4, HEVERAEL T TR

LN%%%#ﬁﬁﬁ#ﬁ%,Wﬁﬁﬁﬁﬁﬁ%%ﬁxzm—%ZLmﬁﬁz

zﬁﬁﬁi%%ﬁ%ﬁﬁc=$%XH

3.5 I 7 25 D A T e I B+

A 5 B o SR80 F 54T HE D A, B ATAT 4L PR P
5.4Y =PX , MYRIMFEYE S e,

0.9

0.8+

0.7+
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0.1F
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Figure 2. Redundancy Deduction by Principle Component Analysis
[ 2. £/ PCA BiEit TR

SRIGERATH PCA SR> Fik 8 NMRFIEZ T4, K 2 NEA PCA FEST \ANRFESE T [ 2
FIRR, BRATATUAE R, FE4EE R R0 5TEk T JE SR 94.37% 015 B8, KLFRATAT DLk — 5 4
PR B — 4

3.4. PABINGER

TR ET RE R BB, FRATT AT R M M BRI SR TR GO . X T AN G B4R A )
Bd s d, FATAIIEFE—AEREERL f, © VB A d RSN, IR 280 SO REEE 1R,
o £ 1 S A AT B 2 2T 1 5 O ZRBde w2 o0 M B IR t i, X AT — i A, 35 £ (d,) <t
URAA) d; J T di e s A& BT IE S B b o SR R () SEARAR IR B A 24— A Bl A B
TEAg BRI T MRS AR, BB A SO s SOR R R B 5 i A
341 NIMHTFEESSEHZES

DT ) g A AR A TR A R A RIS B2, FRATTR R DUy B Y AR SRR A X R 2 A A A
A, AT NS EEERER, FATH A BB SEUOME R, 1T R ARE AR I 2505
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TR PR T RO e U A, A T ROREE — AN B eI p(m) , o m e TR
RIZRSIME, TWEPE S d BB R DL
p(d): Zmesubmodels p(d | m)* p(m) (3)

oo p(d | m) AT m A REE 4 d .

TR 2R o0 A Rl ge v U R e AE R A 0 e AR TG R, H R FRATT AT AR B AR
MER B AU
count(m)
count(m)

4)

mm=z

mesubmodels

Forh, count(m) ARFE AL PEIORUR S IOAUR, JOBCERIEA R,
COUﬂt(m) = Zdetrainsel p(m | d) (5)
e p(m] d) IRFHHE A d 4B TR m AoREsE . @) Ak p(m) 7T LI R0 (4) 58
t, NEEATES p(d | m) BEesRER . BT RE R A BB e, JRAT T3 i Kt AL BRI AE
FRHUS 2] 7 H 5 d AH B ARST B0 A7 R T B R X E] ) K ANRAAE, P RT AAS S p(d | m) B #s2eid e
p(dIm)=TT, p(diIm) ©)
T JATE 2 DU B O, W d R T A RSN, Rk d O v, I p(d; | m) BITHER

75 (7)o -

_ count(d, =vandm)

p(d, =v[m)= count(m) )
Herbcount (d; = v and m) 7T BLHT N A A U EAG H
count(d; =vandm)=>" . p(m|d)=I(d,v) 8
FEIZH 1 (d,,v) BIRE SLA0R T
o 47

34.2. NHE T FEBKEEHESR

N T INGRIZERL, BATHE e B e FRAIN SR, 22 E0E B R IR R R R, BAN
WP T PO TAEER.

DU B AR R A SR M B D IR R

LANESEE G BN ECEEE R4 TR, IR Iaa1E p(m) 5 p(d; [m):

2.E B B TR RUEUR (46 PSR, B p(m) A p(d, | m) , SRJE FEARAE 2 (6) 5B E p(d, |m),
FHRAE AXE)THHH p(d) . XFE E DRtREH M AR S p(d), MifiE—25 B (10)iTH 5
HIT A m R A 5 d HOREEE, B p(m)d) .

p@ﬂ@=ﬂﬁmh§$; (10)

Hep(dim). p(m). p(d)HCitE,
3M B E BB IG, MK p(m | d) 52080 K70 A 15 oL, JFRE A X(7) 5 30(4) EH p(d, [m)
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43RG AT Ev MEELH] p(m]d) Begk.
MEARTERR T (R B T RS AR S0 5 o, (R K MR

d:(d1:V1vd2:V2'd3:V3v""dk:Vk) (11)
O 4 T3 S O £ () 05 S
f (d)= Zmesubmodels p(m)*Hr:l p(dl =Vis m) (12)

RBCBR(E At I R 75 i BEEi st mT Ly 2X(3.16) 24 -
_{error if f(d)<t

13
healthy if f(d)>t 13)

4. SEWERTHR

ARIH AR A TPR (True Positive Rate). TNR (True Negative Rate)f1 CDR (Correct Detection Rate)
RIGUEBLIY FIREFE . TPR RS AL 55 UF 45 S i HAE A @ FRFEA I L], TNR 9888581 25 B o HL
FEA N MEREA T LLA], CDR WM IME . =& ME e RIA N PR:

TNR=—N (14)
TN+FP

TPR =17 (15)
TP+FN

CDR = M (16)

T A SCHd TPR A1 TNR [KME #8532 2 B K520, R A 15 KAk CDR (RMEAE N H AR E RIE . 52
IR ) TNR. TPR. CDRH, ERM{EFIZRE 40k 3 fiaws:

threshold: 2476976491.6206493
TPR: 0.8637532133676092

TNR: 0.74

CDR: 0.8018766066838046

Time: 2587s

Figure 3. The value of TPR, TNR and CDR, threshold and training time
[# 3. TNR. TPR. CDR {&, [R{&EFIZRTE)

H &I B SEIG 45 R T LIS AN, %70 K AR RENSAE — B RE L R B BHR BRI aE Sy, W] A — Bort
(6] AP BE A IR A R RIS R A B R TR L 1R, S FEACRAR IR R AE 100 0 Al 30 40 HHR 2L
P, s BEAER TR0 H SR (AR TNR Oy 83%, 1M i R A IE AR 54t B 1 B 1 2% FNR A 7%
5. BESRKRE

ASCHR M T — R R T SRR I sl R A 52 W7 %, i $5 2 Hadoop 73 Afi sUAR AR AL
KT RN 25, SR8 Sysstat T HRILH RS Sis 1T I PR RESHE , B0 Blid sk 83 MEfRE
TRPRIIME . IXEEPEREfR IR IR | = 558 L N GTHE R, 86 CPU IR . MR GIE. [R50
Y. WAFRISS A BRI 2, A TORTUI A e . WERIES. 110 FIEE (G, R Basss .
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W £ 1 Bt it I% 21 Hadoop £ I T2 Rk 55 4% £, BLEEAT RGEE RN IS AT IRBL

FEWCER BIE BB e, FRATT S S IR L AT 1 T, 6 T B B rh A7 A A R R AR P SRR AL T,
FRATIASE FH AR A P AR AR AP A HEAT 378, AR5 R e i R e v gt — R o i e s Bl 2 )
X BE SR HEATRRAE IE B, BT HAS B (mutual Information) (FIRFAEZE £ H72 RE DS 1 35 HE 4 IR K 2 4005 Bk
SERFAE, 2R BAT I Y )\ AN AR ST (RVRFAIE o 3255 FRATTAE A PCA SRR el 1K 8 ML Z IR R T AR
S 45 R IR B — AN R 5 IR A B SR AR 94.37% LA b, IR ERATT AT DUE— 2D R R R S B
BT, R BAEA VI EM SRR 26y, IR E A 2307 SR I S AT, SEEL T R
BN s RS AR ARG . SLaR A5 KR W], AR 3 mT DLSEEUE i A B R (TPR) MR A EHR 2

FEASCI T AR BT DUy EM St AT S DA T, SR SEEL = P058 N K sh A e 22
ERIA, FRATT A R B B A8 AR et B0 B0, Wb (X T v A R th iR 3] 100%. FER R A LA,
PAT FAR R C S I B 5 i, P AnoR FH s 7 P W e PR AR (B 2 i M TC AR AT ) R AL B R
T o AEARARI AR, FRATRE B A I P Al b B Rt — D I SR < i T ek

SE 3k
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