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Abstract

Users need to use accounts and passwords to access various platforms and systems. Weak pass-
words are easy to be remembered but vulnerable to attacks, while strong passwords are not
easy-to-use. To this end, a blockchain-based and decentralized identity authentication mechanism
without traditional passwords is proposed. Instead of using the http/https protocols, the Whisper
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protocol in Ethereum is adopted. More specifically, the website verifies the identity information of
the user by receiving a content of a Whisper envelope, thus the website does not need to provide a
web interface, in order to verify the identity information of the user. The proposed identity autho-
rization process in a decentralized manner has been verified to defend against replay attack,
phishing attack and impersonation attack, compared with OAuth2.0, OpenID and SAML.
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BEAE BRI PRI R R, WA T SR SR IRSS, Bl iier. MY, AR HBATIRS, &
IREE . NATTRTREIRIE $04 AH 24 22 (R 45 S 0y (FEAT SR MK Y R BEAD EAT 8 5%), NITT 23— AN PR “ Bt g8
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FL— 5 AL (SingleSignOn, SSO)J& —F vz FH ML, e il A 4 Facebook. QQ. fllfdi&ig
BB U6 P B HEATBRAIE . SSO JA% 1 S5y, Adiy al B R S e Aa g, {2, SSO
S G IAEALH], S FR AL 1R ZS I LA 16 A JC 72 52 R S 4 B o 3 8 o) A 3 e AT
TR RCH 022 A S A IR RS R R T

TEARSCH, AR T — R T X HBE 1) 2 rpoO b B O RO o BF EL ARG, A 19 1 2 [X B
RRZ8 B — AN s, IR REBE G T B s . Whisper [2]5& UKD 5T S0 BT BAE R P, AHLH A
T B 38 AE HER F Whisper B33, JF H A AR SN, DR 24k, IPFS [Bl& — M HEARFA
P H 2 PO b fE AL S B 2% 248 H T Whisper ALK /NT] BE £ B0 LA X BuE R 2% E ) 48 (1)
TR, A FH AL M N A FALE IPFS A4S, IPFS R [B% A 251 hash {f, 5 s 2 A& 9 25
X9 hash &, H1T Whisper 41X #% hash, T LMERR A B HALIFIR /AN fEH IPFS iL A& 55— M
BAEIEA SRR, Fafh RS, WMRNEZRNIBEFR S, (FRRH & O R ol
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Web 5% App Lo 7 EAE S S HXTH P78, (H2— B P A MEmg %, HEERRaSwE, 4
Vi o I NN

OAuth2.0 & I T S iR Bl S BA AT W ARAE DI, H VT IR 5 15 5 HAR R 2528 TSR 2 $hAT H A
[6]. “EAd 2 =07 B AR AT AR IR AT A 5 U7 0 IR 2548 B, e /R e = HAR IR Gl — P 2 A&
i), IXEEXH PRI R 7. OAuth2.0 i F b E P umH & N R TAE, FEA Web N FE
. SR N R« B s N S (R A AURRE . {52 7E Avinash Sudhodanan & 3% [{iX i 18 3C[ 7]+,
RFE 133 1K OAuth2.0 HLHIIMEE(GE H Alexa ERHEA s MsE, BT =D RS ILE)F,
H T0%H) Pk R 5Lt CSRF B ARG o 28 89 B [8] [9]02& — FhILTRBLT:,  Ha 4507 W A5 o 00 S 44k (1]
i, Fng k), JEEEDRH PR A R AN/ E A AN NS B OAUth2.0 AN BEIR I I KA X 2644
MI[10], MEBBE—MRE “PUE” . “QQ7 . “RE” XEERIMEG, T AR ME > P —
MEE FIMEE, AR E s AN P AR, R EEGTI TSR

B4 K RN A HERES M (PK) bR, 2 BA R et fd A, e n] e
AR RIENE R, HZE B T —ERIEA 2 et B A NcE A ARG 2 B A A
A ROE B RIERT . B2 R T BB I N A AEAE I R A e S o, s v DA 0%
F NSS4 A 2k, G SR S e B RIS 1 B AN 75 B e iR 45 28 3R BUR 126 3 A 81

HC A B RS SR R BT, Hodreh ey e B s s e, (B2, — BAERXRS &
ML, B iR AL TSR (IR 55 o X B BE R AR DT DUAS B 4 RO 25 ROk, T AS AR 0o iR 25
2% . Blockstack 1D [11]/2& —#k 2P AL i TH B 28 R R AR S R GE, Fe NAZATL 1 X sl o FH P B 3 ) B
AN A O AR 25 4 5 LT TG 5 B A PR3 14 R0 . uPort [12]2 — AN H & B S FEdE - 6
FH P B8 [r) LUK Y X B VR — A A BRME— AOARTUARE, AT P oT DAl e SR8 Pk - Al
A HHE. HET Blockstack 1D A uPort 782 UL I B4 1R HI S 2B LI #R IS T — 2 i 5 A &.
3. &F Whisper 895432 I #15
3.1. ZRiaigit

WIHTHTIA, ZETHA5H Web S\ IEA # 7 10R:, 124l SSO [y Lk B A DA UE AR 6t - g1
RLIRTEEME o 8 T BSEAS [F) Y AU TR 08 R, AT B LR AT IOE , R R FRAE A POA
WL o ARHLHIE A 72 2B A T2 . AR FEREAR, AP ES AT ERMNEW,
Tt G T EH TR A ) 4% A T T A A B RURS

FATR B AVHEEE 4 NMath, B “BUETT A7 o “528BAE7 o “BRHNA” o “IPFS IRéa” .
BT s R SR BRI AT . fEARNLI, RBEA LI F AU S R BUECT s REXT
BREA AT IR T IR M52 R A, W] DO AR BB s, I B Rzt 47 A
MBAFEAETAT A, LM “BURT 57 PER ST AR Wb A ] DARCA SE BT i, B s ml DL
B NEER, RN AT — “LoginAuth” # zhu5m N A 7 k246 7 ALV . IPFS 45 a3 42 it
EoMb B EEr mE A G RS, IPFS R T E SRt it s, DABOR B 4. AL
IR M e ] AR BB . R YL,  “BUBT A7, e A M SR A Z EIEAE K
FH LR T H Whisper B3, TIRUECT f, 470 SRR R ] DU A https 1517 IPFS RS, nl&l 1.

3.2. BETXREGSAMNE X

AL A 5T SOE S AR AR SR Hitp/Https, 172 FH LUK Y5 Whisper Brist, f£1% (5 B8 &
IE, LR A AT R AL HE [13].
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Figure 1. The architecture of the proposed mechanism
1. BHEE

AN A “WebsiteManager ” #1 “UserManager ” 3% AN & BE & 2173 5l 17 il 99 3 A 7 045 L .
WebsiteManager £ £ 55384 A B AHIIE B BT HPE RN ER, HIH P E R
BB E R A ST s 5F AL $) IPFS, H. UserManager & 21174 K EH IPFS 1) hash, UserManager
G RER. RA “BUBAT A7 AR WebsiteManager 42951 UserManager & 21 & 207
PREDBEAE/ T

i, FH P A B R LR s . P O S S B3 IPFS, IPFS 3R [H6 %5 S hash,
UserManager & 21547 1 i% hash. WebsiteManager & ZI7EE M sk A L3480, S HEWE 3 fix, B
BT P GRAE AR NI SRS R R A A EE R, 202 BN QRIBHEE” , “OR
A IR, “T RS M IIERER” I “IF S 5L

3.2.1. =/ QR BEE

QR filh 3= T FH TR 0 (14 8 43 AL 448 “LoginAuth” , 3k (18 5443 8. O 4TS T 50 2 I H R
“LoginAuth” BT F14 —4Efy, IR MRS 2. EIZEVET, AT AR — LR R AE N topic
SR, M LLK YT whisper B3 W BEAT @5 . T AAHRE topic S80I Hox) RiATE 1015 2, SR
S B R T PR TR AR R B S ] O T B R B g R e, I RV B i T A, e 2 (R
1 FSVE 1),

User Agent |Website LoginAuth App

1.Request authorization

2.Return a QR Code

3.Get the contenft of the QR Code

34.Verify the data

5.Request authorization

:]G.Verify the data

7 .Retrun result

User Agent |Website LoginAuth App

Figure 2. The interaction diagram of authenticate process
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Table 1. Symbols and functions
= 1. FEMEEER

Symbol or function Description
I LpfE
M W sl 4k 44
HO hash 77
SKu Wi R AAEH
PKw P P 2 4
SKu PRV
PK, R 28]
Rand() A B4 B 7 12
Time() A7 I TR B T
Sign() BTk
Verify() AR VE
Encrypt() FAABHRAT IS (757
Decrypt() FAFNH AT R (1 51
UserManagerGet() M UserManager &2 fiR4E F - 1 A SHZREUH P A5 B 1%
WebsiteManagerGet() M WebsiteManager &£ HHR4E 9 3 35 44 R HR 9 3 45 2 1) 7 vk
IPFSPost() A5 BB IPFS REEHITTiE
IPFSRequest() M IPFS Gt 3R HUE B K 5
WhisperBroadcast() I Whisper HEAT T #5777

Algorithm 1. Generation QR code algorithm
BHiE 1 £ QRBBEX

: function GenQRCode()
: D, = Rand()

1

2

3: T, =Time()

4: D,= H(D1”T1)

5 D, =Sign(SKu, D,)

6 return (Dl, D, Ty, M)

3.2.2. QR BEZIIEE*

YE 92 R S “ LoginAuth” BT LA WebsiteManager & 29358 BU M st i A4, PABRAIE P9 25 (0 A Rk
QR WA BIRNCA JURP B, v LALRIIE QR M 1 v {5 BE[13], LA N RIER R EMARIAN 10 7, Hik
2 HRIR T HARAE B

Algorithm 2. QR code signature verification algorithm
B2 QRIBBRRWIERE

1: function QRCodeVerify(Ds, T1, M)
2: T, =time()

3: if (T, — T, > 10) then

4: return false

5: PK, = WebsiteManagerGet(M)

6 D, = Verify(PK,, Ds)

7 return Dy

DOI: 10.12677/csa.2021.113059 583 TR 5 R H


https://doi.org/10.12677/csa.2021.113059

323 ['#EE*%

K H Whisper A& BRI, T84 PR 2 i f At o i er, BT DLRRAT T B0 B 48T R 1 9 25 AR i
Mo “LoginAuth” 5 FH % Mtk B AN E B P (5 R, 3RK I -4 3] IPFS,  “LoginAuth” U &
1% IPFS 3% [A] () 25 SO0 M1 hash B AT, 5002 3 @R 7 R4S B,

Algorithm 3. Broadcast algorithm
Bk &%k

1: function Send(D,, D3, T1, M)

2: if (QRCodeVerify() == false) then
3 return false

4: Ds = UserManagerGet(PK,)

5: D¢ = IPFSRequest(Ds)

6: PK,, = WebsiteManagerGet(M)
7 D7 = Encrypt(PKy, De)

8 Ds = IPFSPost(D7)

9: T3 =time()

10: Dg = H(D1||D3||T3)

11: D10 = Slgn(SKu, Dg)

12: M, = {Ds, Do, PKy, T3}

13:  WhisperBroadcast(D;, M1)

3.24. FPHRRNEE

Rk ( AT A B SR B A )@ YR Whisper TR SUSCEI Y AR IGE 54y . EIE, Whisper
(1) topic ABENLFFF R, 5 QR AL 1 AL BRI BENL 77 Ef — 2. RS IR uE sy, 09k ] L3R4S H
FUE BIFE T BRI RIIESE R . 0k 4 P ROR T HE4IE R .

Algorithm 4. Verify identity algorithm
Bk 4 BRREZE

1: function Verifyldentity (Dg, D1, PKy, T3)
2: T, =time()

3 if (T4 - T3> 10) then

4: return false

5: Dy = H(Dl||D3||T3)

6: if (D11! = Dm) then

7 return false

8 if (Verify(PK,, Do) == false) then
9: return false

10: Dy, = IPFSRequest(Ds)

11: D3 = Decrypt(SKy, D1,)

12:  return Dy3

4, SLIG 5474
4.1. BHEE

FRHE SCHR[10] 1) 2 A sk, FRATVEE ST T 2 AN B B A 5250 RIS EFRATTHE H I HLA o AR A A 2 “ J A
AR | RS AR R 2 B i TR o FATHE AL 5 OAuth2.0. OpenlD [14]#1 SAML2.0
[15]3F4T AL, DL RH 2. ST BRI BT DUT 25 A HEAT (B B A 2 1 -

1) e ml DABE RO AR X HUsE R 2%

2) MrdiE my LAAIE RS Whisper i K 2 )& T B 00 iR 511

3) Fui#E Ll Whisper B #% .

4) Wi vl DA 2 b i B A .

5) ZHEHFH TIEX N
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4.1.1. ERWHER

24 F P 3 5 S TR 4T T LoginAuth ™ B FFR AT SRR, Zoeds s B30T 7 ok B SRR IR K
FFEIHC T Whipsper BIE R AL ; 285 B3 Ak 1 Whisper 178 =R A48 FH 52 35 38 10 2 15 5 W 0k 7 220 53
Uz EH AN S, W 3.

-
/

6. Get QR Code and Verify 5. Show QR Code

/ AN

-
|I‘| @mm— 7 Request authorization # NS

4. Steal request data Website

"

3. Request authorization 1. Show QR Code

D ——2. Get QR Code and Verify —— g

Figure 3. Reply attack module
E 3. EMBERE

4.1.2. $o&a BHER

W 244 0 B R B SR U ML (5 2, Bl P 4%, %69, DRI A fh e 415 2. Bt ol
RIL Rt sk, SR JEH QR RS M ATEME i R 4h 2 H ¥ . BJE, BiliE AR “LoginAuth” 3 FHFE I
W Whisper i 561 LA U2 3 RS B, WA 4.

X
.

-

Website

1. Show QR Code

|

3. Request authorization I

/ 3. Request authorization 2 F°’W"”1@R Code

D ——2. Get QR Code and Verify ——— Q

Figure 4. Phishing attack module
4. B HERE

4.1.3. RIS HRE

B S AR o Bt . ZEAHLEI S, “LoginAuth” I FHFE S48 ] Whisper Wh 3% FH 715 R 4%
B Bt mr DA I 42 AU SR 5 s i 2 2, Bud #E B T Whisper ELIFTN 2, O topic ZEE
HONH QU topic 280, E) i T B E S Whisper €L, 44 5.
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6. Get QR Code and Verify 5. Show QR Code

S/ N

-

~
AN
“ @mm— 7. Request authorization sl |
4. Block request and steal request data Website
/ 1. Show QR Code
3. Request authorization l

D —— 2. Get QR Code and Verify ———» g

Figure 5. Impresonation attack module

5. M ERE

4.2. 3%

421 ERBERR

Tt 8 18 A (03 SR AL HEAT B R A SR, 214 IR 3l F A 845 SR RIS R B0 E B0 45 44 th ) A 2,
EAE BB B (B b, OS2 whisper (1932825040 2 B A P 218, AR 21 A A1 3 8
S, i DAGIR R I ik O B SRR AT B 1R o FRAT TR LA FH A KL 1 X3tk topic S8 B
NRBEAEH—, H HARORER, XML 5 24 SBIEAH R I B A 0%, OAuth2.0. OpenlD #
SAML i 3R Z 5040 5@ 2 7 23 1 T AR 48 it [16]

4.2.2. $1&HERE

MR UL, “LoginAuth” N FHFRFHH QR 5 LASKEUM &S ., F-48EFH Whisper 1 iSGEEAT & 473531
TR BahE Gi i 1 52 FH B REAT S AU, R B T B & WA M A, BRI
fif 3 B S o IX PP AT DA A8 X 45 44 fa it . XFF OAuth2.0. OpenID 1 SAML, —MLbEi% 5 1A ik %%
PR HEN A 1D, MBS e R AR =7k, B nT LN A 1D T4 4 fhsi 2, 4%
A O iy S T M O 2 AV NS o A2 TE R AN TCVR X A B B ()R, IR S EE S R . B
PA OAuth2.0. OpenID 1 SAML JGvZ: B A1 ALK AE (1) I 25 4 1 Tt

4.2.3. BB EHRE

Wik H RIh ST I T 2 FEHWBPOER, RGN T Whisper (F#l. Kh#ET 1% 7T HUUSHI Whisper
BE KA, MU T Whisper S 500G KIS, ROARRYE 52 4, D1 (topic) 4k f&, W D11 #1 D12
ANHAEE, BT LABGAE TCVE 5T . OAuth2.0 A1 OpenlD ] LUl ik F R 24 7 BOR B AL Bt o« XFF SAML,
Bl AL N JE AR, MERASE B .

2 A5 T ILHLHI I SRIe 45 B, OAuth2.0. OpenID F1 SAML 7E4T % 8 iy, 4% 44 i 0ok FASE 48
B R R e . A T SR LR 224, Whisper 44N I ROU N Z R AT BEAT, 40T 10 .
Whisper 15 3 1] 3 SHL AR /Dy 64 ANF4F, I HABHLF R, XS R E LS. X
B A R A AT DU T 3 — e TS AL Whisper £, XAl g S TG M, gk 2.
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Table 2. Defense attack results
52 2. BafExste

Our mechanism OAuUth2.0 OpenlD SAML2.0
Replay attack v \ N N
Phishing attack S x x x
Impersonation attack v v N N
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