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Abstract

The image is an important carrier under the network platform. With the development of the In-
ternet, the image transmission becomes fast and easy. These images always carry a lot of confi-
dential information. In recent years, the image security attracts the attention of scholars at home
and abroad. Traditional image encryption is mostly designed based on the software. In recent
years, with the development of hardware platforms, DSPs and FPGAs are applied to image encryp-
tion for its processing speed, logic computing power and low cost. This paper introduces the tech-
nology of image encryption. Meanwhile, this paper mainly describes the image encryption algo-
rithm based on DSP and the image encryption algorithm based on FPGA. Their advantages and
disadvantages are also discussed. Finally, we prospect the application prospect of FPGA in the field
of image encryption.
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R

EG RS BB —MEERA. EELBRMURE, BENEHEEEEMER. R0, XHE
BEEHE T T LB EER. LERK, WEZEEHMRERE, BRANENZEEZENIIEENT
ZRE. FANBEGNEREEETHEVNRETRTH. EFER, EEEGFEH KR, DSPAIFPGA
DA AL ERE B 3% 482 B A8 7 AR A PR 4Re R SRR 2 i A B2 F T B 480 2% 5 - £33 BB D 2 B AR
RER RN 25T DSP A B 500 8 Bk A1 ZE T FPGA R BB I BT T W 4IR, FHihid TIXPMEER
k. BJ5, MFPGATE BB INFESIRI AR FHT T RE.

E3: 45
{ER%4, BBIIN%, FPGA, ¥z, DSP, IRt
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1. 5]

NEHE AR RGO RERER, EEAEE B — M E 2k, N2 TR
PHEEEEN MO, BEEITERMBEEARIED IR, BIURKIE LA MRS . fEIX Lo %
ARG, G5 T REMDANER. SIS, EXHESARRE =T R EEEE . BN
CIOFHPE RS 2R AR SR1, T Be MR R R RA I E R 2, RS EAT. LFXR,
BEE M2 2 A AW, KERRRAERNE, WEE 24, BRGNS NF 1K 7 A
FIREE RSN, R Z B HiE e 7 %AW iz %, A0, BGBMEREEZEAGU T T
TR RN L A I . 5 YR B (0 BB A 2 [ B R R L AL

LRk T EBINEEOR, i 7R B EINE L . R 1A DSP B G Sk A A
T FPGA M EG N Sk IL sk 1, JFXT FPGA 78 FGOIN 3 s N RSk 4T 1 e B

2. BRMEBRARLGE

B LD 90 FALCK, EEnEm s 1A S AE K2 KT 1996 4, 5 fEiE B R
BRI SETEE SR, Bk, MUTRIREIFT R BB Z a8k €45k, Bt jEfE 2R
ok FEL Bt i 22 AR R 28 90 51 T AR 2 223 OB B B R e Ak g o AR AT, R B 45 5
ARV L IBM S5 [ B KA w8 — BB T B& 2 207 IR T 1] .

PG 8 A AS 5 32 F A s 1) B EAT B 3 (7 B 1) B L AR R A A 5, 15 B PR B x4k S B
HSRAL T 1 75 PRI R, T IR e PR RER SR =R B H 1. HAT, AMTC3RH 7 2R KGR
INE RS, HREEKIER TG AR, "oy JTHE R BGOSR AN TR R ) BN & %

2.1, ETRENEGMERZ

T S HER, EESR LYK Lorenz A% W ER R T # 4K Lorenz /7F8; 1989 4,
e [E 5 K Matthews B (RIE R 1 “VRMEE D 2 FINER ", OB AR ER S 5 N MG 22 4 4T 1 223

ik
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1997 £, Fridrich ¥R R EUZ H 2] 1 KRG INESUR[2]. — L IU 4R, 5E M) Hamilton F4% i U
Adleman ] DNA 73 P vk, X— 5 ZREHE DNA HHHFIIFIA[3]. Kulsoom 3815 5 (1 7 F A7 4 IF
4T DNA %3, ¥ DNA ME& SIRMMU g Sk &, Fa TR mEJ7m .

B TR BN S R EE T LA Ay Sy BT IAREE R A ] () TGO 5 Bk, B TR R AR e R
g, BRI BRI g BE, TR A EE NS Rk, BT A s, T
SCAN i 5 1) UGN 2 5L AL T DNA Zwfd i) UGN 25 5% [4]

2.2. ET@EGHEGMEBEEE

GBS 23T ENL, LRI TR S 450y, X DL 2 B & 2 s 5 5 24 11
% iE5 . % DSP. FPGA XL (R &M, Fifl/e FPGA X R &2 HisH MR, K
1IN SRR R 22 10 E 5 PR B 2% BB s).

3. £F FPGA BRI MBE %

P37 ] 9w B2 T ¥ 4 (Field-Programmable Gate Array, FPGA)RZEMREH T GAL. CPLD %5 1] 4 F 8341
RUEERD b, BRI . FPGA WIS KEMIIES, FTHRSEME R E#HIZH . T
K, FPGA HH MG MIBEIZERE )23 T BN 3 S )2 %0

M i, XFR ZUC Bk, BT o, I EE F R e rkayk, MeRkERE—
A B9 [ R 3 A o 1) S R AR

P2 FE R =AVE I, WE 1 R 88— 2 NN 5% A7 25 474 (linear feedback shift register,
LFSR), HZENFEAR, B=ERNELEnE)=. B BEhSH 16 MEEHT, MR d
31 NEokE, IXEELLRRARETEAMIE, BIARREA N 0 B &N 1; 5 ERESE —Z008dE, ERILh
—HB5y, HEETA G 4 A 32 bit EHE X, X TR R E AR AT R L A e,

4= 32 bit HEii
MOD231-1
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Figure 1. Zu Chong’s algorithm
E 1. HhzEE
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M ph 2z Sk — P T R A3 65503, 7€ FPGA HszBlnt R 5 5 618 Nrfias, el
ik 124.64 MHz, M EA[IA 3988.48 Mbps [6]. %HIE TAEER A, DRI TAERE, o
AHEEAH, WATEEZTPATVIGHMEN, T EEEN TEEN. &+ FPGA Mz Hi%, HH
MR, TR R &

4. ET DSP WER INEE %

N E N S S AT S, BUPAS 5 A 2% (Digital Signal Processor, DSP)ZHT & E#E K. DSP K]
— RS R B B FEI R R A0 L T IRE(E; DSP SR Ih4hky, TR ARG P At Bkttt
Gy NIRRT AT 2 T B A 2R R bk 5 28 DL R S A7k s B0 S Ze Fi b bk 8 28 . DSP P 3 (1 s 1) e v
(MUL). Z£MER(ACC)ME AR 50 (ALU)SE AT DLE—/N R B R 5, B e e A 250 Ak 25k 3 A
TR — P AR . AR 2 R 7] TRIEEAS R — R I S A s sk L g,
RGBS IA P2 3 BB [8]. Logistic BLGS2 —ANE BRI R4, HECEBRE ., X fr= 2k
AR AN G THREE 1 0 BT BN 28 55 (9] Logistic BRS IEC2E AL 40T
X, =Ux, (l—xk), (1)

Fob x e(01), u HAEBH.
FEBCE UGN BRI G0 . TN (TS0 BB AR R SE R M AR O SRR ORI LN R 5
05— A NI F TR RO L VORI, W SORARIAE 35 A, TS BT RO RUR.
DSP 30 5454, DSP (0T RERFR 21 R0 2 4 e 1 52 ARG R G810 % ki AR LT
IR, 1 FEMR N S 90 H T 2 5 0 57 SR A 1 L 2% B R A 2
YRI5 (0 FER 15 B L S BSR4, LT DSP = A 291 5 3 BB AR TLAE R 7531
FIF- R, R DSP 45 2N B R AT P, DB R R AT, %4

BB me O | RE | MEEK
7| am > g “owm [
A A
SRR SRR
4 48

Figure 2. Chaos encryption and decryption process
2. JRFEMARE LI

5. &hig

ASCHE R RIR TR T R BRI B . TEAHEIR 1T DSP RGNS FIEFI AL T FPGA 1
BN EER ISR, e T EMIRE AL 1) 2T DSP MBI H%: DSP RIS a5,
FEFEANBE 20 JF 7%, DSP Al SEBl— & (AT AL FE . JLAERIMIL T KR DSP % FES Fr ok 5¢ s i 1%
InE , {5 DSP #E AR BN B 2R @ HIa 5 s 2) HET FPGA 1) B N 8% FPGA [ mi2 JRAT AL 2E,
AR EAT 2 AT 5%, F HIL SR BN, B =& I B0, w7 P 5 28 e 3k 2 i
HIZHAIMEK. BN, X TGO E 7 ) R ARG % 7 N 2 6, FPGA K& IP WX
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AT b R X e . 35T FPGA IIEIGINE BAT MIET R, FPGA IELAHIFATYE. mkdk. 4
THER I AE B PR R 2 3 i 32 FH T R N %

B O

A g E K AR R I A« R R 2 A N A R G T K ED VR 9L 7 (61501465)FINT 2548 K
SAEAHNZIUE “3E T LabVIEW FUREREUE N R4 (201810290102X) %1% LI BT
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