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Abstract

With the proliferation of encryption technology, the accurate classification of encrypted traffic is
of vital importance for the identification of anonymous network applications and the prevention
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of cybercrime. Existing methods are limited to expert experience or partial packet information,
thereby failing to comprehend the interdependencies between packets. To address this issue, a
novel multi-stage neural network traffic classifier (MSNTC) is proposed, wherein convolutional
neural networks (CNN) are employed to decompose session images into packet sequences, long
short-term memory networks (LSTM) capture traffic context embeddings, self-attention mechan-
isms obtain multi-channel feature maps, and multi-scale convolutional neural networks are uti-
lized to aggregate global information. The MSNTC model is evaluated on the ISCX-VPN and
ISCX-Tor datasets and compared with other deep learning methods. Experimental results demon-
strate the superior performance of the MSNTC model in network traffic classification tasks, the-
reby corroborating its superiority and universality.

Keywords

Encrypted Traffic Classification, Self-Attention Mechanism, Convolutional Neural Network, Long-Short
Term Memory Network

Copyright © 2024 by author(s) and Hans Publishers Inc.
This work is licensed under the Creative Commons Attribution International License (CC BY 4.0).
http://creativecommons.org/licenses/by/4.0/

1. 518

B EIBRA NG SEORRE R T, M2 CABESI$ATTI . SR, W24 22 AT i 22 A USRI
IR Gt Bt R A RIGEEN[1]. N T ORISR IO U TERT SR, AR I i A R P i
BB FEET B R, INESARMPCEE D T, BOMZ 2 H B 2]. 1 RG]0
2R NI RIS, WS B R ZAER 2RI, ORI AR RIS R3] v 1 R AS
WIAR AL RN 28 22 Al 75 BRI TURT BN, ISR T-HLas 2 SI AR L 5 2] (N i 2 07, A
[N Y 22 4B T R[4 IXLERORIIRT SO A B TR TN 48 22 47K, i fRIIZE IEH184T

REDRBEARDECEA T RFNERE. ST 1525477028, i kil k9 2% £ £
RSN H B S R AS R AR SRR 2 . XA AR S M, (2, ORI g N 18
EhASBEARbR S 1, A9 5L T i 1 I D7 I BRI AT SE (5] O T 3R midEm Ik, IR R O BT ik
T 22 A0 A PR 2 B B 2, DA AL . e PR o AR 7 SEAS A, L& T AR iR
&, JFHIFEITHBOR[6]. AR TR R 1A RO, LS S D7 R E R R A AT AR
GEHRHER SR FAESS,  BlnBE A iR . RN LSRR S (5[ 7] PR, e AT BAREX
W28 AL RIS ST, JF HASSZIN T Sk s, RERSA Rt In s i b AT 70 28 IR 577 V38 O
T FLHISTHRFAE, W1 AppScanner [8]. BIND [9]55 /7 ik. #R1M, IXET7VARIPEREHU T N T8t AO4E
fib, DISERRA eI rz ehe

WRPZ A I BOR BA B Shi— BRI BE /), G T BEBURFAE TREP IR, A OB R A 7 Th %
BUth e, TSR, SEPRE NSRRI [10]. SRS, IR IR e = A E S R A
G AR BRFIE, O 5 R B i (0 0 I B 2 SRR S5 . Wang [11] [12]5F N A — 4 B 22 N 4%
(1D-CNN)FII = 4 AR 22 104 24 (2D-C NN i 4 I 2 200 7 #0 A P2 BR DA SI DAL B TR A » O R E s B
TR N B . AR, AZTTIRAFAE SRR, AU R IEHT 768 7 TR A HON R, RHEIE
B UL A A BEAT e O BB B D5 . DRIE, AR b & S EOAS RIS 1] B i ot £ B 545 B

DOI: 10.12677/mos.2024.133215 2348 e RSE TR


https://doi.org/10.12677/mos.2024.133215
http://creativecommons.org/licenses/by/4.0/

pURIA

AL, sz > SRUERTE . Kumano [13158 NAEHLWT Fe i St ] DU fRor o0 SRUEVE AT IR T, 2D
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Figure 1. Overall of MSNTC
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Figure 2. Data preprocessing of MSNTC
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Figure 3. Global feature map extraction mechanism
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3. SEIEOHR
3.1 ¥iEsg

N T RAIE MSNTC BERLIZ AUVERE, EARRT R A 1T 2 A R AN & R & A T 8l g, BFs
ISCX VPN 2016 [17]F1 ISCX Tor 2016 [18]. & 1 FIF 2 40 MR R T 3K /Sy SR 0 4 B8 . 3 3o £ )
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Table 1. The description of ISCX VPN 2016 dataset
52 1. ISCX VPN 2016 HBERKE2

K PRaE
NonVPN Chat, Email, FTP, Streaming, VOIP
VPN VPN-Chat, VPN-Email, VPN-FTP, VPN-Streaming, VPN-VOIP, VPN-P2P

Table 2. The description of ISCX Tor 2016 dataset
2 2. ISCX Tor 2016 HIBEEKER

K Lz
NonTor Chat, Email, FTP, Video, Browsing, Audio, VOIP, P2P
Tor Tor-Chat, Tor-Email, Tor-FTP, Tor-Video, Tor-Browsing, Tor-Audio, Tor-VOIP, Tor-P2P

3.2. P& IEHR

TELHIAESF, NT R, HEFHIEGE MSNTC fPERE, R 7 VUANE TR R, 272
2 (Accuracy) %% F1 {fi(Macro-F1). %:# [H]2&(Macro-Recall) Fl % A1 %€ (Macro-Precision) [19].

3.3. kB FG*
TEARSZIGF, S AINT L T MSNTC F1 2 R ik 3 4r 20772, HA a3 AppScanner [8]. BIND
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[9]. Deep Packet [14]. TSCRNN [15]F1 FlowPrint [20]. iX%E7595:% H T A [E HIRFAE R BN 4> 250K .

Table 3. Details of experimental parameters
F 3 LWBSHRE

ZH wE
B AHR 16
Holl B T 71T 1600
Bl G R (40, 40)
2B RS (160, 160)
HIIR RN 256
R SCHRNGE 256
=LK D= (G R R ) 8
ERA NN 3
BRI 512
WS R RelLU
FEEEMA R 1024
2K B AL A8 X
b #s Adam
EES 0.0005
EA Tk 0.1
HER KN 16
IR0 30
ke, WirdE. MREREL 7:1:2

3.4. SER A

B2, RFCER OB RMERE RS2, XF 1ISCX Tor $iE 4 AR 28 51 %1 £ 600 AN 4% 2315
BT 0T, LS 21G AT 1y 44 94 16+ 25, 36 Fil 49 ML, JFWL S B A o) vk 2R (1 o
Kl 4 JE7n T MSNTC BEBYFEA [R5 L OB T e e e el . seiRas IR, 7Rk T 9 MK
W2 JE, HEMERBIGESAREEE. M%7 16 MERary, WmRiERRE . A CEdE A
B E N 16 MR, HALSLSSHINEE W% 3.

N T BAUEASCHR B B BT R A R, 77 B AL G AL BT (X R H M 48R AT 1600 4~
BT . T ARG ANE TN B MSNTC AR rfr, Ak sG55 13 I ) 1D-CNIN AR5t i
AEFR T AT IR LA . NFE 4 e DLWIER R, s F AR SCHR HA ) TIAL B 7 VETE I i & 2 AT 55 R 3R B
HEE AT A VERE o X3 B AR SO TR B 7 VARS8 0 3 B ) SSBAREAE A TR A R . DR AR By B
PEHEATTRACER, BR T AR [a) 2 Bl A E TIACEE 5 (R BRI ST A .  HE ELASORE 58 B 1 B 0 4 30
TR TR ARG i DAl Ay By TR b FR B AT n AN 2 SECHE BIRELECE R, (1R
DA% 2T

Kl 5 JEBZR T AN RIS ZE B A0 2 Y A Hh v B R 6 L, AT BRI MSNTC B 4E ISCX VPN %
PEEAN ISCX Tor £H 4R b [1 HERA 26 R IR XS T H AR A 2 B 47 1) - MSNTC #5284 7E ISCX Tor ##5 5 E1
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Figure 4. Comparison of accuracy of different packet counts in the ISCX Tor

4. ¥£ ISCX Tor BIBEMAEHIRE N BUERHZEITLL

Table 4. Performance comparison of preprocessing methods
4. AL EMRELLER

71 HLA HERI %
ACTALE T + 1D-CNN 0.921
G AL EE 77k + 1D-CNN 0.857

AppScanner BIND FlowPrint TSCRNN  DeepPacket
BISCX Tor BISCX VPN

Figure 5. Accuracy of different models in Tor and VPN data sets

[E 5. NEHRELE Tor F1 VPN BUEERERZE
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AHEL TR BE 2 21 T2, MSNTC #EBUTE ISCX Tor #¥E4E ERIREHIZ . A R 2 A0 F1 A7) Lt TSCRNN
PEE T 3.4%. 3.6%F1 3.5%; Lt Deep Packet #2751 30.0%. 32.7%#1 31.3%. 7E ISCX VPN ¥fi4Er,
Et TSCRNN, MSNTC B FkE A% 4 [R1 5 A0 FL B 730l &1 1 4.2%. 6.4%7A1 5.3%:; #H L Deep Packet,
B T 3.0%. 5.8%H1 4.6%. 1XFH] MSNTC LA A AE N 2 A I 7 RIS, i HAHR T
FEGUIRBES I TN B i BRI AT UL, SINTE R IHLEIH) MSNTC A5 8 A5 B8 5 (14 I 2% B4 4R AE 4
HEe7), PLMAIREIR M BRR, REGEERE M ARRE, RIS R UG o2 M 28 T 1.

T A THVEAG MSNTC BB UR, 72 5 7R 1 X AN A B3R 47 VAl B8 A RS %2 (PR) A [ %5 (RC)
M FLAE=MEVR. ZREIR, MSNTC BARZE R 8bs B3I T HARBAL,  [RIN-d56HE 7 MSNTC #5244
FEANF N 75 R (845 VPN # Tor) A BEF 102 1k fig

Table 5. Evaluation indicators of models in the ISCX Tor dataset
= 5. HEAIFE ISCX Tor HIBEMIRLIEHR

ISCX Tor %#ii 4 ISCXVPN #i#5 4
R
PR RC F1 PR RC F1

AppScanner 0.376 0.442 0.391 0.739 0.722 0.719
BIND 0.460 0.452 0.451 0.758 0.748 0.742
FlowPrint 0.382 0.366 0.365 0.804 0.781 0.782
TSCRNN 0.949 0.948 0.948 0.927 0.926 0.926
Deep Packet 0.755 0.740 0.747 0.937 0.930 0.932
MSNTC 0.980 0.979 0.978 0.965 0.985 0.975

% 6 JBIR T AFENREE SRR S A, 5 Deep Packet BERUAH EL, MSNTC #7250 & 153
b, {HBE ST TSCRNN HEY , IX 2K MSNTC AR AR N JZ AT T WP R IE SR O 4E FE TR 46, M
MFEAR T A RFIE R EUZ T By R WU R E TR &, JFESREM R T 2Rk /b R 1) 2
BoE . B ERF R FE AL S H0E, MSNTC RERLE AR AR A5 2% 5 2 TR BUAS T 14

Table 6. Parameters in deep learning model
6. REFIJEBSY

Y ZHE(H )
Deep Packet 24.72
TSCRNN 2.90
MSNTC 4.69

4, GERIE

MSNTC 5 H At BSmA AR L, I T BiEEAMHERIEI N SR N2 RE LS, FNEH LSTM
X A AT AR IR AN B WL JCE 25 P8 e B A1 R PR A R s o A P 22 AR B ARHAIE 2 S A R
TINUHI Y IZ AP AR BTG MSNTC 7R RE 4% B 4 sl 1 s 00 2 TRV S R AN PR L, 4R HUCEARE
AT ARFIER R, AT v 70 SRR I o 20T IRAEA R B SR LIS Sl (0 2REG R, RElg ey
RO RA N E R A M BT AR e 3 T DT iR 22 ST 7%, MSNTC Jrik A
JEH BF MRS, T HAREE S ST 7%, MSNTC BELH T 5 s (A R A S s S ket . Kok
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WHRITA Z A T7 0. B, B PRI m MSNTC 753570 A BEAIRLE,  DATH 2 S i A0
B AR 75 5K o FL, AT A B N 2% R O SE THRFIE, A3 iR MSNTC J5iERTIRAIRE T - )5 > X MSNTC
BERLIEAT AT AR 70, BF 0 U] AR AN R AR MSNTC A7 1 43 8 51, DU TR Ap b B A RS AT 4 25

EemB
E % 3 SRR 5L 4 7 B 10 H (62002184).
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