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Abstract

As a force multiplier of weapons and equipment, information network technology has a prominent
position and role in modern warfare. It has become particularly important to avoid attacks on the
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vulnerability of information network systems and ensure the network security of weapons and
equipment. It is an important means of network security, and with the rapid development of big
data, artificial intelligence and other technologies, intelligent network security and attack and de-
fense technologies have posed new challenges to the national and military information network
security, and also put forward higher requirements for test evaluation. This paper first expounds
the concept of “network security test and evaluation”, and examines the content requirements of
the US military’s network security test and evaluation work. Secondly, based on the major chal-
lenges of network security test and evaluation capabilities by artificial intelligence, it is extended
to the development of artificial intelligence networks in our military, with several practices and
suggestions for safety test identification.
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Figure 1. The process based on US military cyber-security test and evaluation
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Figure 2. The process based on convolutional neural network test and evaluation
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