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Abstract

Android which takes up most of the market share of smart mobile open-source platform is facing
the increasingly serious security threat. Although the Android system itself provides a set of secu-
rity mechanism to protect the safety of the system and application, there is still a security risk. In
order to protect the security of the Android smartphone, on the basis of in-depth analysis of An-
droid security mechanism, using the safety testing model to classify, collect and isolate the appli-
cations, the mechanism of the safe container is formed. It can be effective to protect the Android
system, the application and users’ personal data.
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Figure 1. Android architecture
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Figure 2. Safety vessel inspection process
E 2. REAF[ENRIZ

ok
B

Eog | B2

il % Binder )

W2

Figure 3. Implementation of container isolation
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