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Abstract

Aiming at the actual demand of authenticity and integrity authentication of text image, a fragile
watermarking algorithm for text image based on Hash function is proposed. The idea of the
algorithm is to first block the text image, and then calculate the reversible and non-reversible
pixel points in each block based on smoothness and connectivity. The watermark information is
generated by MD5 algorithm in Hash function. Finally, the watermark information is embedded
into the reversible pixel points. The watermark information extracted in the received text image is
compared with the previously generated watermark information, and the authenticity and inte-
grity of the text image can be authenticated. The algorithm has a good ability of tampering posi-
tioning.
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Hash pRi 4= ZH MDx R%IA1 SHA £7%1. MDx #7%flfi MD5. HAVAL. RIPEMD — 128 %§; SHA
Z543E SHAO. SHAL. SHA256 %5, MD5 A1 SHAI R &), MD5 4 i 45 E o8 128 fi7, SHA
7R A IR S B A 160 £

O EE, BIE B -4 B 05 (Message-Digest Algorithm 5, MD5), 7 20 {22 90 EALHIH MIT
Laboratory for Computer Science A1 RSA Data Security Inc ff] Rbnald L. Rivest Jf %, £ MD2. MD3 f1 MD4
KRETIRK . MD5 LA 512 A7 5r HAL BRI N SCA, BS540 K509 16 A 32 A 4340 BERIHH i 4 4
32 fLor AR, PR A 128 A ERFIME[4]. EAR 2004 4 F /N & B AL E PR Y42 8UA A T MD &
PR AR, (B — A 74, ATLLACAH MD5 S8 R 08 224 ). MD5 A K17 F5 45 M Aot
BEPESE, BB B AR B DLORIE S B 2k .

MD5 24 R AR an ] 1.
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Figure 1. MD5 calculation flow
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S0 F 64 ARAFAEIE A TS BB XS B ERAE N x 512 + 448 + 64 = (N + 1) x 512 fii.

=D RN B N BRI H, WIELIRT & A = (01234567)16, B = (89ABCDEF)16, C = (FEDCBA98)16,
D = (76543210)16.
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Figure 2. Watermark embedding flow diagram
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Figure 3. Watermark extraction flow diagram
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Figure 4. Watermark extraction flow diagram: (a) Text; (b) Medical documents; (c) Electronic invoice
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Figure 5. Examples of watermarked images: (a) Watermarked text; (b) Watermarked medical documents; (c)
Watermarked electronic invoice
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Table 2. Invisible features
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Figure 6. Examples of tampering and positioning
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