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Abstract

If the operating system kernel is under attack, it can pose a significant threat to operating systems
and applications. In order to ensure the integrity of the operating system kernel, this paper
presents an operating system integrity measurement method based on UEFI firmware. In the
scheme, we measure the integrity of operating system mainly in UEFI BIOS boot process, using
TCM chip’s encryption, authentication functions and Hash algorithm. The scheme can effectively
protect the kernel and the safety of the operating system.
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BP0 FH B i) — S O B AE AT R &, IR RN R R BT TPM RO IEE .
IMA ZERE EESRATAT SRR AE N (P I e A FE &, A P T B R OGO e — A e B ik, X Tax S8
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A SCHE AR T UEFI [71R3R0E R G 58 B 2 & 077 R R i E R R AL AT e RS &, T
HIEAT—6HENRE A EHE 2N ERERAMNIE . %772 S R E R S, FEETE BIOS
PAT, ST I8 B2z e, AT IS LR AE N JE (RE R 1) 7 B 2 4 T HRE R AR I R R B0y BT
TR BT ISR T S5 B8 0, FESCILER b, I8 — B 2 2 RS AR E L B IR A 1) %
A, TR E .

UEFI (United Extensible Firmware Interface) & Intel BE&r b 5% 15 77 2 [H) 1) 4 L i 0a 8]
UEFI BIOS & X T #:1E RGN G [E1F 18 4% bR iE, JRIaAT AR E RGEFIREAE 2 [ ) — AN A 2
[9]. UEFI % BIOS A nIgmfetEly, wH f@ikly, watEmiEma, FrLlaeig Ry it &4t BIOS,
B — A .
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Figure 1. System flow diagram
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Figure 2. The overall system architecture diagram
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Figure 3. The client organization chart
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Figure 4. The server module diagram
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