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Abstract

This paper presents an information hiding algorithm based on GIF image. Firstly, the algorithm
divides the color index into the effective color index and the redundant color index according to
the frequency of each color index in the image data. Secondly, on the basis of the color difference
between the palette color index, the effective color indexes are divided into several groups to get
the similar color index subsets. Finally, the redundant color index in the palette will be assigned to
each similar color index subset according to certain rules. When embedding information, the se-
cret file is grouped and converted into M-ary code stream, and then the code stream data is em-
bedded into the image data by the method of grouping and Mixed M-ary. The experimental results
show that compared with the existing methods, the proposed algorithm not only improves the
steganographic capacity, but also has a great improvement in security because of the fewer carrier
pixels needed to embed the information.
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Table 2. Comparison and analysis of steganographic security
2. REMITES

{51 bt SNR(dB) i (1% W L. PSNR(dB)
HRA SR ZINKB
OPA ik AICE OPA Hik L
1 41.2 69.59 38.9 67.8
3 38.9 62.7 31.2 58.7
6 33.7 56.4 26.8 53.2
3 . . 2
M*N*max| Map[p[l][j]][m]
PSNR =10Ig m=t (4-2)

531 5 (w[o L)l - wi o, )]

=1j m=1

Hor, pulilGIvRE RS | 4T3 j MG R B 4], Map[ph [i][j]][m])ﬂﬂi’yﬁ%wl%l%ﬂlﬂ% EFE
HIHI15 R RS m ANEiE s 18 Map[p[i][j]][m] MR GG S 2 AT 3 § FIB R RS m A
Bith sy B . EMREE L AVER, RCEIE S HE —RERELE, RRRE R R
%, R FRAHEMIE . & 2 514 T IERS N 227 * 240 1) GIF B EHNAS A K /N SO AR SC
HiE5 OPA Hi% 1) SNR F1 PSNR.

% 2 /A1, s M s, ERAFRERBE SR, BT RNEEERSE D, HRAGRE
I PR e sl B )N, A4S A B Bkl B A T S S e b, REERTAL, [R5 2.

g5 FRTIR, ASCRIEAMUEIA Fk e Bl — 0| T RIS &, FREfERS 24t b
AR TR R . #F 2, ARCEEAMESR TPSREERMIL R, AR bt — Pt m 7 FEn
PERE.

5. &hig

WICHER FEIA BB sl b, 38 T —F AT GIF UG BT AR B 2R 5| ITHC VR A2 Fl N
Bk HE B RS AR R R T AT A AL R b, PR ERUR TT R B R SR IRy
FFAARAORI TR WMAGEER, SERGRTHBEEH L OPA AR TURZR GIMRER,
PR Jm ~F BUR G B b LUR & 2 3B 1007 sOR R 5 B LR A 2R G 8 b . SEVE AL,
ASCFERA RN E L2 att, & M2emAiig Gk,

HHER
ST VRS STEOR 5 T AT S0 % BT B(DH201503) .

SE#k (References)

[1] Kim, S.M., Cheng, Z. and Yoo, K.Y. (2009) A New Steganography Scheme Based on an Index-Color Image. Sixth In-
ternational Conference on Information Technology: New Generations. Las Vegas, 10-12 April 2006, 376-381.
https://doi.org/10.1109/itng.2009.119

[2] Munir, R. (2015) Chaos-Based Modified “EzStego” Algorithm for Improving Security of Message Hiding in GIF Im-
age. International Conference on Computer, Control, Informatics and ITS Applications. Coblong, 5-8 October 2015,
80-84. https://doi.org/10.1109/ic3ina.2015.7377750

[3] Fridrich, J. and Du, R. (1999) Secure Steganographic Methods for Palette Images. Information Hiding. Springer, Berlin,
47-60.

[4] Fridrich, J. (1999) A New Steganographic Method for Palette-Based Images. Proceedings of the IS&T PICS Confe-



https://doi.org/10.1109/itng.2009.119
https://doi.org/10.1109/ic3ina.2015.7377750

LR, K

(5]
(6]
[7]
(8]
[9]
[10]
[11]

[12]

rence, Portland, 15-18 May 1999, 285-289.

Niimi, M., Noda, H., Kawaguchi, E., et al. (2002) High Capacity and Secure Digital Steganography to Palette-Based
Images. Proceedings of International Conference on Image Processing, 2, 917-920.

Zhou, Z.R., Ji, Z.C., Wang, Y.Z., et al. (2006) A New Algorithm of Steganography Based on Palette Image. IEEE
Conference on Industrial Electronics and Applications, Singapore, 4-6 May 2006, 1-4.

Niimi, M., Noda, H., Kawaguchi, E., et al. (2002) High Capacity and Secure Digital Steganography to Palette-Based
Images. 2, 917-920. https://doi.org/10.1109/icip.2002.1040101

Chang, C.C., Tsai, P. and Lin, M.H. (2004) An Adaptive Steganographic Scheme for Color Images. Fundamenta In-
formaticae, 62, 275-289.

Zhang, X., Wang, S. and Zhou, Z. (2008) Multibit Assignment Steganography in Palette Images. IEEE Signal
Processing Letters, 15, 553-556. https://doi.org/10.1109/LSP.2008.2001117

LR, THEE. GIF B ZHEZ WG ERMEIVECIMER. BFERHERES. BE. HTFS5BHlHEAZ
AREVORITEE. HEAR: VPERIAZIE K, 2010: 347-350.

Brisbane, G., Safavi-Naini, R. and Ogunbona, P. (2006) High-Capacity Steganography Using a Shared Colour Palette.
IEE Proceedings-Vision Image and Signal Processing, 152, 787-792. https://doi.org/10.1049/ip-vis:20045047

Wu, M.Y. (2012) Robust Data Hiding Method for Palette Images Using Double Messages Embedding. Applied Me-
chanics & Materials, 263-266, 2510-2514. https://doi.org/10.4028/www.scientific.net/ AMM.263-266.2510

Hans iXIth

BRI R =R T %

ERATERS (QQ. S HEAEE)
R DU B A58 1 3 )

24 /NI DL R S O BT A il

AT HIAE 2 AR i

LN AT

IR

A2 7 o ) I T AL

NooaprwhRE

PeREiE ST http://www.hanspub.org/Submission.aspx

WIFIHEAE: csa@hanspub.org



https://doi.org/10.1109/icip.2002.1040101
https://doi.org/10.1109/LSP.2008.2001117
https://doi.org/10.1049/ip-vis:20045047
https://doi.org/10.4028/www.scientific.net/AMM.263-266.2510
http://www.hanspub.org/Submission.aspx
mailto:csa@hanspub.org

	A Mixed M-Ary Information Hiding Algorithm Based on Palette Redundant Color Index Matching
	Abstract
	Keywords
	一种基于调色板冗余颜色索引匹配的混合进制信息隐藏算法
	摘  要
	关键词
	1. 引言
	2. 研究现状
	3. 基于调色板冗余颜色索引匹配的混合进制信息隐藏算法
	3.1. 调色板有效颜色索引分组
	3.2. 调色板冗余颜色索引分配
	3.3. 信息嵌入
	3.4. 信息提取
	4. 实验结果分析
	5. 结论
	资助信息
	参考文献 (References)

