Computer Science and Application HHE Rl 5/, 2018, 8(5), 709-720 Hans X
Published Online May 2018 in Hans. http://www.hanspub.org/journal/csa
https://doi.org/10.12677/csa.2018.85079

The Optimization of SSL Protocol
Based on TCM

Xinglan Zhang, Guanhua Ren

Beijing University of Technology, Beijing
Email: 2461015133@qqg.com

Received: May 1%, 2018; accepted: May 16", 2018; published: May 23™, 2018

Abstract

Trusted cryptography module TCM is a module which combines the hardware and software of a
trusted computing platform. It provides cryptographic operations for trusted computing plat-
forms and has a protected storage space. TCM establishes the source of trust through the system
security chip trusted cryptographic module, and then establishes the trust chain in accordance
with the relationships of the system startup process through the hardware, firmware, operating
system and application program to ensure the credibility of the computing platform and the pro-
gram. The traditional SSL protocol is basically impossible to defend against man-in-the-middle at-
tacks in the handshake phase, because the identity authentication phase of the handshake proto-
col does not have information on the underlying hardware platform. The improved scheme of the
present invention is based on the new implementation idea of the trusted cryptography module
(TCM). Based on the analysis of the existing SSL protocol, an improved SSL protocol based on the
trusted cryptography module TCM is proposed and implemented. The protocol involves the commu-
nication between the client and the server, and is mainly designed from the following aspects: 1)
Using the platform identity certificate to provide hardware and system-level authentication. 2) The
protection of the pre-master key by the storage master key of the chip which ensures the transmis-
sion of shared keys of both parties and is better guaranteed before data exchange. This method ap-
plies the TCM module to the SSL protocol, and establishes hardware-based and system-level authen-
tication for both parties of the communication. It also improves the encryption algorithm so that
during the handshake phase, the data transmission between the two parties is better guaranteed,
and provides information transmission for the recording protocol part. Stronger security guaran-
tees enhance the ability to resist attacks and improve the security of the agreement.

Keywords

SSL Protocol, Information Security, Trusted Computing

EFTCMBISSLIMYL B

Kz, R
B TR, b

XEFIH: kX, TEiE. BT TCM 1 SSL ERMEIRALD]. THENLRN S R, 2018, 8(5): 709-720.
DOI: 10.12677/csa.2018.85079


http://www.hanspub.org/journal/csa
https://doi.org/10.12677/csa.2018.85079
https://doi.org/10.12677/csa.2018.85079
http://www.hanspub.org

Email: 2461015133@qqg.com

WekE . 201845 H1H,; A HME: 20184FEsH16H;: KA HM: 201845723 H

R

AR EGERTCME — M AMETHEF 6 BB S KRR, ATETRE e REEEHEE, A
AREPOFETNE. BERAEREEH T EEBEREGEREL, REELBE. B4 RER
SKANARRF, HRARREIS RN ER KRB G RN T ER AT FENEFNTE. 44
KISSLYMXAE R FH Bt T M A B E A L REVED B, XEH TEFHNT FHAMERBEAT R
BB SRR B« AR RISOHTT I T A5 FGER(TCM)FT I SEBUBAR, 2P IA SSLUMY %
Bl b, REFHERT —MET A EFEERTCMISSLEGENML . ZH I &% 3R AR 528 5 47 8
5, EEMNUTHFEETR, DARFESMHERRUAETEANRGERAINNE. 2)BEE K7
EEEFANMEFEANRY, EALREZHR, TR ZEEANEREE T EFRRIE. 2758 TM
B A ZISSLM L, BIABENTETEENRREREAE, AR TmERE, £8EFH
B, ST HIRAEIAE T EHRRE, LRI RIE BAARREE RN R R, W T K
THIRES, 'R T IE e,

E3: 4]
SSLiM, 158 %4, WEHE

Copyright © 2018 by authors and Hans Publishers Inc.
This work is licensed under the Creative Commons Attribution International License (CC BY).
http://creativecommons.org/licenses/by/4.0/

1. 5]

SSL M AL T TCP/IP A4 2 RN 2 2 7], Sy b 23 B FH A5OH A B Ak 22 A3l , mT AR B 4 U0
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XTI H AR 3] 7 I RIE. AJ7ENE TCM BRI 3 SSL s, @ S A5 X0y 56 T3
TEMAGRMAAE, Jf B3ETh TNk, MERTFHEL X8Rt mE ) 7 E g fRE, s
PRSGER 5 AR PR B S o i 22 A ORb, Mo IR RIRE Sy, PR T I A (2]

2. S REHA

— P T 05 B (Trusted Cryptography Module, TCM)f) SSL #M3, 2 HI4F 5 K bR 503 BH U
21 FR:
3. AIEEL

St SSL X R, B XU B S A GEEFE, FERLUE TCM BI°F & Sk 581 SSL i isCuE i1
WA E I RE3]. EASMEIERTHEE: WEX07EA TCM &l @EX B g BilaE 72l
UERE & B E5[4]e &7 Siht ik 25 48 i A CE P FE A ] 1 B

ARRERIA T

1) AR TAERAZ W R :

a) g5 asutid 2 SSLEHE 8/ TCM “FAIERER, HEREMEES LM m « m,:

Table 1. Symbols and functions directions

F 1. FFSREHKIHA

CERTl ik
T., O., H, %/ TCM. % 73 TCM BTA # . % /'3 TCM /e E4L
T;, O, Hy JIR 55253 TCM. 4539 TCM BT # . IR45 333 TCM FTTE EAL
EK, 4 TCM ] EK A%

PubK, PubKCert,
PEK,, PEK,, PEKCert,
KeyPub , KeyPri

hd, , shd

m,|m,
hash(m)
hmac(m, k)
DS (x)
K

s

K

P

PreMasterSecret , MasterSecret
senc(m,k), sdec(m,k)
aenc(m,k), adec(m,k)

kdf (f,s)

SM2KE(K,,K,,X,Y)

NIk 55 4ol SSLAEH A%, SSLAET
PEK A1, PEK FA%. PEK iF45
PRI ATF X B X 4R
W K AR I A Y 18P R 2 i AR
Xt m, R m, AT H R
m 7 {H
F2 9] k T m (R T BRI B ERS
Xt x L4
B4 RN R LI A8
TEHH, EHY

FIXIFRE R kN m. % m

AP ke m, HRY kS m; sE A kI m, AP k #% m

LA fONBRE s N3P e s

FH R TT B A k1 R ASH X BLRA R 77 1A% K2 MG A8 Y, 115

SM2 % BB T MM L 5 2 i
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e, (Erie

B F i k55 2%
P 1. SSL Certificate
SSLUEHS, MIE-FBHAUEH3 3 A 40

2. RE#TE FMNE
D R4 k% & S MmiET, iED
INESEF & &0y AR
2) RS SSLUE B AE & H i1
A EAL T B RS E, 25
hml, hm2, hm12
3) RS A AISSLIE B A & S iE T s
B E T4, 15 3IDS
4) JR%ZIEhml, DS, m2. B4 NFARYE
P ENL; 8hm2, DS, ml. 2544 N EH
RAR i TCM

3. RE 2T G B3 FISSLAE X 5% &
AN

D B BN &S AR S W& 4
DS, SENREPRZMEMmI2, F1H COHRYE
hml, m2 1S RME LR, FHAHF, Mk
R 45 25 i EHUSSLUMS RN B (1) °F & 3

Bio 75 NEEE A,

2) % i TCMF &4 A R 28 W& 4
DS, BRNRLEPEEEmI2, 1 E CARYE
hm2, U ELE, AR, kiR
R4S 23 uTCM T & PRI AN L R P SORR

Mo B NSAEA BT .

Figure 1. SSL protocol authentication optimization process

B 1. SSL il HEHAE LT T2

m, = (PubK, PubKcerty); m, =(PEK, PEKCerty).

b) MR%% asim s ml A SSLAET: . TCM ~F& S iE+ . WREBaEH B apma i, tHEERES
ST hmy  hmy . hmy, -

hm, = hmac(m,); hm, = hmac(m,); hm,, = hmac(m1 ||m2)

o) MR% A MBELHHN Ky K, IREBIPATH T WNEA413F DS . DSg =aenc(my,,K) s
PR RS AL K o I8 my, » R B4 8 TCM V-5 B IE T A1 SSL R SRBAE —i2, ALK
SSL #hs 4 E~F- G PR TCM H 1R B

d) M #AE Ky, m, DS Fem BIVGFAE hm, KIE4% 5 TCM Bl TCM ., 1XFE TCM R RETH3
m, AR, BRI m,: K, my,, DS, M m, BIMGAAE hm, KIESE i FHL H,. , X8 H, R
1320 m A B EITAFAE] m,

2) & AR E AR A0 T -

a) 2P it iRk 55 ds i ) SSLUE S A1 & S ik 43 Sl B AT A o

b) & %S SSLUEFAIT & S ik F xR o¢ RFEATIAE, S8 iEL R SSL Wl i 7 6 I 5L 2
it TCM I RG G, HARKAUEM T

op
N He
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W5 hm|, = adec(DSs, K, ) s V58 hmy = hmac(my) s BAE T % hmy, = hmac (m, |my) 75 BR3L, BLI7HE
5 my Fmy SKIFIEHHEOME, B ROLEAE R, LU NBER, A2kt ik il [5] [6].
4. ERPZTHTIEML

FERE NG, REPF%H. & m Ak 3 i e Hello M BOAZ B BEHLE S S N 7= 4,
Ak 5 2 A Hod BN TCM BRI 25, I S AR SR 35 A BEALYE AL 1, (5] I 2 35 2% 4
HIAE il DR P A BN SR 7] [8]. BT R WA 2 P

EORl Hi 5545

1. ClientKeyExchange
DR R IR R
TCM_CreateKeyExchange ()

2) A5 ATCOMBE R A, BENLA B 6 A
WA ARy, IR Y=g y13 2] A
H, G, V) IERELETON 359 5 AU igh

SE, & ANV RS ) i AL

2. ClientKeyExchange
B i A T ARAH I B TCMER Y 5 3% R 25 7%

D& oA B, 7= AR T R
2) % Pt TCMBEMLAE Bl I B R B,
B R A HX=¢ " x,

3) TCM_CAE Kk
seed=SM2KE (PEK_C, PEK S, Y, X), S}
k1=kdf ( ‘encryption’ , seed),
K2=kdf ( ‘integrity’ , seed)

4) it Ha=senc (FEFE, k1)
B=hmac (a, k2), sblob=(b, a)
5)TCM_CiR[F1X, sblob%5 % FruiEML, Fl
B (x, X0
6) % i F ALK, sblob R4 IRS 223

3. ClientKeyExchange
R 55 2R 2 AR BT E A, HORAFAE
TOMES F P9 38
Jik 55 %5 5 TCM :

1) it5seed=SM2KE (PEK C,PEK S,V,X), &
Hkl1=kdf ( ‘encryption’ , seed),
K2=kdf ( ‘integrity’ , seed)

2) ¥ sb1obaT32F-FIRIE LD, KR Na
3) ¥ iEb=hmac (a, k2), Z J5it5
il ¥ FhEH=sdec (a, k1)

4) FIAEA RV SMK AR 37 7 = Rk
5) MBRIGEEFAEHXT (v, V)

Figure 2. Flowchart for optimizing key exchange in the SSL protocol
B 2.SSL il B AR A D AL RIZE]
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KN, AR

AR R

1) X5 TCM B A sl ARV E IS, AR AR B S 0L, APHREEEERN S —T7.

2) F vk SE T e i A R 0 % % A

T A% P i E LB T 32 s TCM BEERBEHLAE sl i 3 B FA S x, TSI S A A X = g7

A TCM %) i ] TCM BB SM2 i 5503, Y 55 45 3m AN 2 i (1) SSLAEH A AFIXUT TCM
B A ) BT R A8, THE SM2 BRI R P W I i d M T FAREE RT3 P
I . WAL ) SM2KE BB TCM B SM 2 AR INE 5%, % 7 i AR 55 48 0 (1) 1 & &
B AR A8, TR Tl e . BT RIRAR A

1) seed = SMZKE(PEKC,PEKS, Y,X) , k= kdf(’encryption ',seed)

2) I a = senc(PreMasterSecret,K,), b=hmac(a,K,), sblob=(a,b)

B, 27 i TCM BRIz [8] X M Sbiob 45 ENL, ALK X M Sbiob 45 554 F AL, 25 7 i EALIE
BRI B BT (x, X)) <

k55 2% TCM RSB S Al FH 5 2% 7 v AR [ (149 7 2 26 Bl P =8 26 B0 I 35 3 g1 Rl 15 B35 TCM BREERUR
B IR A S B R %4, B mAE T

1) ¥ Shiob | 32 F WAL b, HARTIIMES a;

2) E b =hmac(a,K,)

3) +5 PreMasterSecret = sdec (a, K1) ;

1 J5 F TCM R A A7 i 5 B B OR AP T 2580, [R] A o I AL 2 s 1D B 35 EH X6
5. it B89 SSL IBF T2

PeAbE B4R F P VG @ 5 A2 1¥) 3 B9 [10] [11]:

1) SSL & /' iiidid Client Hello V4 BB e SCHFI SSL RAS . N5k, AL HEE . hmae HiE5%
{E B RIEZ SSL s % o

2) SSL JIR 55 % & A UGEAE R FH I SSLRRAAINE &4, Ffilid Server Hello ¥ 2@ %145 SSL % )7
Uit WA SSL MR 5% #5% fuVF SSL %% - aifE LA (13845 h B AR IR 20, W] SSL R %S ds 2 WA IR il 7 e 2
1% ID, FFilid Server Hello ¥ 5 &% 4 SSL % /' ¥t

3) SSL AR 55 245 #5545 1 O A 9IS B IBUTFAE TS PubK Cert g FIR S %% A %H PubK ( }3%4% SSL % 7 ¥ o

4) SSL M55 #34 B BT & Sk PEKCertg RN RIS & F 103 A%H PEK K i%4 SSL % F'if o

S) MR %5 it bt 2 5 SSL E BAE B A m : m =(PubKg, PubKCerty) ; TCM ik 1515 5.4 m, :
m, =(PEK, PEKCert) «

6) M52 um v 5 m (IG5 4E hmy = hmy = hmac(my) s VFSE m, WIVEFAE hm, « hmy = hmac(m,) s iF
Bom ~ my S hmyy . hmy, = hmac(m1 ||m2) o

7) MRS AE SR AN K« K, RS EHEATH T WS4 E] DSy . DSg =aenc(myy,Ke) »
M HHCFEE 44 F TCM -6 Sk F1 SSLAIE - ORBRAE — 2, 2 44 Bk SSL ¥l i4F 7€ F 5 358 8 TCM
HE

8) MRS &t Ky» my~ DSg Jem BIMGTAAG hm, KIXZE2 7 5m TCM Bl TCM ., 1XFE TCM A BE1G 3
m, R, (BRAE m, s K, my, DS I m, WAL hm, RIEEZ PG ENH, , &R H, J g
133 m, 2R B ETTEAE] m,

9) %% I ik ik 55 A i SSLEF PubKCerty -
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= i 554%

1. ClientHello

2+ ServerHello

3. SSL Certificate
4. RS E S NE

5. RS2 & 5t FNSSLUEAS X i 9 SR BHIE

6. ServerHelloDone

7. BTG B ANE

8. 1. ClientKeyExchange
| s AeTOMA: i B %), IR ASIRGE |

8.2+ ClientKeyExchange
% P AR R B I I TOMER AP 5 1% R 55 s

-

8.2+ ClientKeyExchange
AR 55 SR MR A AR B T LA, IR ERAFTETONS A I

-

9. ChangeCipherSpec
7% 7 i 308 SR IR 45 A it T UG ) # AR

10, Finished

11. ChangeCipherSpec
PR 55 v dd & P T AR VIR

12, Finished
TR 25 5% vty 8 R %0 i T W LB b 5

13 D)4 332 208 s

Figure 3. Flowchart after optimizing the SSL protocol
[ 3. SSL il L R BB IRIR A2 (&

10) & /i il TCM T & S iE 5 PEK Cert, o

11) %/ HE(T SSLAEF A TCM V-4 5 ik 55 B 5% R AIIAEE -

W5 ), = adec(DSg, K, ) s tF5E hmy = hmac(m,) s BAETTTE hmy, = hmac (m, |m, ) 75 FRIL, 45 BOL
WEEAA R, dRESELNUNPER, B2 bk L.

12) & iK1k PEK . M PEKCert. %5 R55 4% RS 450AE PEK . #1 PEKCert,. -

13) fiR45%% & 1% Server Hello Done 4 /2., 18%1 SSL & i A AU B4 i 455K, FFURHE T %40

4
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KN, AR

14) M %5 Hg i F TCM _ CreateKeeyExchange( ) ;
k554 T # 2 )5

a) BUAEE PRI, FEHLAE R TE A shd,

b) BEHLAE RIS 2 HFAEH y, THEIENEHAHY =g

o) BEIGHT 2 EXT (1, Y) FEAETE TCM IR 5 )4 shd,, 955 ;
TR0 shd, » shd, % Hg, H ¥ Y RIEBE I H,.
15) % P H . BEHLAE RT3 %54H PreMasterSecret

% TCM BT, - a) BENLARRIGI 2 9IRE & tF IR S A X = ¢°
b) I seed = SM2KE (PEK.,PEK.,Y,X),

K, = kdf ('encryption’, seed ),

K, =kdf (’intergrily ', seed )

c) TH a = senc(PreMasterSecret,K, ),

b= hmac(a,Kz) , sblob= (a,b)
T3R8 X Fl Sblob % H. » H. ¥ X Fl sblob t645 H , T, AR HBRIGE %5990 (x, X))
16) M4 4% Ty 1)1H5 seed = SM2KE (PEK ., PEK,Y, X ),

K, =kdf ('encryption ', seed

K2 =kdf (‘intergrity', seed )
¥ sblob I 32 FHIRES b, HARTFHIRES a

BAE b = hmac(a,K,) ,

V5 PreMasterSecret = sdec(a,K, ) ,

HI SMK f7fifi 1= %974 PreMasterSecret = sdec(a,K,) :
keyBlob = senc (PreMasterSecret, SMK )

17) O; W TCM _ ReleaseExchangeSession(shd, ) , T, #EV A 5, MER shd, 48 ) 10 I B2 85 x5
( Y ) o
18) Hy R M EE KRS Ver ¢« Ver _s TF 5193 = % ] MasterSecret , ¥4 H, iHH
Finished 4 SN A, MG fH:
MD5 (MasterSecret + Pad, + MD5( HandshakeMessages + MasterSecret + Pad, ))
+SHA (MasterSecret + Pad, + SHA( HandshakeMessages + MasterSecret + Pad, ))
A HandshakeMessages 227~ 8 F-1H 146 A 7 S 17 46k 1 S5 463 10 A AN G935 1L 9 B 76 PR ) 803K
SSEAEE,  Pad, R Pad, FHFF
Ik %5 % Hg 1% 3% ChangeCiperSpec -  Finished %5 % J* Ui H. - % F' ¥ H. it 5 £ %
MasterSecret = hmac( PreMasterSecret) , H . TV Finished T B P25
Finished' = MD5 (MasterSecret + Pad, + MD5( HandshakeMessages + MasterSecret + Pad, ))
+SHA (MasterSecret + Pad, + SHA( HandshakeMessages + MasterSecret + Pad, ))

LL#E Finished' M Finished » AAFIZRNTH BARBEM, Fa & P it Finished' K45 MRS 25 R R TEAS
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EF LR
AR S5 45 B6AIE 2 P i K% ) Finished' JHIE, WS AL, WA LLrH S H MasterSecret o

6. LR A

SSL WMl AE L FRI% W_ESofh. WU SO i R EE B, FORGUEE RIS, Hl
= SEREVERAE, DLAGSE 1 SSL iSO BRI 1 22 A B A . T T ESH AR LA JS 1 SSL P
TEHRTF RIS — NS, FEMEAE G, &P T GBI H CRIT 5 R e B A RmA K,
AT CMEAIEAS 5 (0 IE 64T, AR50 2354 TCM & IRTIR N, 6 M4 AL f s B R AL S 1
SSL il HAAMEE R T

T.: PN TCM G Fs Ty B0 %25 TCM S - .

1) &) — WXK: ClientHello(C,Ver _c,Ran_c,Suit _c) % J"5BIL ClientHello 14 B4 & LR SSL
WA, I EE . BHLHEE. hmae FIREE B RIEATHR .

2) W% — %) ServerHello(S,Ver _s,Ran_s,Suit _s), 5 DMXRL, WHKIEIL ServerHello 145
¥ Server ¥ SCHEM SSL FRA ., INZE L. B MEIE. hmac HIEHERRIEHE .

3) MR — &/ BT SSLUEFIAIE, ¥4 B CAYHUE BB TIES PubKCert AT X A

PubK ¢ RIE4% )
4) HE — B WA AINE, KA S5 KT S S 0IUET PEKCerty FIX N6 5 4 A 8]
PEK { KIRGEF o

5) BxK: MFEEBE TCM IET1E BN m : m =(PEKy, PEKCertg) ; #% SSL iETi{5 B - m, :
my =(PubK, PubKCerty ) .

6) MZK: BRI m WIVEAAL hm, « hm =hmac(m,) : V5 m, WWEAAE hm, = hmy = hmac(m,) ;
T8 m « m, KIEAHAE hmy, : hmy, = hmac(m1 ||m2) o

7) BF: MRERELEHS Ky K, BFRMITHTFNELIGR] DS DS =aenc(my,Keg), F
M4 TCM “F & S IE AT SSLIE T3 R BA/E — ke, R A& IR SSL Wl e F & M558 TCM
PHER.

8) MK — &F': WKICK;, m, DSgFm WIVGAME hm, KIk4 % P i TCM B TCM ., 1IXFE TCM
RBEAFE) m, KIZREAE, BAFAEI m, s W m,, DS X m, KIS AAL hm, KIk4 % 5im EHLH,. » X H. A
REAS 2 my (A=A AT A E] my
9) B G TCM BEATF 6 B3 A SSLAIEFIXS 82 5% R IIE:

W5 hm|, = adec(DSg, K, ) s H5 hmy = hame (m, ) 8UETTFE hmy, = hame (m, |m, ) R 45 BSL, 5 AL
B KEELUT PR, B E kbl

10) &7 B I EALEATF 6 B 43 A1 SSLAIE X 2k R I -

a) VI hm{, = adec(DSg,K,,) s 5 hm, = hmac(m,) ;

b) WAL TE hmyy = hame (my |m, ) RET5BOL, A5 BOLME L AR, GRS LUTR AP ER, B4 R

11) %&)/': &) TCM $63FE PEK F PEKCert o

12) %7 — WR: &K% PEK. F PEKCert %A%, T ZKWAE PEK . f1 PEKCert,. -

13) HZK — &F': FEKIE Server Hello Done J§.E., A 7 RAFINE BB SR, TFahit
T

14) B% — &F': BEFEN Hg HH TCM _ CreateKeyExchange( ) ;

jm|
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e, (Erie

PR T 32 A A
a) QUEERRPIIIRT 1%, BENLA RS AN shd,
BEHLA Bllm i B EAAAR y, THERIRIS AMEA A Y = g
AS UL REIRS (1, Y) FEAETE TCM 365 400 shd, 05
T, IRIE Y, shd, % Hy, HgW Y RIEHZE ' H,. o
15) B -ER: BPumEN He PV PreMasterSecret
Z P TCM BT, - a) BENLAE RGN BREAAAE] x, TGN A A X =g
V5 seed = SM2KE (PEK ., PEK .Y, X) ,
K = kdf('encryption ',seed) ,
K, = kdf(’intergrily ' seed) ;

HHE a= senc(PreMasterSecret, Kl) ,
b= hmac(a,Kz) , sblob= (a,b) .
T3R8 X Fl sblob % H. » H ¥ X Bl sblob 1645 H , T, 18] IHIHBRIG H AR B0 (x, X))
16) Fi%: W% TCM BT, : a) 115 seed = SM2KE(PEK.,PEK;,Y,X),
K = kdf('encryption ',seed) ,
K, = kdf(’intergrily ' seed) ;

¥ sblob B 32 “FHIMES by HARTWIRMAL a;

BOUE b = hame(a,K,) ,

V5 PreMasterSecret = sdec(a,K, ) ,

HI SMK f7fifi ERRGIRY" PreMasterSecret = sdec(a,K,) :

keyBlob = senc (PreMasterSecret, SMK) -

P2 : T % TCM T # i Fl TCM _ ReleaseExchangeSession(shd,) , T, #:31MAE, MR shd, #&
FIE R (1Y)«

BR: BRFENFHABETREILERSE Ver ¢ Ver s tFHF2E %4 MasterSecret , ¥HHETH
Finished W 2N Z, MWEGAH:

Finished = MD5 (MasterSecret + Pad, + MD5 ( HandshakeMessages + MasterSecret + Pad, ))
+ SHA (MasterSecret + Pad, + SHA (HandshakeMessages + MasterSecret + Pad, ))

3\ HandshakeMessages R8T 248 W 7 i (51 BT UG O 7%, ANEIEILH SN 12
KBS, Pad R Pad, HFSFH.

X% WK Hg 151% ChangeCiperSpec «  Finished %57& J7 Ui H. o %% F' Uiy H, TH5H £ %5
MasterSecret = hmac( PreMasterSecret) , H. 15 Finished 1 5.[¥14 %% :

Finished' = MD5 (MasterSecret + Pad, + MD5 ( HandshakeMessages + MasterSecret + Pad, ))
+ SHA (MasterSecret + Pad, + SHA (HandshakeMessages + MasterSecret + Pad, ))

ECAL Finished' F1 Finished » HIRIZRRHE B AR S, 557 4G Finished' R4 T8 KX R~ B

ERUE SOy S
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R BRI U6 KIEW) Finished' WHE., WHRAL, WA LLoHS H MasterSecret -
P % P af LLBCC M E F 322540 MasterSecret TNV 85 B RIEATTE XK, Tz ol DU XN
BRIEVE RATFIE S

7. LR SSL il 3R
7.1. REMSH

VAT E B O IE S 21 3% YT 2 A A W 7 T REAT 23 A

1) SSL P B I E % 4 53t

MAEWEE B RS S, BT RS S AR K SR RS A S MIET PEKCert
PG50 A PEK o 16 S8 5% TCM A EREGE nay 7785 HHEHES T 807284, BUIE
B 5y o Bk ASBEZRINE] TCM S J1 B iR el , A e D 3 A 55 2% S O E+5 . AT B3 vis 54 43 2
e

2) SSL Wi % 4 2 A i 43 1 -

Y HM B, BT T v ARG 25 1 TCM ASEER AR G R 25 856 (x, X)) #1(3,Y) , A8
XY B X y MBI sed, « sed, IRIAIZ THL, KAV XL YR KL 577, H#E RN A9 X,
Y M TCM V& G132 2481 PEK .« PEK NS4, KA TCM ) SM2 8 V0 0 D1 SM 2KE "E RS 1 5
PreMasterSecret [{Fh T seed , B seed = SM2KE(PRK.,PEK,X,Y) .

A A A DG S tE S P

H T 0t AT RE A TCM B, R AESCRE SM2 B4 B i i, ANRBEAT SM2KE (PRK ., PEK, X,Y)
XL IBH

BUAE S RE SM2 B EAT I, i1 TCM 384 A I I 25 B (x, X)) A (.Y ) P& S
11 N8 PEK . M PEK g, [R]85 BHO0EFH 2 BIAMBS - i AAN RT B A2 B2 1 3 A A T seed » L TET%
Dyt S iH B .

I TS e R e b, SR 1 B B AN REAS B 2 T

bk = S A S R B SR BABT 12 1 % SR B R B
7.2. RS

AL G ) SSL PMMAE B A TERN 22U B B A e AP 40 #O R F 17 IS SRS A TCM,  FIH TCM
FEAR BRI TH B°F & B E . PR ST BT S T 2 el E 4, BRI
FURKSETE, (HRHTF & S GE. B4 il o B ZE 18], B DARCR 7 AN i S i SSL B
U RN VEEOR R . I RO ZRAR N S U AL 5 )28 T TCM 1 SSL PR3 & HI[12]

8. FXBH

ASORFET TCM ) SSL AL PUFR 20 1 A4 55— 82> Bt 1 SSL ML B, 38 e d2
XF SSL W HOHE TR 2> BOOL A M LA R 77 T 7 il s S aE AL Sl 9IS I BtiiL: <
JERTARAGJE ) SSL WS 1 B AR IIR s B =FB N T AL B SSL S — S R S B DY PR A3kt
PEALHT SSL SN 22 4= ML AN 0% 9 7 T T 43 #T

SE
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