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Abstract

In recent years, with the rise of microservice architecture, the scale of the system is becoming larger
and larger. The traditional manual positioning problems and anomaly methods are inefficient and
time and energy are consumed. How to carry out automatic anomaly detection has attracted exten-
sive attention of researchers. It is an effective means to carry out anomaly detection through logs.
Due to the complexity of microservice architecture software system business, the amount of log data
generated is huge, and these logs are unstructured logs from different cluster nodes and different
user requests, with various types and complex formats, so it is difficult to extract useful log informa-
tion for anomaly detection. This paper proposes an anomaly detection method that analyzes log
source code through an abstract syntax tree, converts unstructured log data into structured data,
and then groups the structured logs according to time windows and event identifiers. Long and short
term memory networks are modeled to detect abnormal execution paths in the system. The experi-
ment shows that it can effectively detect the anomalies in the microservice architecture software
system, and the accuracy of the model is improved by about 10% compared with the traditional sta-
tistical method. At the same time, we also study the effect of the length of the log key sequence and
the size of the training data set on the anomaly detection model.
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1. 5|8

VRS EC P BRI, — P8 Cammi A 7 RGN, AMEAERRGEHIKT
RE, IT AR ICARIZ I AL Gt (1 A o A AU AL B BB O A R 35 R R s iR 55 & —
TSR AR, RSB SAEAL GE R SR I SR A R Bl b, 4 — S KRB R R SR IR Th RS 70 v BE
ARLERIRSS, BEAS/NIRSSBNLISAT RS, RS Z R R A 1] [2] (3], ARSSHER BN
WAE AL, BEASHRSS T C AN R BT A A4, SRS R TS 5 M. SRT, TR 55 2848 (R B
RGUEF IR, EBE SEOURIEE T BN = %, I HAT N L2 SIS AT I B AL (K 45 30 52 1) 2
Wi, AR 55 2 FH 2 R LA AR, S BT A AR N SR A A Hh S 02 B A R ST AT R A AL 2 R
RIR, M AREAT #fi2 Wi AME A

HAGUAT BRI, R LS F S R B SR AL B, M S A Y R
REA RO P B [4] [5] [6]. WORSF AN RG 0 HEQE THEEWEL, AATCARBIT AN 5
AN AR R G R IR IIPATAT I DX o F 7 75 5K 5 100 EL AT DA B b AT TR AT 7 G AN B2 T
B3, HATAH B ST ORGSR R SR 52 WA I A BRI A, FZ R AN =AM 1) ks
DR ARG R  E B KB /R, PR SRR, 2) R HERE TAF LS DhE
Bigk, KAEHE, HAEA, KRS HLHE, WK 1 Fos, 2502 R AHRS RS Nginx [k
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F5 Al Redis ZeAr IRFFHIH &, AR, XEUIRICEMIE S 3) K H S BEA R BPLEE 1T -

SO Bl 55 BERE SIAT B H B ARIAS [ 438 3R 7 2R ) H RS AR LA S S DAIX 73 AR U I H S (7]
11107 21:17:00.150786 1 controller.go:45] Creating event broadcaster 20:C 26 Jul 06:18:48.651 * RDB: 2 MB of memory used by copy-on-write
11107 21:17:00.150935 1 controller.go:60] Setting up event handlers 1:M 26 Jul 06:18:48.746 * Background saving terminated with success

11107 21:17:00.150970 1 controller.go:94] Starti tri troll - -
contralier.gg:94] Stdrting ngs mtries confaller 1:M 31 Jul 09:14:15.301 * 1 changes in 900 seconds. Saving...

11107 21:17:00.150974 1 controller.go:97] Waiting for informer caches to sync . X
11107 21:17:00.251195 1 controller.go:102] Starting workers 1:M 31 Jul 09:14:15.301 * Background saving started by pid 21
21:C 31 Jul 09:14:15.308 * DB saved on disk

11107 21:17:00.251241 1 controller.go:108] Started workers

Figure 1. Heterogeneous log of microservice architecture software system
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TR L B AR, AR SO R B R 55 28 A B A SR e b ) S R A 1 a0 R AR E AR
H BB A T PAb B, @i 3 GOE VAW SE TR AT, ARG M A I B s e s A i AL s, (e
ITHER S 2 EiEE K E IS IZM 4 (Long Short Term Memory network, LSTM)EE 37 5 Al Y, JE1E
WS BRI R HEFRE] T RGN, BAEREERME 2 fix.
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Figure 2. Overall flow chart of exception detection based on log analysis

E 2. £ETHE NS ERNBERIZE

ARSCCFEEHIUNE B T DME R T H S REAT 5 WA I A SCRR AT bR, 28 = S VR AR AT
SRR, AR H S EEE R AL . HS AT A SR Tk, B A R ERATT A S g K A sk
AR, TP IR AURBATITAL, 55 TR A A TA TR A TT IR B AR SR T RR BRI ST TT 1

2. HXTI1E

BT HER R EAN, BTSN RIS, A B B A b, IR 32 BRI
ZIIRE

BT HERREANIE, DR B AR S5 M A B g v kRl . H SIS T &
GUNIEAT SO, ERAT R AR AT, FATE R EMN A SRR FE R, BRI, RS
ZRHEMTRTT I T REEIENH EMIIE, BT R EEN H STk, T
B ISACS 20 A7 (K H S AT i

SCHR[STFEH T LogSig ik, id A il B2 % MSCA HGTH B B AR G4, Al TR 0 s A
K7 PRI E R R4, LogSig Skl R A RIERIH B84, K H B B g2
A EIAL . FuSEN[9]8eiE T —FARE AL I H S 5, R H SRS E 1okt ik o, e
ME e F A5 SR8 7 P 47 o Bl DA BRARZS B SRR BRI IR 1 ARG, s AT R R Rk
RS ISATAT NPT AR, N RFE SRR B MR G R0 3R T M i) H S AT )R IR T P P 5RO
HRER CmEER, JFH AR 5 HE BOFT B IATR 2, Beah, @& Z R K5

LangHead [ 1071383 5 s 4 1) SRS BLIEANRIBAUI , AT DA 2R A R PP 73, SRERI H 5 A3 B A -
IPLOM [ 11735 — R4 88 A A TE RSP H BB ZESR, A HERR., BRAR%)
B, Broesl, HRTEGHEEAERNHE.

Zhao X, Kc K [12] [13]155 NE TS 4 H SR SGES M, TERRIENZRIE 3. SR 14138 1370 47 IR
f H EIF SRR BN R H AP IR, EN—HER ARG IERIZITHHE PRI —4 GROK #
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3, ARJE Ml IX E GROK A AR AT H & .

Beah, AT LR AR S R AT R AT H ST [15] [16] [17], IXFh7 ke Sl w e hinfy, HaET%
BTN RN RGBS A R0 EAR, A RS A S, T E, T A B BN
ANFTRFEB LR, JORAK.

SR INIE W J EA TG B E RS, W LRI B TR B R R . PSR [ 18] N SCRE
WIELAL[19]. Aric I ZRE 2 M B s A It B, e i@ A ic Sk Fie 7 IR B0 R AS o I GRBUE 1w
St %, BEIRLEGEORS R, BRI EREMN TS J1. M 2G50 SCERET 0 A W S R I i
T TRk

SCHER[20]8& H T — 444 LogCollect (17715 H TAEL ) =W Kl . LogCluster 7522 AL BT B, AP
KR PERTAR ALY BORITE 2 2% SIB B, TE AT FE WA A0 o BOKs 1E & 0 7 - Bm) &= i SR 25, SR )5 7
AR BE R RN 8 A N RN, TEZR 2% S B Bt — 0 P R FE TG A I BRI A . AR
SR AR A T R A 20 R0 R R AR R v R R AW R TS O T . H AR R 2R oI i AR,
B, BE A AP S 0 EHWE . Wei Xu [21155 Nid@id PCA BEHET R A, I8 A% AR N i 4 4l
BBl kA E S EHRRE AR R T, PCA It SRR s 4E 80 b i K Iy 2k kAN E
. EREEY, SMEEFRASRENFA IR E. 25, PCA W RFIRFAIHm &4
Z A SCHR[22] NI & H & 3238 AR 8 R T a0, 2 A R8T DR RERGIET
PATAT NI Z A HEFZ MR R . AR FZIRA AT UL R R FE S I 5%, 17 50T DO RS
MEN TR BOCRBE W MRE . S8, ABEIZH I FEIEEFERS . B Debnath [14]%5 A4 H T —Fh
%79 LogLens [SEif HEST RS, 1% HEST RS HINEAE HEs RE0ERAH P REH H & A
7. Loglens & —MEHKIHEST RS, TUMEMZME RS HEF BN TE, ©0 M0
B, WK I IR AT SRR, SRS P B S AUBL R SR o AT SRR AR P 1 H R ARSI R

3. REKRNRE
3.1. WiRSFZ RS HEHEMALE

DR 5 A4 B I A R A (R 0 S AR P RO 338 ) IR 55 A 1Ry, H SO RIR . Ml
K, UL HEHEE BA v, RIOVEM R, SRS, HEMT 0 TR AR e i) H S
WS R R - H ST B H SIS 2 AT RS 2, AT Dy H SR SRR A -

BET JESR BRI H ST (RS BE AN R 32 31 H S A DU BE R A QPR & H - B2 H @t
ARSCEETURARS AT B EMRAT, TR R s — RS R 2N [ IR 55 R Ge, TEMRNTREFE B A
AH, JFHEMTHELR H ST .

3.1.1. AR R HE R
WS RIS T Logdj HESLATENH G, JEIIHCESCrF, FATAT LA Ha— 2 H B i i 0.
Wk 3 P HE, TUARRHE PSR, HEEH. MRS AHRMEN TS, i HriEAS
FRTAER 5 K H SR, BATRE B PO H EH B R, KHAEEMHRHEHELR.
2019-08-13 03:08:59.120 INFO [kfcoding-gateway,bcad7d62bc86d624,bcad7d62bc86d624,false]
1 --- [ctor-http-nio-4] c.c.k.gate filter.AccessGatewayFilter : check token and user permission....

2019-08-13 03:09:59.128 INFO [kfcoding-gateway,513fdb15dcb3100f,513fdb15dcb3100f,false]
1 --- [ctor-http-nio-1] c.c.k.gate.filter.AccessGatewayFilter : check token and user permission....

Figure 3. Log of service gateway in the system
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HEHEZEASE THAHENERGSE, AREMNHAT/ELTETHANEEEPIEELE,
Shr B HEWE PSS T IR E T ENEREE, Wi HERZ: FATAL. ERROR. WARN,
INFO. DEBUG. TRACE, AFEMZnBEAANFEMIRLEL, REAFMPE L. INFO Zol i) H E R LA
RN 53 I 75 — AN BB bug, AN H CARERIEG ;. ERROR 2 51 & B 5 VR T RN B
RO T R, WA

RS B Z AT E N, SR B FI R GORIN FH 1 H E#A & 5 g, ragss
TR B B A T oA IRES . R A R EE S, TEVEE — AN E N A 2kt Br g i H &0
RAHATER AL, BEAHAE A I H S P 745 8 o IR ok, il 4 Fros, $TEIH
HERNER) N, H AR k8 E R

public void A(){

};g.info(B.getlnfo());
}

public class B{
public String getinfo(){
return "Date:" +this.date+"host:"+this.host+"message:"+this.message;

}
}

Figure 4. Program fragment: method call

B 4. BRFRE: 5EER

BT A R PR AT E R R PR T ED H SR, BAT R A 7734 5 H B R . % T
Fre gt 2 R INE R IR FOR IS H B XS T IR A, SRR 4GBV E R (Abstract
Syntax Tree, AST)) 771242 AR o il GBI A2 &5 F SR3EAT 3l iy A AT IR AL R B e 454 . H BB RRGR )
AN NRE IR, B SEME R RABEN, ARG AT, SRR A SRR String 757, I
ARAFHIR B A IE WAk 2, T2 AR B IR BHEARAR o S 2 FRA TR P2 AR R P (R VA L 2, i 36
B2 IR BMER AN String U764, (ENIRIEMERR . EE, BT ARESH RS EA4 T, B
TiE4 B E A JTE AR IR E 44 o 5 a4 WA A i H S BAR s — DB

3.1.2. MRS RGERFIS

PATH H A BRSO BdlE, W DU H S B 2 e AR e A ek, e, R AR
FRIHR 5% 2 AR H S SR B T R — AR ss SeEl i H 8 T BRI RIS KR 1D i H S ERDE R A T R
G B HRANSC I PAT DR AEREAT BRI AR H B IR A R R I IR AR B, e iR = W A
TR (0 R A RHE T L

AGHaAT BATIS 18] R AR, W IR — B 8] 3 B H 38 2Z BT AE (1 QIR RO B BER 8] 22 SR
H BRI, DB ATT 2 BRI 1] & 1 R H B AT 08 i T & RN HE 1 H ESR S I
FEAT H R 70 M B R AN L, R R P T Bl 10 [23 /T LAPEAR X H BRI > 5 28, RO BE DR IE B8 vt (1 1E A
Peo WENE D RPN E IR . B RN e O — NI RN E DN H ST 25, K TR
M FEsI— 2K, @SR TEORD, RS SECARE DR ES, XA —L2
A 1 7 2 B o 1 5 91 2 TR AR SR BB

Up RGBS 8] B O H S AT R, RS I RS BEAEAE 52 BUAR S (K MR A R, S AR 5 1 1k
B — 4 H S B RIBGER,  RENS TEAERR L S ) — 2V S P S P R W DL OIS S R R G0 A
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ASEN R 4%

1 HEK BRI DI . ANFRHLES T S, TR MEREMS, HEPREMARIER D, Al
MRYE AR 1D Xl 70 H AT LR H A P SR AT R AR

3.2. BiURE

AR SC T B X AR 55 SR A 28 48 PP s SRR IO SAAT AR R AT AR, o SE SR I H Sy
B, I N A AR

ARG ROEMEE A - DT, 8 RINE A SR AR B S SAT BL
& — 2RSSR IOPAT B4, IR R GEE A FAF IR S PAT I o %8 A [R B P 33 SR AT et
JEF AN B PRAT A2, BRAT T8 R 32 R R 1R S (KR SRR A 75 R 2R T

3.2.1. REVNARS RS AEEFS

ARG FNT 2 5 () H BB R (G R RAREUH SR A v H G5, i TRAT T A H BB IC R 1
PAT U IE AT IEAE, DR Lo B S 2 R 170 20 5 e 1) P 31, i A H R BRR v A0 R 1
HERE, RSN O 2 A B BT I RERR T AT

3.2.2. LSTM R E SR

KBRS B A R G BA — I P ahas e, SRS EAERRE TR . %5
(1 M B 2 2 5 ik R BB A NI H 8 7 AR ML ANME, ok A\ i) B B P F1 2 [ O G &, 3
22 WX 4% (Recurrent Neural Network, RNN) ] PLiCZ I BT NAS B, DAERE AE L T+ 1 Sk %
{H/2 RNN AREAERKIS M NS S, A SCR A KRR 2 M 2@l 5| NG, &4
RNN Aef% K] P A TS S, 7T EUARCR A 2 H B R 5 IO OC R . ok, FETHURS
BRI AT R G AR H BB RO, PRVE SR AR R, TR T LSTM A4 I 26 R J2 T e B 1 S
R, AT EHATEAR R .

Kl 5 0% LSTM I M ZE s, BN RTES =AM, ST SR Am T, efldke 7
L PR AR SR, AR AR AN AR AR B BR L, e g FRIEIE AR I . 2 E Bl X B LT
(R, FRATVIE IS 5 RN 570 R A EE N FLEAT it o ok B b — BT 8] 1) P9 A B T R IR A S (R 4
BN —EEN T NG, HRHE RS Mg, R LSTM "] Bhdiz i 25 B

/J\ _________ L HPEER:

> iz T

A ST )N

\

LN LR

Figure 5. Unit of LSTM recurrent neural network

& 5. LSTM 1BYItHE MR A TT

FATTRE I 5 A5 P A5 S (0 8 RN EAT RN, 8] LSTM 3 3 A AR A Xk =4 iy H S Bt AT
SrHT, i AR S RO ATIDAS 57t AL I 1) U A Jl— A 22 0 S L, R AN B0 H RS B A4
il FH IR A RE AR I 255
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FURE SO, BORZ RGN SHEA N L (K), FUNZER IS 1w RS H ISR P (), FIA
RKEEA LT SAEFS], Bb R e d, R E R,

PRI B TS o RS R E AT 7= A E SR, A LB A% P R TR, 7
S RGEHETAEL ISR RTINS w={m_,,om, ) ARREIE IO h A H AR, Fil
Ry FR RS RORES, BAL L4 HE T Softmax FHORBH L

k
!
e’

Pr(d, =k|y,)=———+ (1)

XFFEH AR, FRAE 23 28758 SURS 40 2% R B 25 )1 Sk

C=—Zil;wk x[dti log(yf)+(1—d;)log(l—y:)] )
i, KN2, FomnRE, wRomnrREBE, w9099, w, 4 0.01, BECARIEHRMARGKTE
TG, REEHEL N 1%, SRS R0 A IEREAR G E) AR T AR E )R Ui R 2R 1,
FONF IE AR ()45 2% 3R LAAH R O AU R 8, B4 i 3 B 45 40 I 1 H S ER 0 sl ke A, iy LR 22
EIEREARRII RN E—E BAE, HIEFEAR D BRI, el —MERIIRE, GRSk
IRK, T B AREA I RE B IR, SR PL—AMR/NRIRCE, (Hag il TR a8t 2, pril S misk
WRFF G LBREIL . d 180,

Ban—A B ESCHE b HEBCN (k& ke ky ks kg } o Hob b R REGVEARRD =LA 1 H S5,
W€ — AN 0N 3, B2 F ORIk S 8 R WIS Y 1) S N A5 B R B N o R B AR X
(ks = kb (ks ky = kb s Uk ks —> Ky} o BRSO R MR A 1
Prz[d, |yl.] ={k 1 p.ky:py, ik, p, )y REIR T D LA HERBSTE T — IR

TSR H B F T, A 20 H S0 ReET N & IR W RG A, LA R fa A
o R AR A R I B IR 2 A R G0 AR H AT HRRL, PURCE B M0 2 W A A P i B 4 B (K
ANFATHET, WOMESRESCRIET o AN HER, RECYETRNMN H ERAERX o MHERT, A HZIE
WHHE, SRR HE.

4. SCIG R SR
4.1. LY HER

ARG H EEE KR B KFCoding PIRIMFEEL ST &, % T 6 HETRIRS M & ik 6
Fim, WRSSH TS DR, ML K, MHEIEE. xRS, §imH P RS Ki% GET/POST
& HTTP iERES, RS EIT RS MR APIGateway, FA 5 F HIE 5% R FI%F B AR 2% 5249 F o &Mk
55 N FH Hh i B AT 2 DO B 7 B ANTH By, TUIRSS SEIS AT 2272 A K2 H &

EFK & H—EFFERHFMHEEN HER R TR, EEFHE =44 Elasticsearch, Fluentd, Kibana.
Elasticsearch #&—N 310 XU H EAAAE A H B R 51 %, 83T Restful 77 AT Z H., Fluentd 7 5Tt H
£ Ki%k% Elasticsearch, Kibana 7] P Elasticsearch A I 08 A& 43 16 ST g 7 HE ok . B4 i8I EFK 2R
WERTEL LI & R -ANEERE, YRGEHE LRI BN, 29d5%1% 5% s .

4.2. HEHE

S RN AR Y B 2R 5 SRR H A R B RIS R RS, IR IEFMEMICHN 0 (Negative), T brE&EN
1 (Positive), ASAF LLF LR FERFEER, RIVEIBREFE, 038 1 iR,
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Figure 6. Microservice architecture software system architecture

6. AR SRR R G S ME

Table 1. Confusion matrix

= 1. R

STE

- 7 — Positive (1 Negative (0
Positive (1) True Positive (TP) False Negative (FN)
Negative (0) False Positive (FP) True Negative (TN)

P B FH 1) B B R AE RS 1 2% (Precision)s # [A1 2 (Recall)s F {H(F-Measure) K PPl 5 5 Al 77 v
FITHERf %, Precision 7 & 15 15 IEHH2, Recall #7242 1 SEFR 75 %, F-Measure KA 1R
BERFHAFEME. AR

TP
recision = 3
P TP+ FP )
recall = _r 4)
TP+ FN
2 x precision x recall
F="F )

precision + recall

H SR SR A% I 18] 56 Ja MU 73 N SR ik &, R F LR 20% M8 NI 2R, 80%1E
DREE, LSTM W25 B 2 AN FRBUZ AT 64 A AF .70, T UIZRAR N H B8 7 21K 10, BT
9 AMeik H BN IEH 8 BATREASCH) LSTM 57t Rl A [F) A% 48 5 1 Gt 22 2T IR LogCollect
[20PZRRM LR 73 Hr(PCA) [211J7 R A SR 25 RBEAT FLB . SRie a5 Rl 7 frow, SEIeRW], LSTM 5
FATIE A LI T B BARVERE, B3] T2 90%MIAERI A, [KIASEBR AL P PR OIS IR 45 2244
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B R GSF AR, FEARRSD, RGN TG S ALK B AR L R W, A S LA™
F G, A PEREAE, BABEKRRE, H PCA MEIEERBUR, RETEAZNBIETEE.
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Figure 7. Comparison of the accuracy of LSTM anomaly detection model with PCA and Logcollect methods
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Figure 8. Effect of log key sequence length on the accuracy of LSTM anomaly detection model
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Figure 9. Effect of training data set size on the accuracy of LSTM anomaly detection model
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