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Abstract

This paper studies secure matrix inversion outsourcing in cloud. We point out the security weak-
ness of the existing scheme, and then propose a new solution which perturbs the private matrix by
multiplying two random dense matrices and thus can improve the security. Besides, we present a
new method to generate random dense matrices and achieve fast matrix multiplication, by which we
can dramatically reduce users’ computation cost. We theoretically prove the security of our pro-
posed scheme, and confirm the high efficiency of our proposed scheme by simulation experiments.
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FHRIH, BT 22 TR AR R SR 2 e AN R B AR, H DR
o Gen()—K: HFRIEZAESE L AREH K, HT 500N Mg st i .
o Enc(K, X)—X': HPFHEH KERARA X INEHR X .
e Compute(X)—Y': =R EHFE X PIEHEE Y.
o Verify(Y)—0/1: FF5E = &4 1R EHE Y'RIIEMS®, 1 RR1EM, 0 RRAEMR.
o Dec(K, Y)—Y: HPERAE Y IEMIIEO T, FIH KA Y1925 X KSR Y.
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Figure 1. The system model of secure outsourcing computation based on cloud
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JEFE, DRY D, = Dy (D XDg) " D, = X Wir. R, FA LKA RHEE DA Dr HPEAN I R0 E R TT i,
XANJT AT LA AR Dy A1 D #12 R 000

i, FRATEN AT 51 #E

SI3 1 ([7]): RRFFE M AT, 2K M PUEf— 53R L MEESRE I 7 4b—51], Rex
B M 47 51

SIH# 2 ([9]): BEHFEE, F, G, HI4EE 2l axa, axb, bxa, bxb, HHPEH ZAEE,
il 178

E F
det{ }:det(H)*det(E—FH‘lG).
G H

TR A2, AT LB R R 1,

EHE 1 RXD =L+PQ, Dy=R+UV , M LFIRZFEHLHIXT AR, P AU x 1 HEEHIAE

BE, Q IV R 1 x n IBEHLAERE. L A1 R O AL TE Z IR B (L, Ly, L) (R, Ry, R, ) 5

P=(R.PP) s U=(UpUy o U)) s Q=(QuQu Q) r V =(ViVyoV, ) o HIHRQ =V, =1, T4
R s RQ

det(D,) :(1+E1+ZMT)*H?1 L;,
det(DR):[“ﬁJrziij*n?lRi’

Bl det(D, ) = (1+QL™'P)*det(L), det(Dg)=(1+VRU)*det(R)«
UERT: HI T AERE DL A De RIS DLRML, R ITEATSEUENIAERE DL A9AT 21 2 2 2 2 1o MRAEE2E 1 /Y
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R+L QR - QR
D = Pz Q2P2+L2 anz
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IDn Q2Pn ann + Ln

HTEIE 1, WRBATHFERE DL KIS —SIRU-Q; RIGIEIZE i 5 (i=12,,n), AR
Dy AT HIA . BIFERERE DL BSE i 40 b —Q #(P + L, Py, P)) J&, W LATS 3
R+L QL - -QL
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HH IR A ER KA Ly, Ly, Ly o FETSIHE 2, AT LA 5]
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o Gen: HIPTL) BEHLAE RN x n R AAFERE L AR, FOX AT AR B (L, Ly, L) (R Ry Ry ) 5
I B AR LA Ry A SET 0. QXHN-Zﬁn,%MKMﬁ%#iMW QﬁMUV}Im
FEEHLLH Py Rl Uy, (E7E R %L+ (1@,2 ]au + R % {1@72”"]0 i 5 i
K={LP,QRUV}.
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AR 55 25 Teik DERE X HE T AR X I G . 58 X AR TeE Dy 0 IORFsRES B0, 48 X hiZon kA
T HATC R IBENLR MRS, R 2 S5 T I WA X P iZAE R 5 0. ATEL, AT R]
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W, TR XTIERE Y, BRIz iR S5 s I TR 5 2% F“re o(n**7®),
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Table 1. Running time of simulation experiments
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