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Abstract

Personalized recommendation requires the use of a large amount of user data, especially the activity
data of users on social media, including ratings, check-ins, etc. However, from a large amount of user
activity data, users’ privacy data can be inferred. In this paper, aiming at the characteristics of FM
recommendation algorithm, distance measurement KFC (Kendall feature correlation) was proposed
to constrain data distortion, and PrivFM, a customizable, continuous and privacyprotecting social
media data publishing framework, was proposed to prevent inference attacks by disrupting the ac-
tive data published by users, while ensuring the recommendation effectiveness. The experimental
results show that compared with other privacy protection methods and distance measurement, the
balance between privacy protection and recommendation is improved.
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Figure 1. Different approaches to privacy-utility tradeoffs on the movielens-1m dataset
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Figure 3. Privacy utility tradeoffs, different distance measures
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