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Abstract

Contract signing is a truth-based service. Traditional contract signing schemes often need to in-
troduce a centralized trusted third party to ensure fairness. Participants in contract signing can
exchange their digital signatures fairly, and the centralized trusted third party can solve disputes.
Contract signing depends on the reliability of the centralized third party. If the centralized third
party conspires with the contract signing party or is attacked, the fairness and privacy will be
greatly affected. Block chain technology provides us with a decentralized, trusted third party that
can avoid the problems of centralization. This paper proposes a contract signing scheme based on
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block chain, focusing on the process of contract signing, only confirming the signature on the
chain, and putting the exchange and verification process of signature under the chain.
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Flgure 1. Blockchain-based contract signing scheme model

E 1. BETXRENSEZEITHRER

1) GELZATXTT Alice 1 Bob fEHE R & RN, B REE oo XITEEMHEFE, Alice
F1 Bob A2 2% 44 % EH Xt (Pka, Ska), (Pkb, Skb), it Pka & Alice HI/A%H, Ska N Alice fIFA%H. Pkb A
Bob 1A%, Skb 24 Bob MIFAH. Z X5 H QML AN NG F ¢ #1784 . T HRZA
[F 1124 Pka, Pkb. FHApA [FIRIME A5 {E H(c)o

DOI: 10.12677/csa.2021.1111273 2702 THEAURF 5 R


https://doi.org/10.12677/csa.2021.1111273

Mtk

2) GRZATHI— ) KA G R B A 4.

3) XUFESE F AT iZA T ¢ %4,

4) R AR )T Alice 1# F Bob /3% Pkb KIE Bob HIZE42 1Tl WK & AT 2 6E & L1347
Ko WA RV J7 Bob 1 Alice [I/A%H Pka BAIFE Alice U244 BEh, WA & [F 51T B e & L3477 iA

5) B LI G A FISIT R R G L AT HIWT, WA FZET X7 Alice Al Bob #7E & A28 1T & BE A
29 BN, WG FAERL . W —J7 B w7 # N, A R SR R TR E T .
3.3. BEkigit

ik AFRZITEBEALAHEL

1) HiAN: SR adda, addb, X5 PRI HIA FFIRGA H(e), & RIZEITHEUERTA t.
G RAERE N 0, HATZITHA FATLEF .

2) A RBAT — T WEIXS 7 2 4 R IAE I I, AT DL A RE A2, BT ERIARRAE

3) LRI [ ATE RIS X7 #R I R Ge & QBT A RIE S, S RAT/RIER 1.

4) BUEREGE, A R BRIAEEE SO E RN, S A RIEN 0

5) ft: ARIARE, E8 1 WERZITRY), R4, £R0, WATSER, &R RK.

4. IR
4.1. DS

1) WRE FXTTHRWAS AR A e G # A, G R NA A F . WAL
g E BT RN AT T A TF .

2) MPH—TIAWIE, WAGFRBICERINZT, AWAET7 B = 2E T 0z & FRE4, (Hadt
T ARSI RN, WS T Za RS A WAL, AWETT ER NS4 W & L.

3) WG FEROTEAAE , WU #BCR AR e 2 LT H AR, & R A ] -

4.2. BRFAMESAT

HRZTH S LD AR S AN EREA He), @i He)ERREEFMNE ¢ AL 7 &R
WA IR . BT & R X070 & RIS B e & AT REME G FARG WS RIS X5 X wa Ay
{68 H(o) WA [FIZEAT IRINZ AL RAE X HLEE P, 2 ATT AT &R

5. REERE

AT R AR AR Re G4 LA RIX e, HORIP &R SSHRIERE 4 55 1 FE A
THAT, R T EFRNERME, BRI T ARSI .. ASCET XREEROR B AP S RISEAT
Ti%, FERAB=TTZ5KENEE A 8 - NERSITEHESAEERZSITERERET AR
BAT LMARRE A s . AT R T AT BB R AL LRUEREA, B LAAT SEELE 5 T A RO
PH o AR T AT R R AR A FETXTT, Frh & TS5 E AN A M 2K, 55
% PEIERLAINE B RGRN S RIZEAT 2 (E 2 AT VR0, 0 2R B R A A 175 0 R A B AR5
FAE 5 TH A& R 2T S AR T bR R R

SE

[1] Ferrer-Gomila, J.-L. and Francisca Hinarejos, M. (2020) A 2020 Perspective on “A Fair Contract Signing Protocol
with Blockchain Support”. Electronic Commerce Research and Applications, 42, Article ID: 100981.

DOI: 10.12677/csa.2021.1111273 2703 THEAURF 5 R


https://doi.org/10.12677/csa.2021.1111273

Mtz

(3]

(4]

(6]
(7]

(8]

https://doi.org/10.1016/j.elerap.2020.100981

Francisca Hinarejos, M. and Ferrer-Gomila, J.-L. (2020) A Solution for Secure Multi-Party Certified Electronic Mail
Using Blockchain. IEEE Access, 8, 102997-103006. https://doi.org/10.1109/ACCESS.2020.2998679

Ferrer-Gomila, J.-L., Francisca Hinarejos, M. and Isern-Deya, A.-P. (2019) A Fair Contract Signing Protocol with
Blockchain Support. Electronic Commerce Research and Applications, 36, Article ID: 100869.
https://doi.org/10.1016/j.elerap.2019.100869

Zhang, L., Zhang, H.L., Yu, J. and Xian, H.Q. (2020) Blockchain-Based Two-Party Fair Contract Signing Scheme. In-
formation Sciences, 535, 142-155. https://doi.org/10.1016/].ins.2020.05.054

Satoshi, N. (2008) Bitcoin: A Peer-to-Peer Electronic Cash System. https://bitcoin.org/bitcoin.pdf
FH, E R KRR R RIVIR S FEET]. B3R, 2016, 42(4): 481-494.

Buterin,V. (2014) White Paper: A Next-Generation Smart Contract and Decentralized Application Platform.
https://www.ethereum.org/pdfs/EthereumWhitePaper.pdf

PRI, 7%, PREE. ETXIENEREAEAR SN AR ENFS KR, 2018, 55(11): 2452-2466.

DOI: 10.12677/csa.2021.1111273 2704 THEAURF 5 R


https://doi.org/10.12677/csa.2021.1111273
https://doi.org/10.1016/j.elerap.2020.100981
https://doi.org/10.1109/ACCESS.2020.2998679
https://doi.org/10.1016/j.elerap.2019.100869
https://doi.org/10.1016/j.ins.2020.05.054
https://bitcoin.org/bitcoin.pdf
https://www.ethereum.org/pdfs/EthereumWhitePaper.pdf

	基于区块链的公平合同签订方案
	摘  要
	关键词
	Fair Contract Signing Scheme Based on Block Chain
	Abstract
	Keywords
	1. 概述
	2. 相关理论
	2.1. 区块链
	2.2. 智能合约

	3. 基于区块链的公平合同签订方案
	3.1. 系统设计
	3.2. 系统流程
	3.3. 算法设计

	4. 方案分析
	4.1. 公平性分析
	4.2. 隐私性分析

	5. 总结与展望
	参考文献

