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Abstract

With the development of Android phones, data deletion has become an important means for
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people to protect private data, but the data deletion that comes with Android phones is not safe.
The built-in data deletion is a quick operation for reclaiming storage space. The operation is only
to block the connection between metadata and file content, and at the same time, mark the meta-
data as a deletion mark, but the files it clears are still stored in the storage medium. Hackers can
still restore the data through the corresponding data recovery technology, resulting in the leakage
of the user’s private data. This article conducts an in-depth analysis of the current data deletion
technology, and designs a data security deletion scheme based on the dual-file system storage
method. This program compares and analyzes multiple indicators with the previous researcher’s
secure deletion program. It was found that the program was better than the previous researcher’s
program as a whole, and the evaluation of the program showed that the program meets the effi-
ciency and feasibility of safe deletion.
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Figure 1. Dual file system
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Figure 6. The number of page transfers in different scenarios
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Figure 7. The number of erase blocks in different schemes
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