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Abstract

With the continuous development of Internet of Things technology, many fields have started the
replacement of new and old technologies, and security field is no exception. Based on the consid-
eration of home safety and the hidden danger existing in animal park, this paper designs a virtual
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electronic fence system with ESP32 as the core. The system can detect the object passing through
the infrared sensor in real time and realize the cloud of the relevant data. The client can use the
data to identify the location of abnormal occurrence. After passing the specific function and per-
formance test, the virtual electronic fence system can determine whether the object passes in real
time. At the same time, it also has efficient data uploading ability and good reliability and stability.
The final system can strengthen the traditional zoo security means, and then solve the problem of
the current animal park after the accident response is not timely.
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Table 1. System layer module distribution table
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3.1. MCU i&H

KRG EN TR B 2P, BN TR I DU, RERS PRIE P RAZ S L EAE B G,
i — LB R . Rk, 7EHEAT MCU BRERIRT, B4y S L D RE R 46 5 8 37 56 %5 DA S i v
e, DARILRTEHREL WIFI AR,

HiEARSE MCU PUYEFMERRESK, &l THK MCU #H47xf bk, /a2 %5 ESP32 5F 41
ESP8266, H.4xinlHff ESP32 15 ESP8266 DA 1t fe KA AL IF HARFR K K —28, WCAER iR, &2
GEEERIE T A ESP32 5 ESP8266 [ %S HudkAT T R EE[5].

Table 2. ESP32 and ESP8266 related parameters comparison table
% 2. ESP32 5 ESP8266 XS #xftb &

ESP32 ESP8266
LSS 32 {7 X H%(160~240 MHz) 32 {7 HL1%(80 MHz)
SRAM 520 KB 160 KB
ROM 448 KB 7
Wi-Fi (802.11 b/g/n) HT20 HT20
YN 10/100 Mbps x5
GPIO 5| %k 34 16
UART 3 2
ADC 18 (12-bit) 1 (10-bit)
TAEHR 5uA 20 UA

GEEFR 2 TS EL, ESP32 B RERS> MEGEM T ESP8266, ME—Hk S 2 ¥ HH L ESP8266 ME =

= A

i, HR DA RGN ISR, Bifehmd 5 Lk GPIO 5| HKGE R StH i 2K, E 21 GPIO 5|
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Figure 1. Infrared light switch sensor

B 1. LISh SR e
33, mEERAER

TELTAME BRI R A /41 T 2005 it 20O SR [6] K 32 BE S AF A2 PR Fi L0 AME S, (HIX FIE R AR 5 5
ZEDEIR. PRULK PSSR . ECIRECRRIN S LR, 2R A S AL, RV 7 E ARG R DA R [ s BE
BHITEBLR, LA R A AR R R R R [7], BHRE SRR, R
OB R, NIk, TEHEERFRTE LT LA 5 RO 2 s, Frbh R GefE & it f2 Ao
N T R IEfE RS S AR, (RIE RBERERE LT At Bt 2T 9% I R %5 0 15 P B A AR B B 4k 4 T4«

TR AR SRR N 20 R AR TR . el S s s, EIX BE N T BRI A H AR IS4
BT 7RG, 02 3 R, 43 DHT1L BAKZ LMT70 P 0I5 R 1% e o

Table 3. DHT11 and LMT?70 temperature sensor performance comparison
% 3. DHT11 5 LMT70 iR R LA M BERT L

DHT11 LMT70
TAEHE 3.3-55V 2~55V
AR 0°C~50C -55°C~150C
T IR +2°C +0.36°C
5 i 4 4
frH ES TRy DL A R AR
R IhFE 2 2
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Figure 2. Forward and tangential movement diagrams
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Figure 3. System wiring design
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tickerSendMessage.attach_ms(5000, send_message,0);

LMT70 H)% A5 5 AU R A8, 7EfEH] ADC BEHUCRAE TR A2 J5, #2246 LMT70 #d
T B A AT IR . FEBHATHE R AR LB i, R T =R e s A 2K

Ty =a(Viao ) +5(Vino ) +2(Vipo ) +d

Hr, a=-1.809628E-09, b=-3.325395E-06, ¢ =-1.814103E-01, d =2.055894E+02.
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tickerCollectTemperature.attach_ms(5000,collect_temperature,0);
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Figure 4. Driver flow chart
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BR A 2 ) el S5 A T

typedef struct sensorData {

String UID; I 25 Y
int STATUS; I1F8 5 FE R NARRES
int TEMPERATURE; /H&RJE
}SensorData;
TEAT AR R sepit B b, SRA T 28 =7 B ArduinoJson, BEH% B 325 00K A Hh A5 08 4T 63 % JSON %
P UL o

ARG 37 50 BT AR AE RO AN € I BUR 2, RSB0 A I AR 7R 2255 FE 3R 1 2% Fh A 85 R H i)
SO, 2l . WA, RIERR A BT B R v e SN R AR, 3 e LR D I % ) e
B R G BT RIE TR 5 RS & HBEBIRAS, AT DA OREGRE T ik, BRI R

if(connect_status == 0){

if (Iclient.connect(host, Port)){
connect_status = 0;
return;

}
4.3. ETF Python 5 TCP MY MBBIEN S ER = e’

%P G BT BRZ O X SR 280 49 sl (B0 1420 AR DA K A7 A
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Figure 5. Cloud platform workflow
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Table 4. Data table structure

4. BURREN

Field Type NULL Key Default
DATE date No No NULL
TIME time No No NULL

uiD varchar(8) No No NULL
STATUS int(1) No No NULL
TEMPERATURE Int(2) No No NULL

5. &G
5.1. IEEMIR
EFBRT, FiR5C, N 17 4, [EWEE, 24568 ITEENE 1 m.
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Table 5. Normal test results
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Figure 6. Data received in the cloud database
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Table 6. Test results when changing the intensity of the light
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Table 7. Test results when the temperature is changed
7. WEIRERNRER

FL 2 3 Ham 5
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