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Abstract

At present, although there are many methods of network security situation assessment, there is no
unified evaluation index, which makes it difficult to select the evaluation method when people
need to use them. In view of the above problems, this paper presents an evaluation model of net-
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work security situation assessment method based on AHP. Firstly, the hierarchical analysis me-
thod (AHP) is introduced. Secondly, through the comprehensive analysis of the existing network
security situation assessment method, five evaluation indexes are obtained. Thirdly, the evalua-
tion model of the network security situation assessment method based on AHP is constructed. Fi-
nally, the effectiveness of the evaluation model is proved through the case.
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Figure 1. An evaluation model of network security situation assessment based on AHP
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Table 1. The definition of scale
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Table 2. The relationship between RI and matrix dimensions
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Figure 2. Hierarchy model
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Table 3. The evaluation indicator’s judgment matrix relative to the target method
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Table 4. The evaluation method's judgment matrix relative to the time-sensitive indicator
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Table 5. The evaluation method's judgment matrix relative to the sensitivity indicator
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Table 6. The evaluation method is a judgment matrix relative to the situation compliance indicator
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Table 7. The evaluation method is a judgment matrix relative to the specificity indicator
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Table 8. The evaluation method is a judgment matrix relative to the situation alarm ratio
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Figure 3. The result of the simulation run
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