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Abstract

Taking Yili Normal University as an example, this paper analyzes the security risks in the transi-
tion from IPv4 to IPv6, aiming to reduce security risk points, establish a four-in-one security pro-
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tection system, take the four dimensions of dual-stack secure communication network, dual-stack
zero-trust security zone boundary, dual-stack secure computing environment, and dual-stack se-
curity management center as the starting point, establish an integrated protection operation and
maintenance system and network security construction through relevant technical means and in-
novative thinking concepts, and improve the security of the school’s dual-stack network. It also
provides reference for IPv4/IPv6 dual-stack security operations in other universities.
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