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Abstract

With all kinds of tasks being handled by computer systems or mobile devices, a large number of
applications have entered people’s lives, simultaneously with more and more malware. In this re-
gard, the disadvantages of the mainstream malware detection technologies become prominent,
and malware detection based on hardware performance counters is becoming more and more
popular in the security field with its unique advantages. Therefore, in this paper we first introduce
the definition and classification of current attack as well as the defense trend towards current
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malware, then discuss the basic modules of malware detection technology based on hardware per-
formance counters, with explaining the difficult problems in various technologies, followed by sur-
veying the research status of malware detection technology based on hardware performance coun-
ters, and finally summarize and prospect future development.
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1. 5|8

BEAERH I ED, AT LR AR R T AL R S S IR, NI ARG R AR S
AT AN . #Z 2021 4F 6 H, FRE M ERSAEN 10.11 12, HEME LFIE 71.6%, FHl
W BN 10.07 12, RS F 0L B BT ELAG D 99.6% B4 I8 AE 5 (8 TAE IR AR AR TE TR,
IR T V2 HM 24 . Beta R RS R AAERIIRIR, 7B N0 BeoRL 25008 Bl R s R it
Wili, AEZREAN N RE KM P8, #i CybersecurityVentures Fill, | 2021 G4z ERK WX 2% 2 4=
PES RS A 6 AT/ E IR L85 Brh O R AT S 48 YR SR, 17.2%[1 M K iE
B VED, 22.8%[F 1 FEIEIE AN NAE Bt FE (2]

TR R BT T R IR R R IS T AT NG, BT EALR S LA SRkiE 2
5T HUE BB B A . fRB R AT IE, THENLAER B SCHHE B ECE e BURE(E BB et
2B BN 0, BREAE). 2 H 12 H, PissERATIT AR Malwarebytes A4 1 2020 4F% 2 HF 1
it sy, HEEoR, PR E MAC 23X 8 #ix e T Windows PC. Malwarebytes # %5 75,
2019 SFEAEREAN I SR I B () BB, Mac #iA 11 R, iZiE& T WindowsPC [ 5.8 K. Tfi{E 2018
FERF, XANECTAUN 4.8, R AERAR N T 230%. 1 [FE ], 7E Windows & b, K IE] B
Ji R AN A LG T 1%

BEE AR (R K DU M E Ry, A3, B R iR S R R R — N AT
M . TR ER SR % R A BCH EB H 8 F B B O R, OSBRI R F 2 B, |/
e A — PR AR R B, R AR S BRI T, GBI RA . RRFSE
WA R RO AL A X e e B R KA A B 2, S8R — R G LB S AR R B A 2
DRI, dnde] Jo i st R B0 &R G b SR i) RERSG PR, O BN A N B T O 0.

5 E ARSI P B A e S AR B B AR R . SISk, AR SRR ERS ST TS,
flln, FET2 4, ARREEFRAS 8 PR AR U AR B T R D PR 7 92 o A AT TS I R B 1)
MR, HECRK. BRI T, WE TS NI, R [3]5E BRERE),
BN RS 4 )0 S AU 5] o il o 5 3 0 7 0 8 22 T ) 5 R ke R R, 5 R A R A
DRI, B (0 S0 S AT I 78 P B2 YR 2 S 2R, gt i, o N T 2 2 VI FE B 22 1) B VR SRR K IR 4 (191
an, T ARG B IREE, 10 R TR IR W) TR & KU, X — AR5
FEEE,  PROAR I ) R T R LA T A A BT H 8%

LTyl B i sh SR VAL, BEAEERE AR, RIHLT RS R N B A IR ZE R A Bh AT
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NIFEAI6], ZETHH T BN o TR L RE THAES (AT T BUZ AR R RETH AR 10 SR A%
BB AT BB R N RRAE R, I DA Ry SRR U R s s d i o P L% 2 2] ok %
ST BCRFAE R R 70 A, HE T A I R 0 H e T 08 BN T2 2 R 5%, SR E RN
ST REAFPERETH R R R U IR . 2RI R R4 T Sh AL AR, il vk 1 A SR
BAFR BT AL TR AR CPU it CRC SRR PERE T £t DRIk, & TREMFVE RE THAER %
BRI T DUAR A 5 s 2

AAEME ST, B TR RS T H0ES 1000 R A I Uk ) H AR AEAT A4, A2 LA
R TS A A M s RRREAT T RRE, dR R AR EE 1 AR RETT RS KR B AR I SR W ST
Wy IR A RGBT T RE.

2. BEERRER

AER T FA TR AR A BT

BEPAE QRS BRI B SR B AR iR H R G s OO AL R A
[6]c RN IRAT QIR KN BRI T B AR, (HARRIA R R ZHOE N T Ui rshvl[7] [8].
ARIERR, AREFMAMNEE . G BUBHLE ISR SF A THEREI T 1i32(9]. Fret, tf
WU B B TR SR QS 52 2% (9 5 D 18] 1375 2l B 76 3l 0 el i o TH SROPLI SR B R [10] [11] [12]. &
BRAREREA IR 2RI, i, FeR m S R R RO TR RS R, RN
PDF BCSCRSCIEFTITBBAERR AR, 3058 R A AT, (T2 IR Ge ) U A, sOd I A s i s 800 2l
BT 65 B RAR L H B R 7 I AR N IR o

BRI 2K. BARFTHEEIIJT I, AT DO SR AT T X 7. S BB R 2 T
B RER AR, —NFEA T BRI RIS T2 F AN TAR13 R 7 =M a7 2.
1) 4ZRMBATIIE G2 R, 2) HARBAT AT S, BLK 3) SGREBAFHAT IR 7328, =F 7 28n
L. B, KRR IM% 500 R0 R UL 1 Fos.
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Figure 1. Classification of malware
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Table 1. Malware introduction
%= 1. EERENA

Malware Description
Malware that propagates itself from one infected host to other hosts via exploits in the
Worm . . .
OS interfaces typically the system-call interface
. Malware that masquerades as non-malware and acts maliciously once installed (opening
Trojan . . . .
backdoors, interfering with system behavior, etc.)
Adware Malware that forces the user to deal with unwanted advertisements
Malware that secretly observes and reports users’ computer usage and personal informa-
Spyware b .
tion accessible
Botnet Malware that employs a user’s computer as a member of a network of infected comput-
ers controlled by a central malicious agency
. Malware that hides its existence from other applications and users. Often used to mask
Rookit - .
the activity of other malicious software
Virus Malware that attaches itself to running programs and spreads itself through users’ inte-
raction with various systems
g A virus that when replicating to attach to a new target, alters its payload to evade detec-
Polymorphic Virus v W P & W iarees, pay N

Metamorphic Virus

Ransomware

tion, i.e., takes on a different shape but performs the same function

A virus that when replicating to attach to a new target, alters both the payload and func-
tionality, including the framework for generating future changes

Malware that encrypts the user’s files (documents and photos) with a strong form of
encryption and demands payments in exchange for the decryption key

MR ARIBT T B R R AT B B =2 P00 B A (anti-virus software, AV software). $T
WRERAT, AT EMS BB AER 7,  ] ARSI R SRR 5 2 A B e . U AV RGEINEL
SCHERS, @ISR EE R SE CAEL, BRI R TR . BUR R 2 4 A T 2
Wr: B, @il (Honeypots) KA M B B AR B BE ;s LR, R Se 3 4 52 ol N 43 Bt DLAE A
%y A, FAVEHIIGIX R ZIR R AV RS,

E S o A 5 2 T 25 44 (R D7 VR RCEL ARSI VA [ 14] 0 AEZE T A5 AV kil b, P B 42 1)
AV IR R IE AT AT SN 2544 o AV IRSS B AR JE AR 3N T AT SCEFFEAR 2 FH P rp R AR ISR ok
TN FATT AT SO G R %, DUBUDHEE I AN LB T AT ST B 4 0 = B B R
o X Fh RGAE 2 A 1195 B (Polymorphic viruses)5 4% 5 (197 # (Metamorphic viruses) FAA %A, (HXIA AT
AT BB EL UG K PDF 80 DOC SCHFSE AR FI[15]. BhAh, EESRAT 7 AV IR S5 i 2 (e A TR
T2 R RR T HAN AV SRR A 2 it 71X 4

W34 5648 o SRR A 1) 6 5 R I 2% 2 R) A7 AE B PRI S0 3% o e 7 PRGN 285 ] B b 3 i T 4
AT SR AR ARG AR (5 2) 747 B o Dbl X Se A I, B s s A AR By, RN EIN, A
DS TF AR AT L 5 W AT e — R B AR (B ASBE N 25 1)) 48170, TGt & FF AR e i A58 FH AN [R] 1)
G 1F R WS (LU A sde AN (5] 1) 2 A7 25U (EL B0 385 I NOP #54 ) Bt L 5038 A7 280A RS 1 3= S AR ot = 3R A 1 A
PR[16]0 REXS &% SR AAERX 7 TH A4k, BTN G AR - SR8 A AT R U T A P a2 44 o
TAT NI R TR BT S RS B RVRHE: S LS fF, BR8P 8244 IPC (Instructions Per
Clock), RGP, o B0 LA A7 Vs R A4 17] [18] [19] Al FHIXSURFAE, A 25 2 37 1B 3 AR P
MR FPAT RO, s S TS 7 AT DR 00T B SR AG I 3 AR PP o X T SRR 2 H AL
B 2 S HAR K 2] RYEFCE AT A, FFRI RS BI040 A0 K 3 25[20] [21] [22] [23].
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B R EE A AR . FILEAE R —FE, AV RGBSH TR BhE(Bug). ik, AV B
PARE Z5eL . Jana 1 Shmatikov A BB TR 36 DT AV R, BT IHER] AR
WE[24]0 BARMY, AATTFEMENT IR P — 2k A QRS A I B 1R 22 SR E, IR LeAXHS B2 SRV AR A I AR AR
oI, B BRI AR o AT 1 L B AR A A AT 2R AR A, R A S A B R
Ky HHRZHEH ARG EE . B, AR RS0 B A7 A 2
ST B o RVHRAAEAS U 25 AN R], 3T B8 A28 BE T B0 2 8 S A I 25 10 75 AL BRAR 22 1 7T PRAT SO A% 30
B AR T —Fi ARt AT, RIR B PERETH AR B AGR . T H., ENVRAERCRE R . I,
BT REAF A RE T IS PO S G U 45 A 17 5 e A 00 4% £ 25

3. ETEAEEETTHESENEMEAR
3.1. 2R

TR M RE U S IR R AR I B AR B RE =AM, R B R AEBIH(Data Collection Module),
B A AR R (Module Generating Module), 2% & 81k Ml A (Malware Detection Module). FH, i %
SR TR A A B S A OB A OB, DR SRR R R A A AR D
A BB A PRI A R F B, 0T R B OHR SR AR AR R ) BHE Al TR R AR R B R R
BRI TR, BAUKRIRI B EA B 2 AR ARME 2

3.1.1. BEREER

s RAERYOEE — € ) T Bl SO A MR v B B . 8RR, AT 0 e HE R AR
) &AL

TEPEPERETH RS o REAFIERE TH AR (HPO) L RE I B u(PMU) I A A7, B2 T st FPisty
I CPU A B AL B R AR F . BRI T RGETERE A [25], mtERE T 5262w 1%
P[27]5F . HPC Al % (A ER 20k 100 NECEZ, Hny SO, 2 3ORard . A5l geA7
g, A $8SEEE, 5> HPC HNAE 2 Fox. R st 7 HPC HAKARR. ST
REM DAL AR P S B B SR 2, LT 5 ATARERAIA REE S, fa 1 ATARBUR REE S0 JF H.,
HPC FEAN [ fHb V7 s ml 5] — A 82 7 1) % b 2R AU 1) CPU o DA [RIER 1 77 s A7 AE . BRlitk, HPC ][RI
A% B 0 32 N S RT HH HPC BB FR )
Table 2. Introduction of HPC event
2 2. HPC EHN A

A Tiee TSR B RS Y

Instruction Retired counts the retirement of the last micro-op of the instruction CPU

counts the retirement of the last micro-op of a

branch instruction CPU

Branch Instruction Retired
counts the retirement of the last micro-op
Branch Misses Retired of a branch instruction and experienced misprediction in the CPU
branch prediction hardware

counts requests originating from the core that reference a

cache line in the last level on-die cache Cache

LLC Reference

LLC Misses counts each cache miss condlt}on for references to the last Cache
level on-die cache

uops_retired counts pops that are retired during a clock cycle Based on definition
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HPC {4 (3. AR4E Pz AT (#E R 48 windows I8+ Linux, HPC {8 HU7 X iR F.. 328
B RAETWEPATIR T 207, KERCE S HPC MXMEAEds. — BT IB1745 R el ie & 41 2 (n
W Az), kAT LA A S S AR R B . X T windows $R1E R %8, AHCIEH - R LS L[28] [29]. M
Ab, WETPUER RN B EE AR, A A, (HIE R N SRR R S R bR A D5
fHo XT Linux &40, HAEM AT DL PR I T H 41 OProfile. PAPI ¢ Perf ££[30] [31].

HPC B eI A W, BEWT DAFEIS AT RE 7 285 o s A e i s s Uise B, thm DAFE S A7 i AR h s A
KA AR . BRI SR E o A EC B, S22 0 22— BRI 18] PR ORRFELRL B2 1)) S it
B TASE A SRR SO L, SR B R AR FE RSB . BT, SRFF(E BB B dse /Nl BUAF] 1ns, KA [H]
BRBk/IN, SR P I AT SRR s R L 10 ms, SRATHRAEF RIS SAT BRI . X RAER K1)
KN, HETH TSRO ROZ I Z A, SCER[61FR BN LA 1 /3B BE M R AR, DU AR B S ARG
MR o T B AR R AR, 5050 R P R A U IR VI R 57 UM L% 500 110 S8 2 PR (s T 2 [ 32
W R 7 [32] [33]), FLASATHFAIREAIAE, BEET, 7 BN R AR ARG AR AR K .

SRAFHER AT SE () HPC {E n] AR R XE . HPC B I ASH 2 Mok B 2 AN J5 T - 15 2%, REP RIS AT[34]10,
HIBITHBE RS G IAH. i, BERGES. 2AESHEFRRERFFE. 24T A REER
[FIEAT Z M R A8 . LUk, PERETHEES AT RE 2 X S Le b B3 | (L8 HPC FRid AT i vH 435]. filt,
B2 R TREAET G D ACBERS o BEvHEL. 3=, A2 A0 E MR o] BRIRME TN [35], b
L JE 3 B B O RE A R T . 2B DY, SRAE HPC (A M) T H S A . B, eA180E LR 53
ERE R ) W 35 AR 7 B AR B, B 7R AN [R) SRR I 2 52 HPC (AR, b v 7 % A i AR A7 sl Tk A=
Ja PR HPC [ME[34], BIfSFE A&l (O sk, [Rl— A2 P ia AT T ae /= A AN F) 1) HPC {8

I IEATRE PRSI HPC fHI, RYERAF AT LLEHGEAT, ASK KRG e, Fik, FRR
PR HPC EECATE . SRR MR HPC AR, RECEZ X1 HPC EECAF M, KA,
R IEARB R R B sl T, BN REm ke UHRAEEMKTHEL T, B
PRI AT BB A T RE S R ARk . X, B A AR RICER . 1) @ iE T BT R R
s 2) IS TR . KPR AW P EIS AT AR T R T RS R R, LN RS
BRI, RUEE S AT B BT SR, 2 HPC idskIMEASHER . oA, ML
SEBERG 2 b, PR RGOS EHUEE R IR I BV . AR R ERE RALI L, X
W5 ENIRAE RGIL AR N B SAROE X LN BRI BV 10, ASsgna HPC B I 31].
HARH, wTLL@EE e G HIIEAR, REERMABITBRERM, SERRETLFBATME, EHEOCH %
PAR . LUEHHRERRIBITH, AL EHIA . AN, HPC ARSI W 2 Fis.

Formatted
HPC Data

Bare Metal

Figure 2. Graph for reading HPC value in a container

E 2. ERAFEHER HPC ERRERE
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<2 d1, HPC A PMU BT HE 254785 52 PMU F B0 H 3 1) 27 A7 a4 il . b2 I AR B (Monitoring
Module) H 25 PMU H058 H., K iEUEI HPC %R — e i .

3.1.2. BB pRIRER

PR A sk LLAR A0 1 HPC B E v N, il ik e SRR S A HPC 1k, IE4sa—¢
MRS A U AL . KA HPC (B PR s, RS2 AR RS HRUie 5 4 FH 7 P B0 A AR 2 . o} T il i e 77
N BIFE T2 1T S5 5 I HPC {H, AR pRSEHGE F R KA RS AT RE, B RT3 A IR R K
PR RS, LU 4N ) ROP MUk (AN . 3@k o WeoR FEAR B FE P ig 47 BB 1Y) HPC IIGETIHE, 1
RUA: AR R R S R R S, 2 311X 88 HPC BT N0 A, AT 213 T 5 & R R & iR
PR AL, b, AR E N Ohde . BARGaE 3 B,

v

Formatted

HPC Data Feature Event

ry
Generating Model > Model Evaluation
A
Data Collection Leaming Algorithm
Module or Customed Updating Model

Figure 3. The process of model generating

3. HEEE RITRE

FRAE AR A o AR Y AR R R () A2 2 75 B e AR S, DURHIE 4R 1¥) HPC B AR A AL AR i)
fite WIRTATIR, HPC FHHMINEA—EHZANERE L, Bk, w05 Z0miE B R RRE S 1,
RS E TR 2, HA G E R .

X.0
. cov(X,,0) W
\/var(X,.)var(O)
AT, p RE IR K R E (pearson correlation coefficient). X, /21T HPC HA- M N EE4E,
O 2 HEHR R T AR R, teln “ RyvE” M08 R, i fRENTA HPC FHF P ER S . cov(X,,0)
PR B S AR R R P 7 2, var (X, ) # var (O) 73 SRR N A BUR R T 2. A
()P U — 2 VR4S BT T TR

Y (v -T) (0 -0)
pli)= 2 :
V(%) 20 (0 )

AR, 0 R EIRE P RBIR NS X RBARETRIRE R £ AME. o, Rk B
S ES K" AME, FBLSE AT DR B BT (N )RR AE SR A0 H R AH G OC R o AH DR M ) 28 305 1 T LA
BATBOE, EHEYOVHRIE RSB 0.7 i, CHRABRERMHRNE.

FE BEHE ] b AT DAt — D AL B e AR AT o A, AT T A R R AR AR, G
BRI A R R SRS Ry A RIS AR OURFAE s T T 2 e SR R AR AR
M, Hw e RS 7 SO I, RISB R IE T URRHIE, SR @ I Y 2R F A IR e 2 -
DRBR R, A 8 P B RHE 2 5 45 & oK . I R P e O R ORI 4% 48 B 4 HL B R
0 MRS WA PEBRRHEAT & R . W RR MR R AR R TR, 2O Bt AT v 7). i

2
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RS B RN 45 80% 1 20% K1 g, Hr 80% 1B 4 AE NN R4, 20%MIME AR EE . SR )5,
M 80%IIYIZREE H BE H 20% 1 AERIESE, Fe FkilZ.

BRI PEA o AR PEA A S A R R R SR A N B AR ey, DU SR f i o 45 S e Sk b A 7Y
AR O B, MR RIMERIR . FRER, RIRE. R FI-93 AUC %5, b, R
i IR PO AR AR 5 SFEAR BT EL G, A R 248 A T (0 IEAEAS 5 S REAR I L], R R R R s R 5 E
IEREA R [ FREAR 5 T SOREAR IR L8], A o IR TR0 1) TERE A | i U R IEREAR I L), F-23
BOLUERR R AN B R R AME, AUC ZREAAFR A FPR, W 44455 TPR FiE A ROC #HZE TR AR, 3
K, 28RO . DL ESRARIH SR R 3, o, TP R IEREATIII A ISR, TN Rk s
FOREARTIM N 128, FP Rk SRR AT IE2, FN Rk IEREAR TR A £12%

Table 3. Calculation formula of evaluation index
%= 3. EMIERTE AR

Eizga HHEAX
1% (TP + TN)/(TP + TN + FP + FN)
RENCIE TP/(TP + FN)
IR FP/(TN + FP)
FhiEE TP/(TP + FP)
734 (1+ pH*P*R/S* (P+R)

PR G MRS T A PR o 5l s IR BT A AR A SR ST . 28 — i Jiid
WA AR AR AT SR R AT AU W, (R AR, P AR, ORI
B RREA R AL, BRI BOREA BB I 8] th o A AR 218 AR A, RFE AR A & T
TR IREAS o D o ol S0 P8 B A 7R el of 10 B, 308 3o M RS A AR SR SIS S A R 1) 7 oK E e B
H[36] 0 SRR R FR) S Ji A B 3 T N FRVRE A 5 SRS R T 35 T (A AR (1 7 A AT X L, X Ly B0
O 3 {1 4 2 T P e R A (DA P

3.1.3. BERGLNER

R A A R R FH A R A Y, DA SR AR UCR R B 1) &2 7 1 HPC fEAE A%
A HWr HPC BT AR IR T 2 R AL 2 % .

AR X G W B 1) 2 SR B %o 3P R TR (R 25 2 B8, Pl ST R R A DS AR A SR B [3 1] [34 ] B 5
TUL6] [37] [38] [39]o HR A S I 110 S0 R 0 A A A 28 B 432 AofF P A RSB B S A SR A Y s R S B B
ARG N AR i R R R AR T R 24 - B Sl et g B AR (B 0 Xilinx High-Level Synthesis), 45
AR L 3 R E S AR [31], 2R JE M A T AL SEBUAE R E 5 fiih . B BRSBTS, [ T 255 e AR
RURRRRS EESL, @ SCILM I . REFEAER R R E BN . — 2B RN EE L in B e 2 2] B
LA 22 ) 28 55 1] DU FH A R R 28, (EL[RI It 3 I 1 R SIC B AR 32 08 TR AR A REFE BICAE INF 55 7 THI A
Bo REAFSRELMBR EEE W OT LA 1) e T ARSI R B BRI, A R R SR
2) SR ALAREL, BT TR A .

3.2. T HPC B EERERNFH IR
T HPC 1% = AR A AR 2 0,45 Ok 22 B0 B 20 1) HMD A 8Y DL K /D3R 43 AR W B 2R A 2y . 1l
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B HMD #84[31] [34] [40] [41]EL HPC FRRZENFFIE, FRFFEARRIRZAE NI, Rl Z0% 2o
R o 452 SRFRA RS AR 8 i 8 ok 2% 2 4 A A I R 2R AR 2R

Demme et al. SCHR[6]50E T HPC FH TSR BRI A8 AT A7 1%, K3k B HPC 28 ml 4 H T4
. 1E# %258 ARM F 4 LU Intel Linux “F & b1/ 8870 7] e 2 S AR A E ke A,
FHIXEEREARIZAT I VAR FE () HPC AT AR, 45 G RO E RN ] J7 0 Artificial Neural Network
(ANN)LL J K-Nearest Neighbour (KNN)SRIZRE AL, B0AE 72T HPC FORE 2 mr LIS I [F) i N 1 58 %2
AR, I BRI G EAR T NS B S D, VRS AT DO A 28
TFTRGHAMAZMTE, FEXET HPC HIRI 28 0 RE 2 Se A T A28 .

JL4E Demme X3 T HPC 140 K20 RE AR SEILHEAT 10008, ARAAT T A 0 SE I R 4 2R AT AR AT
ST, FENEREFRE, SEILMIAR DA RERT AR B, OISR bR HRE T AR SC I B o AR e RE .
I, Patel 2 N\ SEEL RO IFAS AT T VEGEMT[31]. ik, AR Su08 FHAS A i 5045 31 B 4 1 25
PERERL, S VRN LE RS T HPC [R9) 88 B A SR E ARSI, Patel er al. 13t 55T HPC 43481
AP F 518 BRI 25 R FEI, R 280 [ B S AR R A A R R A ST 5, LR & M R (3G
TR ZERT . BEAE) R MIANELT, RS A w2, AR SE LG I 25 1 B AR T

5k MBRIAALE, Ozsoy et al 5&-TTHEES (RTINS BY R 40 PF SE I S RE A 523, 5IN T RIS
AT MR AL [38], FRAFAE L8 5 HFJR I X86 MM A IR S| —/#E, 1B1T7E FPGA . HET R
RETHEUES PR I 28 (T E SEIUASR], Ozsoy et al AEQIEASMIA AL 5|\ T HEIREEM, W5 A FHhE
IR T XFE, 1217 T FPGA LRI 2% AT LASERHRI, vk 7 82 AT R, X — 2 ik
Wy R RIS G AT IRAE, RS PR A 15 5 FH A B K1 e i T i At R A i 1 B A A
Ao IXPIHE TR BRI EE A R /K 248 A i — LL UM AR £k

P T R A (A FEE T 3 5 A I R e ) 5 — 2 4 P e S L BC L B2, Khasawneh 2 48 42
S 2) SRAR T T o O B R AR I RS FE . O B TR R R T IS AN 85 A A —
PRy, BT AN IRV B2 AN [R] B4R AE B85 (3 B BEAS I, DRI, o P A — SRV P 0 S 28 1A e e R
ANFVHRFAE, HoRS B AP 2200 o AEFF8 OB BT X5 B 10 40 BRI B — i, A R2E A
PIHFER ISR, FEERNE, 20RO TR R 8, BINERNE UGSk, &
Jo, VBB TR G MM R 158 EVEAG TR RS, RN 2 A AR AR A8 A AR R S R e R A S,
EARE] T S SR o X P AR R (1 3 SR AT B F R SR AR BB NI AR R [42] 0 (R 2 S
TR, RIRMTEE RN £ 03 88 43 Bl R R AR, FE B2 AR, SR1fT, AHZE%E CPU P HPC
FAFARIME N 2~8 >, ML 8 ANRFIEHAF T BB 2 ST R REIOREAE . il 2 kig Tk
RFEER RS, AV)SEhr. X, Sayadi et al. [4317E5 FEAFIERCE I ATIR N, $2 i f8 F 48 2% ST AT
e R SIS AR AR AT U, XA 25 2 B T FRLIEAT AT R AR B RHE AR 5 R LR SRR (ERR 22 | fe
TERT RS AR) O R o BT, AR TAE[42]48 F 5 — P AR U2 A0 1T SR L 25 2% ) Bk (LL @ 48 e ] )5
), VBB T BN 1 8 PLAR2: ) Sk UL R 2 i AR RS S ik o Beah, VBB BT TAE[38]
Hh T BRI K AT BB B (R D B T R BAE SURFAE), kAT T B .

Bk B SRS U 2% LAAE , HPC g F TR B AR A o Tang et al. [44]VA K Garcia 118 T
S AR BB B 5 R A I ROP il DA R Mz i B Bl R RTAT 1 o AT DA 82 210 11 75 B2 AR AP 1 R AR P 1
HPC {EAE AL, 285800 HPC Bl , DA E & BAFE S o SO PR W B = 0 7 VR e 4G DT 1 25
T B Wi AR A ROR, (HEES T B E A%, S scIl b E 2. FRE, HFit
ST R BRI ORI 4, B AT SE IR AN B AR A7 R SRR A o [RIREMh, SCHR[45 10 A He AR B 1)
ik, WESKTTiE, MRHE HPC MRS A ) B A R R .
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HPC AT FH TAG I 3, ] DU T A B e A3 T Moty dnet 5o 5 n s 7 FH Rt () 22 A7)
B . Zhang [46]f# F W AME Y RAG I 2= MR85 2 AR EMUE TE By o e AV P/, g A B
B4 SR F W 52 AR AP S BT, LA S IR RS AT I e LIS AT 15 0. 1%, MR T2 4 10k
DS R Sk ) W7 52 ORAP ) L AR 7 BT 1R O o e 0 28] 32 LR 47 4 B HE AN RSN G AT I, SR
FHET 58 BOAS IR 2 26 A 5 Z B LA T Rl — N & 1 e BN IZ AT a0 A I 23 [FE 47
)R SUUL L H B0 Ak R 5 R (I cache-miss), TAAHA IS EIGEH BB BFMMEESE, ol
JedET cache MMIEIE X7, HAHXKM HPC FHAF R EE IR, ik, HPC ZEAZIMNA(E & Bok 7 T N
A fE.

BINMRZ TAESEH AT LU HPC {H DA KL 38 5 ST B BRSNS S F,  Zhou et al. [47]IA K H HPC
T REE RIS SR T SEH RIS AR PP I A TURRAE, N BE A TAS IS SR o AT I T A i s
B AP RRAVRFAE L 2 77 V2R @ T HPC A R R AR o B, Seidad F2 gy 23 Bl s o il A% 2%
BRI F A, ARG N PRS2 SR IR B R AR M RCR . BUa S IR . 15
SIATHERR R S8 v B BT SR I sE A, BRI, %485 BIsg kIR R 5 HPC ERIMEA K. Ak, 454 Weaver
et al. % HPC A BIRFE AT R VRAI[35], B HPC {EAE S FPA R I 2L AL E M, FERFRIE B 4k
BRAES N80 Bk, (EFDCRLEMATITS H 258 e B A A S b [F R IE

B HPC fA4E T % Fh R B B Ab 33 v, (A T BV RSB 2 5T T I8 S A I A&
FARBERE RN IR, A TC T B 5 AR I3 2 Bl AS A I #1075 BV R K M A7 f s |), N ikt &%
HAPES BN EM . BeAh, TR SR & A HE AT 208 S 01 R AR, £ A 41 386 Jin A 32 28 11 12 57
XFIt, Wang et al. [48]4& A5 F A RAFE, izt A2 73 4 ) 77 2R AR U i N SRR 58 A AR R o AT o e
SRR B B B AT R 4 DAk N KK FE AL T 1) 98, AE RO R W B AR 5 P AT AR AR I I 2R DL S
BAFRRA . X B R T 0 E T A IREE T, G R T IR SRR A S )
(R RN 2T 6 BT T I ) 1] A8

IbAh, B HPC LA T B A I B 7 2 4k, K HPC R 120 B A I (1 2 12
Fio AEE[4913EH T HEET HPC R AATIN 0 7 BT HESE, 1ZAEAEAN FR 2 3 AN NI 0 T gl T A
B BRI AT RSB R R . X =AM R HPC RAESe, P 221 —4H HPC %1%
FRUA ST E R R T . B, AT AT: 1 Se R 4 e AR T 45 13t B (control-flow graph,
CFG), H4b—AEA AL HPC F+ER CFG BEHR MBI R R 20 . HIR, WAL 1% S A i e
B4 HPC F1F KR FE R BE AL I . Bedn, 48 HUZHENS B AT LY JE B e Bl . [RIRE, HPC
B 7SR T Srow R R R IR (ST, AR AT T AT N RAS N[5 O R0 & 4R e % S R A, o [
PREIN[51] R (ransomware) IR I [ 52145

I JLAEFI FH AR A SRR AT I B Rt 22, s — 3 4 A 28 (s T Rk R 250 . Rohammer X2
HPC [ A T A A% 3 il A ke i Bty s AR mT DAFH T 6 ) B A R A e i) By, 4 TAE[32] [33]
[S3VEFX A T R Beili, T AE[53] [54]%1 % Rohammer JUihi%s . ix 46 T4 8 ik W82 it o Beak B, A2
Vef i) HPC S5,  WERAF A S AR B SCHR & R4

REFERE, HPC fEM A4 Bl E . TAEDLR 235 R S A A BariftERe, A
HPC {EAF1EH B B AN 8 P [35]. EFRETASHE M 22 A5, SCHR[34 106 HPC 2EAT 6 3 B AR A DUl
T RGN TAE: AEF TR0 T HPC EHMAHE MERITD AN SKRIR, R 7 IE TAE/EMH HPC B
AR RS Rk, (EFR HIE 90 TAE L T-5A %5 18 HPC BN E MR 2 Ak it s, (\CH
4 FRIRE] TRXBOAENE, AT T TAEAZ A E MR . B, VR IS X g R AT

DOI: 10.12677/csa.2022.1212294 2905 MR 5 R


https://doi.org/10.12677/csa.2022.1212294

JUER, W

8, SHLE RSt HPC MARAERKE, Rk 7 H i —ASRIE S EUN HPC MAH e Y8, i
W T HPC i 150 % 36 T2 44 1 DL i & 200 HPC R IR ZRY (52 mi . SR, A AT 198 BT 78 e sk (i
RYAEE P B IR SE 4 512 A0 HPC % 3h) % HMD R F52m, 5 32 A S A 732

ITHeAEsk, HPC T4 R T & R o 0 S A I, AR 22 AR T LA 2% o) Bk 2 31 % 25k
DALY o 33X G B AR A UASE Y DL HPC RN ()PP FIELAE N, i th e 28 0 RVE AR a5 . B A
MRS ANEH, H PR R W R . Rk, — 2R 4 N B R R PR Ok, L
N Pan et al. [55]52 AT PR (0B B PR IIAAL, IR SRS AR AT ARRE . [RIRE, S iy (ks
MKERE, FEZIIN T @4MOME B ED ETBYENRHE, JH456& HPC MFREFHA-VE I AS AR (1 5k, T
AR I R A SCER[SS 138t T — AT R O RE AR B R S A R e, RIREHE, & Ah8R 7R
B R G BRI

R TAE#R R E R HPC (AT AAE RFAE KA I 2 S A o R (ARG I A 25 0 2 S A P (1)
MLas =5k b, AL, BIFEARTENNR R4 RN HPC A 1540 5 VI ZRB B A 1 47
fi—8. M2 T SRS S 6F HPC JuAT NI . thAt, T B8se 4 S8 HPC Hiah2 5 X%
R = A SR, BLHE [34]17E P IR L TAE MR BT AL . SCHR[S56]75 R T 1847 M85 Hh i) B2 5w 4,
WESE T 5 G A8 T Ja A SN BUAECEVERE R B ), 4 tHAH BB 7 %8 3 DUEE T B Rk U HMD
BRI TR G, AE B T2 44 11 HMD Al R (b tn, 16 FH HPC SEA-{A 1) BAE SR A I ) ROP Al
BERI[57]), RN R RAR R 5 R, A . A8 Bt B A8 SR AAN [F] 5 5 2R AL A
SREERTHRIG DL, AR5 8 AR L 2% S BRI B T Se e I BT FAZFPAT NI . R Ja 2k T X Be AN AR 14 (1)
I RERIRTE T AR RS 38 RGN ST R G0 1% = R I R R

4. REERE

KL RGAE T BRSO 28 MDA P SRR JE TR Re v s
(RS0 R A A I ) B A AR A 16 B FEBIAR o B P T B e e I P 0 R A A s R B AR R
(fif R T VR 2 ), (H T A 1 R T O AN 1 DA RS DAY () B G i v, IRk B AR T3 2R T
I vF 2 Hkik. FATALLT =AT5 1 M AEAE Bk, 48 AR AT 58 77 19

1) HPC ANHff e e AS M R R s o - TAR 341 FTERTTARE Al 21, K235 F HPC 1B RS
W TAEBA % 18 HPC (A E VLSRN &5 Al R 52 i . BT HPC {E A E R B T 2 /N7 T,
R, 5 BEE O AR T THHEAT /e BT AR SeIE . BT R G0 B AN 2 P DL B 2 AT S MR RE s, HPC
PIRFEE R Z B R QIS PIRES I, BER A —RFESHs 17 Ik, HPC HFIB TR B 2
AR FAE. Bh4h, HR Zhou et al. [47]%5 HH HPC AN FH TR &34, JFd i i () se g v &
HEBR 7 R SL U0 BT T SO I 45 R 2 SR R, B8 T IR R 22 (A I 45 SR PT e & i HPC B AN e
ORI o SRT,  FLBA B0 AN E MR AE G S A I 7 T AT 1 — DT, B e AN I E 1 3 3
(1) HPC EIIAME, FExE: T HPC B R A I 45 Sy R sgma E LA o [RIUtk, XEs2ms HPC B AN &
PERIE—RIFAT IR T, FEER R X FPA A 2 1 1 B 18 7 22 A = X 7 ) o

2) R A B A . BT HPC A S A MY P 17 45 A 25 A0 £ (L 7 5 1 B A2 2% 1))
PS5 2 Bk . R X S H i R R R S R ARG AR I i ar I 25 SR (%), (BRI [R R A 2R
AN, AKX SR () T SO R e e e N R AR O RE AN R . W8 K 2 BRI, 7E45 € i N IR
BT, BEELed —RYBGEH, REEESHER. Fit, SRR R SRS 2 4 N I
fEFFRIREERSE, JCH BRI BURI R F . BRtk, X SRR sl R AT R i e 4
N D3 RE S B (%) B A 2R ) e SR R A S LI R T 1)
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3) ARSI B AN S AT FTE, TR RE SR B A Iy = MR AL, AR

BRI AR AT A A S P TR ZR . BRBAIAT MR T Z 2 e Nt S A EE; B
FIABE R T B B A LA 2 ) AU A8 VR 2 S0 AU RN VR i 5 T 2R A 0K e ) 5 AR A 41 8 e 7K £ )
MANEERGRE, SRR R DO RN AR S, BRI, (iR g e
N GLEATHAE . Xk, D RGEAT RGBS SEBLR AR R — W TT Ao XFERE AT DU %2 4 A GL i 4
MR BARSC o] AR, RIS I 1 XL 7 S) U AR il 2 A8, SEA R T2 T HPC BRI
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EHEWH
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