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Abstract

Most rural power grid substations are located in remote areas and have weak security manage-
ment, making them susceptible to illegal or unintentional intrusion by outsiders, thereby affecting
power supply safety and personnel life safety. This paper proposes a ESP32-based public security
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video detection terminal scheme, which implements intrusion detection and legitimate personnel
screening based on frame difference method and OpenCV. The experiment shows that the accura-
cy of intrusion detection within a range of 4 meters and facial recognition within 30 degrees has
reached 100%. Compared to traditional video surveillance systems, the proposed solution has a
cost of less than ¥100 and has the ability to automatically screen legal maintenance personnel,
reducing the false alarm rate of the system and providing security for the safe operation of rural
power grid substations under cost constraints.
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1. 518

BE& 2 FHIR G FR AN W HEDE, % AR Rk 7 R B R s (L R 77 T H8 A BE 2 1) A 1] [2] [3] [4]. HH
T AR AR b AL T I X, HoA 40 SRR T R AS, DA T 18 M 428 P A A [ S5 A I 2 %t 2
WRRM, A EHE WA, /N TE R A SEARENRAT N FHK (5] [6] [7],
MY 2= 5200 L REAR I RIS AT L G A TR, I HARR T N a4, Rk, &0k A% B il £
TER R RRPCR, B R IR G AR NAZ A, S — A R A R 7] R

DU B, AR Do 2 PR3 SR 17 B R SR B B RR B8, FE R BB A TN EUD . ik, B
SEPE T AT AR AR 7 &, I LR 2] B S AR H ARV NRAT N IR B S ERI[5] [6]
[7]. ZHTTRKER LG HIA LM R G0, W1 B Tl gL s, @ s tERer GPU
B CPU SEHLCHEERFIE SR U 2 RNRAT N, AR 43 i B L7 B K B e AR IR 2% S 1 . AR, AR
AR FL I RV N AR I SR FE /N R R S N2, ELS i+ 0 52 BR T AR AT PRI X 248 D2 00, AU ke
TG 2 AR ATURRE I 24 i D6 SR A A8 IR AR PR3 N AR ASE DU 11 B¢ £ 343 422 [8] [9] [10] [11].

BEXT IR (o), AR SO ) AR DX A E sl (R A Pl AR A H by, SR AR S AR 5 7 A AT AR I £ B FF 7
FETACHA WiFi SoC ESP32 1 OV2640, 4% 3k Tt [a] 22 70 AR AL % F1 OpenCV (Open Source
Computer Vision) ¥ ARG RS Bhah, HESIAE I E 2650 b2, At [F /=22 8% A w %t
FPGA AG1280Q48 i3l LTE-Cat.1 @ FH: g, SLMARAT MRS R = B4, DUnfE S A
B BB M TIA TR, SRR AN 2 K i) RGN SEs T RAUE Rk, BA
R B AIHE R 5

2. RGRIE
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SEPN A — D30, BEMTARIA R 5 s T O R M BUEE B . A — B ARBERR S A L,
AT I 24ty (5 2 57 R Ak R AR Th e, 83T LTE-Cat.l A8 ) 25 i A 36 6f B HFPIR A543 2 LAl — 25
ARER . N BB A BRI Rk, ASSOR LR S RGEAM . BBl F AR A Eridi N LR =5 T
S AT AR I 24 i o
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Figure 1. Circuit and system architecture
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M (1] 22 43 SR — PP T i8] 22 20 W@ BRI 7 v, e il BB AR A 2 1] 145 251 22 5k A
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fa (X, y)=0(x+AX, y+Ay)+n. (X y) 2)
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2.3. BEAGRF

N AR LIRS N B IIAR IR, ASSCRI ] OpenCV HH-SHLALGE 2, 383 A IR BB A LB
24T R — R 5I[12]. OpenCV H— 541 C sREFI/> 5 C++M0 i, SLI MG AL BT vH BN LA 3 7 T 1)
NS IR E RIS RS, A SR OpenCV 5 HAAR Z0E 501 S B G IR A [13] [14].

HAAR IR —FpLEs 5 1 B0k, o ek o MK & IR TR 47 T Rl 2k IR
BRMANEA R EG, ARG EEE NG EG . SN, EEGAIFIERA A B A R 3 E %L
FAEE, LB —IREGRS 5 —REBX 5Tk, th4t, OpenCV $4L 1 AN R AR 7 R SR g Ik 43 2
#% opencv_haartraining i1 opencv_traincascade. 7rS#s AL & — M IRR A, 1ZREH IS E R VLER ISk
PAto WEHIFUERE, Fra IS RE Ry BAMEERAE, X THaR8 R B, AHE, =it
BT R R A RGE . H IR BUE R EUARIER . BRI AR AT iE I LT A R
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Figure 2. Feature extraction flowchart of HAAR
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Figure 3. Implementation flowchart of intrusion detection method
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# FTT RIS

camera = cv2.VideoCapture(0)

# INEFE BRI &S

face_cascade = cv2.CascadeClassifier(‘data/haarcascade_frontalface_default.xml’)

# B R

ret, frame = camera.read()

# BA O IRERIR

gray = cv2.cvtColor(frame, cv2.COLOR_BGR2GRAY)

i oR PN

faces = face_cascade.detectMultiScale(gray, 1.3, 5)

# I p A RN B BN, FRRIC ik

for (x,y,w,h) in faces:

cv2.rectangle(frame,(X,y),(x+w,y+h),(0,255,0),2)

A ROyt S Y NUAR Y I

cv2.imshow('Face Detection’, frame)

# ARE N SRR S S B AR E) LTE B k%

uart.write("Detected {} face(s)\r\n".format(len(faces)))

R _ERACRE P&, AE— DN IEPRIGFA b, AR RAR F PR B AE B A AN S RO R O K Z MR, R
J& detectMultiScale() % Hoks xof 2K B BT #2 2 H bk, 3R [BINAR N R3S AR AR, FEITEN R AS
BIFHFHETARE R S5 A EE N E ST ARG R, DA SR8k, HAG%, i
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Figure 4. Scenarios of unmanned intrusion into
rural power grid substations
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Figure 5. Detection effect of someone invading
rural power grid substations
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Figure 6. Effect of movement detection with different resolutions
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Figure 7. Face recognition effect
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Figure 8. Relationship between recognition accuracy, average time, and angle
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