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Abstract

To address the issue of not being resistant to cropping attacks after embedding watermarks, this
paper proposes a secure blind digital watermarking algorithm based on Arnold and the block wise
Discrete Cosine Transform (DCT) watermarking algorithm, which is secure against cropping at-
tacks in the DCT domain. Firstly, the watermark image is scrambled and encrypted, and it is
swapped up and down and left and right to obtain the transformed watermark, and the secondary
watermark is embedded. When extracting, the two watermarks are reassembled and spliced to
obtain the complete watermark, thus improving the robustness. The experimental results show
that the algorithm has 100% resistance to the shear attack, and its transparency can be well
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guaranteed, as long as the shear area does not exceed 1/2 of the image size after the secondary
watermarking.
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BE&EFHE PR R, BATAT DA AL B AR TR R, T S AR I g . B0 AF
AR, SR, XHEIE T SRBURIE M. R, ORI N 4G A N B RA R RS,
R ORA BB B K ED T AR 35 1A% 0 H 5

B KETHIMES B Tirkel 28 N[11F 1993 42 H, MZIE ARG — BHIEL: 4, Tirkel 25 A[1]
P 1 B %A b (Least Significant Bit, LSB)& /8 SLI 772U 5, (EAE HDG & = B0 i i AR f v AR
7, BHIEMKEERIA K. Cox [215 NFEH T —Fp4 SUd 5 17K B E R, /K ENME B B 4 N 24
PEATRE sy frf, S T KD E R B AL /). Zhao [3]55HE X EAR R 3EAT 8 x 8 K/,
XFFHEAT DCT A4, RPN —NO/KER, R A3 B0 % 7 H 0 B R AR 24 5T /K B4 B
TR, ZJEHEAT DCT AR #AT R EKEN MR . XIEZE 4] 52 HxT BT 8 < 8 /- HE#EAT DCT &
e, BKEHRN B AR F W E LT, R EMG RATURT oA X 5k

BT R BB 4 (1) DCT oK ENEE 2 — Rl WIECT/KENEE . Bl ik #-53E 1 DCT &
BAE K EME B NGLE, K EME RIS DCT R30b. b, il 2 50 Jo7e 4G o ir o b st
K, P INE AN KEIE B ZEEMI e RGBSR . FE, B xEEmrss
P LA T B, RN AE SEBR N P FR AR 20 T T2 BN o SR, SRR AR — Sk, IR ERZE BN,
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BRSO — SR 5 H AP V) S Fe KBNS, ASCi T —Fi T hnas By sy o) i e /K Bl
Hik. HXKENEG T Amold BEL, JEELT DCT A#idktr 58— K EV RN, (BHIE I SL5 R B,
KRR TARANABI ) B dr, P DARRATEAT 7 KRN . 38 /KR R AN 5 2 /5 —#F, (HR XK
EVEMG AT T L R A A A e, AKEDSREUEY B, 388 5 79 7K B B 30 4T 28 A B v 13 1) 5 2 11 JiR 4 7K D
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2. BUFKEDEHE RN FRE

Ber K ENEE R M BE VP FRAE LSS B A . S YE . ATy & ERUK ENE B IUANJT I, FRATE R
FREAL 7K B 7 28 1 06 250 2% FE DA D0 O T F) B B R 3%, L PPk B 25 B A6 W 1 2 A L P & O — S FE A
— R, REUKENE R, EAES KNS, MmIEKE S, MAEESWDKaEE. K
M, ARV B R T K BN IR, AR P A TR AT BT AN Ry, DA B e I RE R B[ 5]
2.1. iEBRY

B HITEAE S K ED B AN EAA G AR B, ASREAT IR AT DL AL R i R B, HAS R M B A A 1 A
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Fo — M IR {75 16 b (Peak Signal to Noise Ratio, PSNR)HH/THI5E . HAt B AR an()FiR:

M x N x255>

Y S ()~ (xp)]

Hot, 1 (x, y) WAL (x,p) ARG RAE, 1'(x,») NEKENEIEIFE AL BAR R, M AN 358 E
B A G

2.2. B4

TR K ENEE 2 %5 P BB BB JE T A 2 IR, K BT RE DR KRR 3 78 B4 M I Bl vhE AR R X
Hiok, WREM SR ORI, [FiEME R . JE3E . JPEG [E40. JUMI % . /KETEBME PPN Fa bR
A% (Bit Error Rate, BER), & A z(2)fiR:

XX abs(W (i, )W (i, )
B MxN

Hrw (x,y) NIEGE —AEKED, W' (x,y) N KNS —EKEIEE, M AN 23 9KENEG K
FTE, abs( ) ARAIE B EL
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ATl 3 8 B K BN %2 s AR O I IR A, DUORE Sl R e AN s A A ANl DhagE e 1
JKENRT AR B OR3P B 5 S P A RO RROBUR 22 4, AT GR P 307 A N B IO B B AN T B O R 2. B e
N — AR R R G R I 5 B, AR T3 = J5 AN RE D i N FRIZK NS 2.

2.4. IKENRE

JKENA R EFR(E PSNR A1 BER SUVFEHEA, ZKENME P 5 ROEAE L], — BOHK BTN R LR
XFTEMGOKENTT &, FBON 7K NS B B 205 B4 B AR 0 BUAEOR R RN R o ALK EN U 4
— Mt 4 B R LT R AT LR 7K S 2 LR R AT [ 6] -

3. EEEnd

ARG ok SR IR EUE AR EDEME R 73 8 < 8 IR, 43 Xt B4 BE BT DCT &4, A
DCT B4 J5 MG HL 5 64 A DCT REL 48 H BRI DI 25 1 AR AR FIZ AR b ] BBl LR 76 47 DUAS )
REUE, XY DCT RECRIIE . BRI, SN — UK BV X BT ) o bt Rt
I IR IKEN .
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LS — PR X AT SR RN R, HR TR AR S A I, (AR AR S S S R GG R
FRABMEAT GRS, YR 2K RGER, v AR B2 A EMER 7], BRLMERG 2SN,
FIH Arnold 784k, Baker ALHeAEHIE[R], A SO EIEE BB Pl £ 3 R A Arnold A4 dh A7 FlAb 22

Arnold B F ARG AL #(Cat Mapping), & WIREFEEME AR, gl 2 K BH A
S8 I B HAE R R U B G R A E . 2 R T DA R G SR A S ) B, ARG N T R B L
PEASE 2. Arnold B L FEH, WAMMEIKAGMERE. He LA wE)fs:
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TEA REE B MKEN N Z . SRAB (@) Fx, Ho Q AHNEEE9]. #EAKENEH DCT #3
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Figure 1. Flow chart with embedded blind watermark
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Figure 2. Flow chart with extracting blind watermark
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BIY)JGE, SRECH K ENE B AR S Al B Bk — B, IX BRI T2 B DCT s ARG G, &id stk
LA, KEVE 2 BN SA T B, R RKENE BB G 2 5 0. 15 3 R 7 A
BTUTRIK EVIRNSEE, R Dus &K EnEHREEAT 113 3 () B I B VI B, 7K S JE ot 4 A vl gk 4 sk
RN LA BB A R AL 3(b) e BATTHG 2255 RE ] Seidk A e A 35 /K BN R S BY DI Bt ?

4 BIGC

(a)E%l BT 515K ED E@ (b)yKESE A

Figure 3. Non-clipping sample diagram
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Figure 4. Watermark transformation before and after comparison
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Figure 5. Flowchart with two watermarks embedded
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Figure 6. Reconstruction of watermark after clipping attack

6. BIIMEEKENHIER

4. HENGT S 5H

FEIE L SR I AIE R A R b, SR 512 x 512 MK FE G Lena 1F N AEEMG, 300 8 x 8 KT,
I 4096 B, RHE 6 AR 64 x 64 1 HEE BIGC 1E/KENEE, It 64 B, LT &R
MatlabR2017a.

4.1. ERRMEMR

F RPN AT LR K EVE BRI AR . [ 7 o3t 4 A, FRATEE RN SRE 30 B,
I3 IR DCT 8B T /K ETRN, Hd, (a) (b) (o) ()ANELEEE, (o) () (g) () NEKENE G . LM
w25, NRJLTFEARZEMN. B, WAVES T T iZSIEEAF N GRE N A PSNR 18, #EFBH 4 Mk
NKEDREFE 730052 104 204 50, 100, M 8 W&, EANMEM LS, AKEDFEFEREL T, ME
RN GEFE IR0, PSNR I PR

7K BV RN GRE N 20 B, SR KBRS (1 B 5 T 46 BB 34T WA (5 LG PSNR [THED, R I DY i
K% ) PSNR {8 40.6275, 40.3765, 39.8056, 38.2305. Ifi 4l K& % PSNR 1E AT 25 i, AHR#E
ANREAR B2 AR R PR 22 500 . TR T DA B, A K B B 1 E s

(d)house

(@ (
Figure 7. Image comparison before and after embedding watermark
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Figure 8. Statistical line plots of PSNR values at different embedding intensities
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Table 1. BER values for various attacks

= 1. FEMRE THIRBERYE

RN B4t BER w4t BER AP d7 BER
10 0.1135 0.4944 0.4807
20 0.1121 0.4973 0.4539
50 0.1106 0.5049 0.2612
100 0.1104 0.5044 0.0723
200 0.1104 0.2422 0.0231
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Figure 9. Extract watermark under shear attack
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Figure 10. Extract watermark under Gaussian noise attack
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Figure 11. Extract watermark under mean filtering attack
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