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Abstract

As the digital age continues to advance, so does the threat of malicious software, commonly known
as malware. In recent years, the number of malware attacks has skyrocketed, putting users’ infor-
mation and systems at risk. To mitigate these security concerns, researchers have developed a
novel malware detection method that leverages the power of Principal Component Analysis (PCA)
downscaling and an integrated model combining SE-ResNet and VIT (Vision Transformer). The
SE-ResNet model, enhanced with a bilinear fusion mechanism, excels at extracting local features
and improving the representation capability of the model. Meanwhile, the VIT model, with its at-
tention mechanism, is able to learn inter-data dependencies and process long sequences of data.
By combining these two models, the proposed approach is able to accurately capture the semantic
information of software, leading to an improvement in malware detection accuracy. To demon-
strate its effectiveness, the proposed method was tested against the Ember datasets, yielding an
impressive accuracy of 97.05% and 98.45% respectively. The results of these experiments clearly
indicate that this novel approach outperforms existing methods, with an improvement in accuracy
ranging from 1.94% to 5.95%. In conclusion, the proposed malware detection method based on
PCA downscaling and the integrated SE-ResNet-VIT model offers a cutting-edge solution to the
growing problem of malware attacks. With its ability to accurately capture semantic information
and improve detection accuracy, this method is poised to be a critical tool in safeguarding against
malicious software.
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TR TR, HRCMSEIL T WA, (RSN, 8 N AR 7 .
TEBAHEFEE 2B PR, R B ainE . frsttAR D, EH. rootkit. 1
WAE BRI — RIS R AT HATRET . %iﬁ%ﬁlﬁ%ﬁﬁﬁ@ﬁ%ﬁlﬂ%)ﬁ%%\ L Gl PRSI 29N
F P RIS A E P L. ARHE McAfee2021 FEfEHRY, AHEL 2020 4F, 2021 4F (1% A K &R R
I, PR R HTIE 588 ANEEIKAF(1]. ER EIBM B2 0 2021 4 FR4E, fiBRRRE TR AR
29 2307 Jil, HIEREREGE 582 iRk, WICHRERTEIEL 20.8 JiAM2]. Xk, KT A KRN
R = AR AE B 4, AR BRI AN, BT ULKIALCK, 0 T8 A kil ot ot — ELLAK
A P 245 22 A A R R s 22—

R A A P AR A A MR 7 2 BRAS A AT RS AN B S AR o FR RS A AT AR AE A AT
AR S OL RN AT R TE, XIS A (E . BR{ERYS. N-gram. PE (Portable Executable)3kf5 5
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H AT, HLas5 2] i vF 2 R O 200 B BB R ARSI b o 51 ANHLES 5 S B B4 I 7 v 5 4%
Gt a EEN TARE R AR RCRE ERRIRTE, Higb 7 AN JIRiAS . SCER[3 192 1 383 32 B o373 B el
BRI R YE, FEAE S8R A B HL(Support Vector Machine, SVM) R 4 J5 () b 3E47 7028,
P AR R IR, 2 SVM AR TR % S R I 25 HESR , ARG RRAE SR ICAS 78 70 B 1 R, AT
FEAGIHER R BAC . SCHR[4)3EH T —F G AR A 22 2% (Convolution Neutral Network, CNN)IZEAT R 1E$2
W, PRSEAEAT 23 SR o B o AT A S, JRER 7 —PPRR R4 25 B 2. H CNIN AR SR 45 & (1 I 2%
IR AN BERE iy 3 DGy B0 R A A 1) B R, AT BRI A HERf SR AN = . SCER[S 3 T —Fh
AR CIHESE, I S5G APL. BRI FH RN S A B4 P S AR OCRAE N 2080tk it 2238 7 BORR
TR 2 AR . SCER[6 ¥ B B 6 45 9 RGB B, JHRH T —Fhzh A8 2% o B IR FE M 25 HE S FH T
BAEGIH 2. SCHRI713RH T — P st ) ResNeXt #5878, 3@ i N\ — i3 A6 15 T A 5 AR SHe BIR i 455 754 411
GRS, WRWSICGE B, T B8t 7 AT 5% o SCRR[S 12t T I TR #0122 X 4% (Deep Neural Network, DNN)
A, @ 5 NSE IR Dropout RNV, $im 7B RIEBME. SCHR[9145 & 1 HLES 2% ) AR BE % 2T 1)
o, INT —FEH ZRE N DeepMalware 228, F TR e 2 4545 5% = ARG )
FIVERETFEA o) /. SCHR[ 101380 S 2 BB M 150 261 & S R SRIBURE AR S48 27 41, A Word2Vec
Brl AR oy 1) B, PGB R AN 2 2 Transformer 157 27 > 3 2 40 th 45 M4k 5 51 R R BUE SR
7, M H Transformer B o () FFA4T (1) 22 Skt A AL A0 S A AFAEREAT EOERIINAL, AT e % i 31 8 22
(VRFAE, %575 78 5 2% RE B B AR R AIE % T A OGP . H Windows 1 & F 8 2 B A fiE 4 2
Bk, HAEKETUABGE, SLWEEREY, 75 Ember B4 L, Joxi BiEdbiTF4E, T Transformer
TR AT 73 A IR 28 23 LU AN T PCA AR A U YEE R 22 51 [ 11] . T VIT J2 Transformer M BG3E AR AR,
PRIE T US4y R, BOR VIT AU AR 2 A s, B = fR BN J7 T A J¢ SE-ResNet, HH—7EfS
DS P2 7 1A P R ko

ZRe BRSEBAR I T AR AR ), ASCHR H — I T PCA R SE-ResNet-VIT ()% s B A
MT7E e N LR VAR EOR e e 9 iF s B, R s 4R I B AT PAC R 4EAREE, 78 73 S VR
ARG, EREBIET M ERTUR, 8K B HINE] SE-ResNet-VIT A rhgh47
R 532 . FHAE Ember FHREE 5G9 2 Pkl 777253047 70 LU SESS, @i S8 45 I8 E 1% 07 VE A R .

2. EF PCA F1 SE-ResNet-VIT BES 475 5518
2.1. BiFLEH

AR EET PCA Al SE-ResNet-VIT Hk S P A far A 4n 18] 1 AT 28 S5 iR o, Gk
F¥ 50 PE SO 9T s BB - PCA 2 o S P 4 | e K de/IME A — 1k 2t SE-ResNet. VIT,
o PR AR AR fr 5 SR ISR T SR A D 45 R

SE AT 2 — PR B R R R (1 7V, BT R ) 22 oK, RS PR R ER [ 12]. AT
] (R AE SR T VAR U A BUR IR, PT DA AT X o R 2 M E R, HIREG B R R,
SE-ResNet-VIT SRR L5 1 A 56 A R RFE SR BT V2, B S0k SE-ResNet BT VIT BiRY DLEE
BUAE BG4S BB AE I BEAT 20 25 B SGIE Y SE-ResNet A58 it 485 SRl LA 2% 0.7, VIT BEAY (1%
EIRCLREL 0.3, SRJEREIX /45 AR AR Ay de 2 o0l 45 5

T R 28 ) 20 T S T 3 A A DU A0t L B ANRS B BR[13] [14], {HER T4 B PE SO 21 1 R 4
WA B e BT S R RIS, B — S B 2R X 48 FE AN R R SR I RIS AE, O T AR eI — ) fE,
KRICHE WL FH L) Transformer 5&EFMEM AL &, FIH Transformer 88 1) 2 Sk = JIpL|
RS At U AP R RF AR PR AR 1) RUIX — PR35 DRUORTE SR S S {88, 2 T A SRR AR T 5 2 2% 5 o AT s
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2.2. HIETALE

ASCKRHA] Ember #¥dke, i e i TEAGEMENT, 2 RBURESI-EH E 2R, Ko hl
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Figure 1. Network model structure diagram of this paper
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Horp Y, Forbr iR ME, @ FOREBIVRER, j BRI, RN i KA, IZAFIE
T e /ME,  WFR AL A 2 (D PR -
Xi'_Xmin
Yi/'zj—
X, X

max min

F 14 73T (Principal component analysis, PCA)ZAL#5 2 =1 4idsk 48 FH & )72 ) B4 B 4 S 2 —
[15]. [FIRSto gl vz B B B AR A I 408, SCHR[16]%% PCA A1 LDA (Linear discriminant analysis,
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LDA)FVE S Z RN &, JRE 2B de BT SRgaxttl, 43580, PCA 5kt LDA 5ikfE
BT A& B L IRCR . ARSI PCA SR IR A 2401 42 JFUURKE, i o fe e, FE4ER
900 4EJE . BB N EHEETAE m MR, FOIXNREE o MR EREEWS, HPRNT:

1) KSR AEEIR R m AT m HUHERE X XA X BT PR AEAL S 15 BT RE Z:

zy =L =12, mj=12,n 2

m

Y Xm

;H\:EFI’ f,-z = s Sz-:l:l °
m m

2) HE s 2 R

VAV

m—1
3) FRFIEAE S R 77 V23R W 7 ZE 5B C BREAE AR B B AN R AR . AR AAE ) 22
4) KGR ) T A0 SRR AEAE DR /N AR BN HE P 4247 HE 51 U R B n ' HITAT LB P
5) Y =PZ BIHERE X RIONPESER] n' 4 5 (05005 .

2.3. EF Transformer-Encoder &8

C=

3

Transformer #& H Vaswani A.55 A\ 7E 2017 $& H ) —FOH LA B0 B8 HR AL [15]. Transformer £ 3
L i A5 2% (Encoder) F i i 2§ (Decoder) A N K B ELH B, AU T Vision Transformer It iU 1)
Encoder #3[17]. 4% 2 Transformer Encoder #4514 fi7R, Transformer Encoder i3t H1 24~ Encoder
TERHEB L . B4 Encoder BEHUE N1 )2, — M2 2 kiR /IHLH(Multi-Head Attention, MHA), F|
H self-attention 2% ] A K FE G IFRFIE L o o — N2 2 2 ML (Multilayer Perceptron, MLP), i
I AR MHA JBOK S BI4EREAR /DN, PR E] Encoder B8 . AT ZAT#EH 1 LN (Layer
Normalization) B br1EM TV, AT RGN TR ER . 5165005 M £ M 2% (Recurrent Neural
Network, RNN)F1 CNN #HLt, Transformer SR MHA F471HE, MM AEIIZGEE, FH, £3k3E
RN RPN RHE ST T AR, XS REANRRIEES il DU e B RHE e B i . 23k
JIRLHR BRI R, T B EE ALK 5 — AN — M%) Scaled Dot Attention %L, HoiE X
N

(0,K,V)= softmax(QK

Jdk
Hrr 0. KV 4357 #H Attention H ] query [M] & key 5. value [/ &4 IIFERE, AFEZEFI4EE,
softmax R E A FH 38 H8 ZURF M BT 000 45 SR U 7E 0 2 IETE S5 X (Rl Py, B 3 — A0k B A 11
MEERFALTY 0 B 1 Z (MR AT . 2 E R IIHUHZ B2 IFAT [ Attention RS, 78 LA (o
MultiHead(Q,K V) = concat(head, -+, head, )W°
head, = Attention(QW2 , KW . vw)

W “

(&)

o W72 @ Réwie" e T @ Rimoe* s 77 Rt [0 ¢ RM o [ 4 4Y IR 0 A B
4T .

7E Vision Transformer 1, ZEHI AR I AN EELH . LN K RO EIREAN e, RIFH
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Figure 2. Transformer Encoder module structure diagram
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2.4. MRS SE-ResNet TR0 4540 MR EY

BRAE W 2% — B2 TH R DL RIS BEUGRN . H ARASIN 45 22 A S5 32 BEAR AU 484 . SENet
(Squeeze-and-Excitation Networks) & Jie Hu %5 A7E 2018 4E4 H 1 —Fi H T G 7 F (15 B 48 X 45 1 7R
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(18], HAuE 4 froc. Ed Fo 5EMETERIEMARE, A mEEch ¢, &SEAH, BEAW
FURERE & X, SRIBONIEIERCN C, N H, $EE W K FER & U, SENet fI#Z0JE U ST SE
PR, B9 SENet 5t U #E17— 1 Squeeze #1F, i@id global average pooling 54— /Nl - A 25 [ FFAE
Gty — AR, AR THE R ESZ B o 35T SR Excitation #R4E % S BANlIE 4 R IER KR,
15BN FETE AL, B4 K Excitation % tH A E AT U AH3e1S B 4 F-E . SE-ResNet 244 SENet H
) SE #Hu4di A 3] ResNet [ 191 BN R ZE P2 18], FIH SE ARHliF M IE 2 (A A HG R, R ER AL
2B JT. SE-ResNet [1] Squeeze #2180 42 R ALSEILNT, 4R A0k BN F N (R R AE B 3470 4E
RERE R BN RAAE B A5 BRI SE— 8, HEAFEBREETAERER, NSESRTEREERE. [
IE I )ALk, BRI AT REAE 2 OB RN BIRANIE, SERRETH SR, IS0 AR ) M R

ARSI IS — PO AL A B, BRI 5 s, i s 4 R it Rl B oRAL ) Squeeze
BAE, BEOREE T 2RI RIS BICSAE — R iR Es, U8 1 SRR s (R B 7 ANk & e
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Figure 4. SENeT network model structure diagram
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Figure 5. Improved SE-ResNet architecture diagram
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3. EWERE S
3.1. SClER

SCERIG AR EAE CentOS 7 #AERGirD, Hrhgmisih 5 KM AYJE Python 3.7, WRE ¥ SIHESER
ff)5& Pytorch 1.10.1, H34bFE 2% Intel(R)Xeon(R)CPU E5-2620 v4 @ 2.10 GHz, !4 NVIDIA Tesla
P100.

AR Endgame 7E 2018 R ATH — K T H AT IR EH54: Ember, X2 7 H THE5
Windows T 5 3% B SER I 1 e K BESE 2 — . Ember BRI T 110 JIANSBEAEREA, 90 75
ANINGRBEAS, 20 TTANIREEA . T ZRREA 135 30 AN RARIEREAS, X e RE A AR Y31 2 b i Rl Ak,
SR AR AR AT B, 32 1 MR ARARERE A 100 4377 -

Table 1. Type and quantity of experimental data
=1 SRBENENSHE

255 YIZrdE EFNS
R 300,000 100,000
R A 300,000 100,000

3.2. R SHIRE

3.2.1. VA IBER
TEAR SR FWER R (Accuracy) FEH43R (Precision) A [BIZ(Recall) FI1 {H(F1 Score) & & 4 A4F46
TNETEREEAT VAL . FLARFR TR U A(6), (7)) (B)FI(9):

TP+TN

Accuracy = 6)
TP+ FN + FP+TN

Precision = P @)

TP+ FP
Recall = Ui (®)

TP+ FN
* 1ST %

Fle 2 * Precision * Recall ©)

Precision + Recall

Hrt TP (True Positive) 7 B SCHE A0 s SRR A ELBIR 00 25 St R % U A (1 8 2 8, TN (True
Negative) %~ 5 SLHHE A R AEPATFEA HAS AL TINS5 50 B SAEAS I 204 S8, FP (False Positive)
FORELSHARE N R AR AR A AR T A e AR A (B S8, FN (False Negative) 7~ H S 3#E
G AR AR HAR R T g B SR A A A P A S
322, 2¥IEE

ASCHE ) PCA $2HUH £ AR H A 625, SE-ResNet-VIT WA g7 ] 25802, IR 2%
BH 58 10 F120, JEHE KNG AA 4%4, 6%6, FERFFENIR/NAN2. VIT HiRE N6 M2 KiEET]
BL#, encoder AR 4 k. RALZFESE SGD, #I4H5 12~ 0.003, batch size XX E N 256, epoch ¥ 200,
i F warm-up SRIE R =40 2% SGD 7RI Gl F2H (1 Fa e 1k .
3.3. LRGSR IR

6 FEASCHE I R AR MR v 2 A ph 20 18] e AT L, BRI ZREE VIA E) 100 A
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Epoch Z J&, MHRXEEM) Accuracy C&FILIEK, FEELE 0.97, WM OZME T .
33.1. B—iRRfE SRR

N T H8AE SE-ResNet-VIT AR RIIACR, RSB UG SE-ResNet 1 VIT #E4T AL,
FH7e 2 MSEIR gt BRI, HAMIALE Accuracy. Precision. Recall 1 F1 DU/ N4 77 RIS A B B2 T .

—Valace ... U —
0.975 ~~~-Trainacc‘,,,,,.----»'"’

0.950

0.925

Accuracy

0.900

0.875

0.850
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Epoch

Figure 6. Model accuracy change curve of this paper

B 6. ARBUEMHZR T L L E

Table 2. Single model and combined model performance comparison (%)

3= 2. B—iRBIFNLE SR B REXTEE (%)

it Accuracy Precision Recall F1
SE-ResNet50 90.26 88.15 93.02 90.52
ik SE-ResNet 94.77 95.45 94.02 94.73
VIT 91.63 92.38 90.40 91.38
SE-ResNet-VIT 96.44 97.06 95.77 96.41

3.3.2. PCA MHASEBHIR NG

T BAIE PCA BEAEWFRIUAR G I BT A AT B SR b 28 AR R I, A SO &t 2 IR 4ELL
XoF S B 52 R4 IS I 4EFE D 900, B4t J5 BIACHE 5 T 46 204 456 FH A [7] 244 CNN-Transformer #5284 34T Il 25
FMAR A ERE, TR 4 MR ae e Ui B, fEMI PCA FR4E2 5, RefSA 20 %K Ember 2¥E 42
I TUARFFED, $2% CNN-Transformer B8 RFIEFR UK E, MIMAESEIALAE Accuracy # 1 0.61,
[ B LA YIRS ) R ISR 53.41 s FRAIKEY 42.75 s, 182D 10.66 s, BEALYIZRIE B RIEREAR . SLIRgs Rk
3 ffs:

Table 3. Comparison of model performance after dimensionality reduction using PCA

2 3. {£H PCA ME4EafERI M RERTEE

Y Accuracy (%) BRES I ZRIN 7] /s
SE-ResNet-VIT 96.44 53.41
PCA- SE-ResNet-VIT 97.05 42.75

3.3.3. 5EMARNERIXIEE
AT BGAEA SCHE AR B S B M, K AR SCHE ) PCA-SE-ResNet-VIT #5755 SCik[3]42 H
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PCA-SVM iR, SCHR[8]503E ) DNN A% . SC#R[10]# Hierarchical Transformer #E47SZ5 EL AR ATELA )
Z PP S 2 D) RULE Ember 208545 LTI, SEIRZE IR, @il PCA B4ELBRIURIE, F4AHH
JERZ JFE B IIWLHIIAL T, 1% SE-ResNet-VIT frll AU fE Accuracy. Precision. Recall 1 F1 PUAMEFR
T TSI B AR AR A SRS 45 R U 4 B

Table 4. Detection effect of different models on Ember dataset (%)
%= 4. TEMRBVZE Ember #iEE _ERIIKIR (%)

A Accuracy Precision Recall F1
SCHR[3] 91.10 91.00 91.20 91.10
SCHRIS] 95.11 96.73 95.45 96.09
SCHR[10] 95.68 96.37 95.11 95.74

CNN-LSTM 87.52 86.35 89.07 87.69
Resnet50 89.95 88.97 92.35 90.63
AR 97.05 97.45 96.64 97.04

4. L5RIE

AR B A SRR AT 14, RTUR, IR BRLERT S A EE A SE-ResNet-VIT £E B i
TEEIT, GHFEREMZ RSN 5, N BRI T . 8Id e Ember 244
ERSEIGEE IR R, A SCHEH I VEAE Accuracy. Precision. Recall Al F1 PUANEAY Fi8 b5 5 THI B AR T Sk
[3], SCHR[8], SCHR[IO1FTHR H RUREAY,  Ho& T 30 5 WRIER B S W2 AR, MR B 1 AR SCH AR A
IR N — BN A S B AE AR R S - a5 b, R8T Ember RS IR AR 2,
WG R ZHFN R, (RS IFAEFE A P REAEAE M, (R K 4R S0 FE M LR |
TR REAGEEE, Akl FAT IR TG RS, 7 FAT R B £ T A ST AR TR )

PERE .
E&InE
J P T EE A AT 2 TR T H (202007010004)
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