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Abstract

Although the white-box attack has achieved a high rate of attack success, the over-fitting pheno-
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menon of samples makes the generated adversarial samples have a low success rate when attack-
ing other classification models. Therefore, it is necessary to alleviate the over-fitting phenomenon
to improve the migration of the adversarial samples, so as to enhance its attack performance un-
der the condition of black-box. Therefore, it is necessary to improve the migration of adversarial
samples to enhance their attack performance under black-box conditions. To solve this problem,
this paper proposes a method of generating adversarial example based on affine transformation
and gradient refining, AF-R-MI-FGSM. This method does not only use the original image to gener-
ate adversarial example, but performs random affine transformation on the input image at each
iteration to improve the diversity of the input image, and uses data enhancement technology to
alleviate the over-fitting phenomenon of adversarial example, so as to improve the attack success
rate of adversarial example under black-box conditions. Because the introduction of image ran-
dom transformation leads to the increase of noise gradient randomness and affects the attack
performance, this paper proposes a gradient thinning method to alleviate the negative gradient
effect. In addition, the migration of samples is improved by attacking the integration model. Expe-
riments are carried out on ImageNet datasets to verify the significance of the proposed method.
Compared with MI-FGSM, the average black-box attack success rate of AF-R-MI-FGSM in attacking a
single model is increased by 14.3%, and the average black-box attack success rate of attack inte-
gration model is increased by 22.1%.
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mentum Iterative Fast Gradient Sign Method) AT FEAFHIA . & X x NN PIIRIGEFE#FEA, y™ AR
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Figure 1. Conversion relationships between different methods
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4. SEWSLERS

AT X IR T VR AT S R IGUE HA R, 7E B AR RN AR R Y AN T R R A SRR SR AT X
bt 7ESZiGH, AAHRAEK S FGSM &% 51E% ) I-FGSM Al MI-FGSM #4754} b .

Table 1. The success rate (%) of single model attack

= 1. BRAKHERINE%)

TERY Yok 77 ik Inc-v3  Inc-v4 IncRes-v2 Res-101  Adv-Inc-v3 IncRes-v2-ens i1
I-FGSM 99.9" 21.8 16.1 16.5 13.6 5.6 28.9
AF-R-I-FGSM 99.9" 54.2 40.3 33.4 19.2 8.7 42.6
Inc-v3 MI-FGSM 99.9" 42.1 36.8 37.4 22.1 9.5 41.3
AF-MI-FGSM 99.9" 58.2 51.1 493 26.6 12.8 49.7
AF-R-MI-FGSM 99.9 70.8 61.6 58.5 32.8 18.2 56.9
I-FGSM 19.9 998" 14.9 17.2 12.6 5.2 28.2
AF-R-I-FGSM 47.6 99.7° 37.3 322 18.4 8.4 40.6
Inc-v4 MI-FGSM 44.6 998" 38.3 39.6 22.2 10.8 42.5
AF-MI-FGSM 60.2 99.7 52.1 51.1 26.3 14.1 50.6
AF-R-MI-FGSM 70.1 99.4° 64.1 61.2 31.9 19.2 57.6
I-FGSM 17.9 19.3 98.8" 16.2 14.5 6.9 28.9
AF-R-I-FGSM 44.2 48.7 98.5" 31.9 21.6 13.5 43.1
IncRes-v2 MI-FGSM 45.1 43.1 98.2" 39.6 26.4 15.1 44.6
AF-MI-FGSM 54.3 54.8 98.4 46.3 31.1 21.8 51.1
AF-R-MI-FGSM 66.3 66.9 97.7" 56.1 37.8 304 59.2
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Continued
I-FGSM 10.4 13.8 10.3 99.5" 12.3 53 253
AF-R-I-FGSM 30.2 37.1 27.2 99.1° 17.5 8.3 36.6
Res-101 MI-FGSM 26.6 31.7 22.7 99.7" 20.8 8.1 34.9
AF-MI-FGSM 323 38.9 322 98.8 21.6 9.1 38.8
AF-R-MI-FGSM 48.8 53.2 44.5 98.4" 25.2 13.5 47.2

Table 2. The success rate (%) of integrated model attack

R 2. ERRRKHRIRINERITLE (%)

Yk 77 Inc-v3"  Inc-v4"  IncRes-v2"  Res-101"  Adv-Inc-v3 IncRes-v2-ens T
I-FGSM 99.9 98.6 93.7 95.9 18.2 9.1 69.2
AF-R-I-FGSM 99.8 98.6 95.9 96.5 31.4 22.3 74.1
MI-FGSM 99.8 99.1 93.3 95.9 31.9 18.9 73.2
AF-R-MI-FGSM 99.2 97.9 93.5 94.3 52.2 42.7 79.9

4.1. ST E

Bt ge . ASCAEA ImageNet £dfa g, M HIGUESEHBEHLIZE 1000 5K K Fr, FLiEHCT 1000 43851,
B — AL EL 1 — 5K o BTt BT 1 #BENE A ST (8 T ) 70 SR8 IERf 0 2K TR LR K
NERTRSG 4 299 x 299 % 3.

WA FEA SR, — R T 6 NIRRT, A DUAS IR I ZR I X 25 4578, Inception-v3 (Inc-v3)
[17], Inception-v4 (Inc-v4) [18], Inception-Resnet-v2 (IncRes-v2) [19]F1 Resnet-v2-101 (Res-101) [19]F1FHA
ZiL TIPSR, adv-Inception-v3 (adv-Inc-v3)#ll ens-adv-Inception-Resnet-v2 (IncRes-v2-ens).

SLIGANT . A SCESEIN LR O 6] P e, SARE T =10, BN Ne=16, FK
Na=1.6. 5T MI-FGSM, HIEWH T 4=1.0, XFHPAEBRRE AFY;p), HEHBREE p=05.
T ARG XS EIURR n =9 IRBEEE, e BCF RS AT 5.

PR FEAR . TEXRTPURE AR B Ak, RECH BUiE AR [ B0l i) 28 (Attack success rate, ASR)SKIFANT
Beli G araR, R B i 7 R R A . (HAE AR B S, ASR AR X, ASCK
WO A AR Bt 97730, BBTAE B BURE A BE 06 04570 2R 2% 45t — A 5 LSRR — B &5 SR BN W,
TFALEIFATREI . Bk, ACEHE) ASR A€ LN
_ PR KRR

ASR
FEAHY S 280

x100% )

4.2. PEBLEH

AT, A RN IREE G W 2 R A R PURE A, W SRR AT B . SEI{E A I-FGSML.
AF-R-I-FGSM LA K MI-FGSM. AF-R-MI-FGSM J5i%, 43 AELEDYAN IE & I ZR 48 158 F A s ke
A, FEAEFTAE 1 6 WL AR (ELFE DU A IE U201 WX 28 BRI AN 225 7 S SR 9 28 A5 78 ) | 33k 47 34
o SLIRZE RN 1 R,

%1 S R E W, AF-R-I-FGSM Fll AF-R-MI-FGSM J57:7E B & W N B lih R m T e dok
i AR A AT T AR S RS G T 2. B, {H R Inc-v3 MR, SRAE RN HIREAS, I8
A IEH NGRPI N LAY Inc-v4 B, AF-R-MI-FGSM J5 % 1) B G Gl s ZA 2] 1 70.8%, 1 I-FGSM Al
MI-FGSM 1XH 21.8%F1 42.1%. BUhi i HiilZhp) gl LRIl 17 RIF MRS, 7E IncRes-v2 M %5 FAf
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i MI-FGSM Al AF-R-MI-FGSM 77 ¥ 48 IR IR A AT B S ity ,  HPS B0t B2 43004 33.8% 1
51.5%. 5 MI-FGSM #HLt, AF-R-MI-FGSM [ 544~ 35 Ja @ Bk D) 2848 7 1 14.3%. BEH TR AR
AR FEAAE S N BRI AR R AE SO AR, Be A U R SRR AR R R v, T dR A HAE R R T
BritRg.

TEAUE 584, B AF-MI-FGSM J715, A2 B BURE A (1 B0t i Dh 2 S5 T F 1 B B2 AL 1)
Wi )73k, AF-R-MI-FGSM. f1# 1 858 Fi7", AF-MI-FGSM J5 10T BB S WGl s IR N 37.2%, 1
AF-R-MI-FGSM J5 7% [P35 B G W BRI H N 46.6%, $26E 1 9.4%. EB3 T {8 F IR FEE AL BENS 7 — 2 2
FEE 1 22 fife DRI AL A 462 BT 772 A2 PR Y5 I B2 520

4.3. SREREKE

%1 AR K AF-R-MI-FGSM 775 Red mnt FUrE A TR 1, (HI4 RE 8 18 FH B2 0 28 SR 2B et Bt
A, #E— PR R S T B . SEIEIE ST 151 ¥E , WSR2 AN M2 I 4R, SR A Rt
PUREA . ARSI IEH AN EER, i -FGSM. AF-R-I-FGSM LA & MI-FGSM .
AF-R-MI-FGSM 7 ¥ERAE BT PUREAS, FHAEFTH 1 6 NI LT Behmik. fEseserh, BRIk E
T=10, HehK/he=16, ERBEAMAMHENERNE, o =1/4. HSELRLEERWNE 2 fs.

T2 REY, A AF-R-MI-FGSM JVETESE SRR AR s IAE A, HBE R HE &.
U1, AF-R-MI-FGSM J5 %42 B0 FURE AR T G0 S Bl G it R 2 i, HoSF 45 BB & ok I 3N 47.5%,
1M MI-FGSM 7 25.4%, #8117 22.1%. [F, 76 A &BE 71, AF-R-MI-FGSM B AR RF 55 i 6 e h
K, WTE 90%LL L.

4.4. BESYHAR

4.4.1. FHHREE p A BERTIEOFN

AT FA R MR X AF-R-MI-FGSM J7 & R5E, I AF-R-MI-FGSM 75 ¥R AE DA IEH I 25
{100 W9 2% (1) B SR A2 BHTURE A, FREFTE I 6 ANMIZE L AT IR, DAL AN ) i 46 M =0 o) - Xk i
DhEEHIFE o B HMEZE p O LL 0.1 BRI NS 1, HiESHwE, RRKE =10, Hiahkhe=16,
FEERE T 4=1.0.
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Figure 2. The influence of different conversion probabilities on the success rate of the attack
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SERGE AN 2 B, o Inc-v3. Inc-v4. IncRes-v2. Res-101 %7, AF-R-MI-FGSM J5 <48 IE #
I 25 18 i B &80 T2 . adv-Inc-v3 fll IncRes-v2-ens WIZR7~, FEAFF T X0 Z5R T ) 2% £
BE, BHTRGSGE, IR S . LI RRY, BRI p MK, HaasoE2
B RERE), (HEaHA-PR BRI RRE R R R I % . B M BT BT 2 B FL 3R p (38 i A
HHE 0 o

4.4.2. HENK X BRI R IR
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Figure 3. Graph of the relationship between different disturbance magnitude and at-
tack success rate

3. FEEIAR /NS BERINERRI X Rk E

AR AT FEAS [F 3 KNG 25 5 VR B B R Th B R, SEER A 1-FGSM. AF-R-I-FGSM BL &
MI-FGSM. AF-R-MI-FGSM PUFH 7735, H4 PUAS TE 5 I ZR 28 AT B AR S5 ISR R, PASR AR O ke A,
For AILEP BN ZR 1 4% FEAT B, A SEI0 T ik B I %R p=0.5, B K/Ahe M 4 L
4 KA mME] 32, Kl 3 H(a) (b) 73 B X HT I ZR N 4% adv-Inc-v3 Fl IncRes-v2-ens, FHisSZZRRIRIH
HEYGE IR TR RR, Bk I RIS MEE B KR, MR —NEE S
PRI LRI TP
5. 8RiE

BE 077 5 A SRR B AR IS URE A AL BTV A A I SR R A OR AR AL s Ul 5 1), {6
o0 P 200 A R AR R B AL A 80 SR [ Y AR B R, SRAR B BURE AR 3B RS M b, T A FH 4R A B 3t
—IRF TR KT . 5 MI-FGSM J57AHEL, AF-R-MI-FGSM J5 i Sl R4 ks () 7 34 B
T I RIETE T 14.3%, SR Bt 1) V- 35 B G Bt BN AR T T 22.1%0 AR SCIEXS AN F] ) e Mk e 0
ITERIRAT ST, T RARSECE . A TR AR BRBEN LA e ok AR, ST RS TR B 1
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